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Disclaimer

The products, services, or features you purchase are subject to commercial contracts and terms, and some or
all of the products, services, or features described in this document may not be available for you to purchase or
use. Except for the agreement in the contract, Ruijie Networks makes no explicit or implicit statements or

warranties with respect to the content of this document.

The names, links, descriptions, screenshots, and any other information regarding third-party software mentioned
in this document are provided for your reference only. Ruijie Networks does not explicitly or implicitly endorse or
recommend the use of any third-party software and does not make any assurances or guarantees concerning
the applicability, security, or legality of such software. You should choose and use third-party software based on
your business requirements and obtain proper authorization. Ruijie Networks assumes no liability for any risks

or damages arising from your use of third-party software.

The content of this document will be updated from time to time due to product version upgrades or other reasons,

Ruijie Networks reserves the right to modify the content of the document without any notice or prompt.

This manual is designed merely as a user guide. Ruijie Networks has tried its best to ensure the accuracy and
reliability of the content when compiling this manual, but it does not guarantee that the content of the manual is
completely free of errors or omissions, and all the information in this manual does not constitute any explicit or

implicit warranties.
Personal Data Statement

During the operation or troubleshooting of the products, services, or features you have purchased, certain
personal data of users may be collected or used. Therefore, it is essential for you to establish and implement
appropriate privacy policies, in compliance with the relevant laws and regulations of the applicable countries or

regions, to ensure the complete protection of users' personal data.

If Ruijie Networks is involved in this process, we will strictly adhere to the relevant laws and regulations of the

applicable countries or regions and take all necessary actions to safeguard users' personal data.

When discarding, reclaiming, or reusing a device, please ensure to back up or clear any stored data to avoid

data leakage. For assistance, please contact our after-sales technical support.
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Intended Audience

This document is intended for:

Network engineers
Technical support and servicing engineers

Network administrators

Technical Support

® Official website of Ruijie Reyee: https://reyee.ruijie.com
® Technical Support Website: https://reyee.ruijie.com/en-global/support
® Case Portal: https://www.ruijienetworks.com/support/caseportal
® Community: https://community.ruijienetworks.com
® Technical Support Email: service ri@ruijienetworks.com
® Online Robot/Live Chat: https://reyee.ruijie.com/en-global/rita
Conventions
1. GUI Symbols
Interface symbol Description Example

1. Button names
1. Click OK.

2. Window names, tab name, field name
Boldface 2. Select Config Wizard.
and menu items

3. Click the Download File link.

3. Link
> Multi-level menus items Choose System > Time.
2. Signs
The signs used in this document are described as follows:
@ Danger
An alert that calls attention to safety operation instructions that if not understood or followed when operating

the device can result in physical injury.

© warning
An alert that calls attention to important rules and information that if not understood or followed can result in

data loss or equipment damage.

A\ Caution

An alert that calls attention to essential information that if not understood or followed can result in function

fa

ilure or performance degradation.
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) Note

An alert that contains additional or supplementary information that if not understood or followed will not lead to

serious consequences.

¢ Specification
An alert that contains a description of product or version support.

Note
This manual introduces the features of the product and offers guidance on configuration and testing.



Contents

o (=1 =T U SESPPPER I
1 AUthOriZation SErvICEe OVEIVIEW ..........eiiiiiiiie ettt ettt e e e e e e e e nee e e e eneeeeeeennees 1
2 Ruijie Secure Cloud Platform ...... ...t e e et e e e e e e neeeens 2
2.0 OVEBIVIBW ...ttt ettt e oottt e e e et e e e m e et e e e e nee e e e e nee e e e e amseeeeeamneeeae e neeeeeeanneeeeeannneeeanns 2
2.2 Operations on Ruijie Secure Cloud Platform...........coooiiiii e 2
2.2.1 User Registration @nd LOGIN .........cuueiiiiiiiiiiiiiee et 2

2.2.2 App Identification Signature Library Upgrade...........ccoooeeieeiiiie e 5

2.2.3 Behavior Analysis Signature Library Upgrade..........cccoooeiieeiiiiii e 6

2.2.4 1PS Signature Library Upgrade..........cooeee i 8

2.2.5 Virus Protection Signature Library (Quick Scan) Upgrade..........ccccoooeviieeiiiiienieeennnen. 9

2.2.6 Virus Protection Signature Library (Deep Scan) Upgrade ..........ccccoveeiiiieiiiiinieeene 11

2.2.7 URL Signature Library UpGrade ..........cccooiiioiiieiiie e 12

2.2.8 Threat Intelligence Library Upgrade ... 14

2.2.9 SYSEM UPQGrade ...ttt 16

2.2.10 Patch Installation............ooo e a e 17

2.2.11 LICeNSE ACHVALION ...t e e e e e eaeeeas 18

2.3 License Activation MEthOUS ........oooii e e e e e e 20
2.3.1 AULOMALIC ACHVALION ... e e e e e 21

2.3.2 Manual ACHVAtION ... e e e e e e e 22

3 Precautions for LICENSE ACHVALION ..........eiiiiiie et e e e e e nee e e e nneee s 24
B FAQIS. ..ttt ettt e he e teeea—e e e teeeaa—eeabee e beeeaateeebeeeabeeeanneeeseeeareeeanreeaas 25

4.1 Does the Product License Have a Validity Period? How Long Is the Validity Period? How to

(OF= 1 LoTU] F=1 (=Y | T 25



4.2 How to Obtain @ LiICENSE COUE7......ooi e 25
4.3 How to Apply for @ Temporary LICENSE? ...t 26

4.4 License Migration OF ChanQe........uueii it e e e e neeee s 26



License Activation Guide

1

Authorization Service Overview

Authorization Service Overview

After purchasing a device, you can use the basic functions of the device. To use value-added functions or expand

device resources due to service expansion, you can purchase the corresponding function or resource licenses.

License-based authorization can effectively lower costs. You can import licenses based on actual needs to obtain

custom functions.

License

Description

RG-WALL 1600-Z23200-S-1G-LIC

Performance expansion license for the RG-WALL 1600-Z3200-S cloud-
managed firewall: One license provides expansion of 1 Gbps network
throughput. For each device, up to two licenses can be added to
achieve 3 Gbps network throughput.

RG-WALL 1600-23200-S-LIS-M-1Y

Four-in-one license for the firewall: One license provides one-year
upgrade services for intrusion prevention (IPS), antivirus (AV), app

identification (APP), and URL signature libraries.

RG-WALL 1600-23200-S-LIS-E-1Y

Five-in-one license for the firewall: One license provides one-year
upgrade services for IPS, AV, APP, and URL signature libraries and one-

year threat intelligence services.

RG-WALL 1600-Z25100-S-1G-LIC

Performance expansion license for the RG-WALL 1600-Z5100-S cloud-
managed firewall: One license provides expansion of 1 Gbps network
throughput. For each device, up to two licenses can be added to

achieve 10 Gbps network throughput.

RG-WALL 1600-21500-S-LIS-E-1Y

Five-in-one license for the firewall: One license provides one-year
upgrade services for IPS, AV, APP, and URL signature libraries and one-

year threat intelligence services.

RG-WALL 1600-Z3200-S-UA-G-LIC

RG-WALL 1600-Z23200-S Behavior Analysis Signature Library License.

RG-WALL 1600-Z5100-S-UA-G-LIC

RG-WALL 1600-Z5100-S Behavior Analysis Signature Library License.
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2 Ruijie Secure Cloud Platform

2.1 Overview

As the supporting platform for the Z-S series firewall, Ruijie Secure Cloud Platform provides the following
functions: license activation, license change, version upgrade, patch installation, and security signature library
upgrade.

2.2 Operations on Ruijie Secure Cloud Platform

2.2.1 User Registration and Login

(1) Register a user.

& Note

When registering a user, you need to bind the user to a device SN. Ensure that the device SN exists in the order

system (that is, the device has been properly delivered).

a Enter https://secloud1.ruijie.com.cn in the browser and press Enter.

b  Click Register to access the registration page.

¢ Enter the required user information to complete registration.


https://secloud1.ruijie.com.cn/
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Tips

Secure Cloud Platform account is used for device license activation, license change, and other
operations. One account can be bound to multiple devices and must be kept confidential. If

device management personnel change, the account and password must be transferred
accordingly .

Register

* Country or region Country or region

* Time Zone Time Zone

* Email Address  £ry5) Address

*Password  Epier fhe password. °

* Verification Code iz (ification Code Send Code

I have read and agree to Terms and ConditionsandPrivacy Policy.

(2) Log in to the platform.

Visit https://secloud1.ruijie.com.cn to access the login page.

Click Login on the home page.

rRuifie scp

Welcome to Ruijie Security Cloud Platform!

Ruijie Security Cloud provides you with services such as feature library upgrade, device version upgrade, device authorization activation and authorization-related information
query for Ruijie security products.

Register

6 License Activation g Validity Period Query [} Authorization Status Query

h Ruijie security product Provide y

h a license activation deadline Provide you with the query
qu
e timeliness of stock licenses expiration time, license

on activation services, providing lookup s ve licenses to quickly information of I
authorized online activation and offline activation understai

services and support the download of electronic license files

&1 SSLVPN Clients EH Device Upgrade

We provide you with SSLVPN client download ou with the download service

oftware
service for Ruiji

rity products, and the client

ersion/feature library version of
supports Windows, Linux, ios, Android and other Ruijie security products

operating systems.
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I_(’Uy’l_é Secure Cloud Platform

Account login

| have read and agree to

Forgot password? | Sign up

(3) Modify personal information.
a Change the password.

Click the login username in the upper right corner of the page and select Personal Center from the drop-

down list box. Click Revise to change the login password of the current user.

Ruifiescp @ Home @s

My account

Personal Information

e Account : 1*@qq.com &

Password

Regularly change to a high-strength password ta protect the account

Email
Email: 1*@gq.com &
Terms and Conditions And Privacy Policy

Privacy Policy

b  Modify the email address.

Click the login username in the upper right corner of the page and select Personal Center from the drop-

down list box to view the bound email address. Click Revise to modify the email address bound to the current

user.
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Ruifiescr A H

My account

Personal Information

@ Account : 1@qq.com &

Password

Reqularly change to a high-strength password to protect the account

Email

Email: 1°@qq com ®

Terms and Conditions And Privacy Policy

Privacy Policy

2.2.2 App ldentification Signature Library Upgrade

Prerequisites

The App Identification (APP) license has been activated for the firewall and the license is within the validity

period.

Procedure

® Offline upgrade

(1) Download a version file for the app identification signature library.

a Log in to Ruijie Secure Cloud Platform using an account with permission on the Version Management

menu.

b  Choose Version Management > Signature Library Version > App Identification Signature Library,
find the applicable version, and click Download in the Operation column to download the version file to
the local device.

98 Version Management

Device Type Device Model Software Version Version Number

Behavior Analysis Signat

ntrusi

nlion Sign. No. File Name Version Number Version Description Device Model Software Version releaseTime File Siz Operation

4-11-1.

n Signatur autoUpgradeYzf zip 1240501.101 is app-identify featur 232008 NGFW_NTOS Tr 2024-05-01 5681K % Download
URL Signaturs Library

Threat Intaligence Signat

Regional Signature Library

Software Version Ma. . v

(2) After the version file is downloaded, choose System > Signature Library Upgrade on the firewall web Ul to

upgrade the app identification signature library in offline mode (local upgrade).
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I Signature Library Upgrade

Enable Auto Upgrade
Upgrade Time:Daily 5 Hour 31 Minute

Signature Library: (] Select All
App Identification Signature Library
Threat Intelligence Signature Library

Save

Signature Library Type

(S ULIEN SV (Upgrade all signature libraries online simultaneously,)

App Identification Signature Library

Current Version:20250106.1126
Last Upgrade Time:2025-01-10 09:51:24

Latest Version:Unable to obtain the latest version. The local version is invalid.
Version State:-

Activation StatetActivated

ocal Upgrade || Rolling back

® Online upgrade

Virus Protection Signature Library (Deep Scan)
URL Signature Library

Behavior Analysis Signature Library

Virus Protection Signature Library (Deep Scan)

Current Version:-
Last Upgrade Time:2024-11-20 19:32:38
Latest Version:20241112.0006

Version State:T!

signate

Activation St

Virus Protection Signature Library (Quick Scan)
Regional Signature Library

rus protection

Ruijie Secure Cloud Platform

Intrusion Prevention Signature Library
Automation Playbook Library

Virus Protection Signature Library (Quick Scan)

Current Version:20241120.1814

ne:202

Last Upgrade 11-20 19:34:38

Latest Version:Unable to obtain the latest version. The local v

Version State:-

Activation State:Activated

Local Upgrade

) Note

® The firewall must be connected to the Internet.

® When the current version information about the app identification signature library of the firewall exists on
Ruijie Secure Cloud Platform and a new version is available, online upgrade of the app identification
signature library can be performed on the firewall web UI.

On the firewall web Ul, choose System > Signature Library Upgrade. On the page that is displayed, find App

Identification Signature Library, and upgrade the app identification signature library in online mode.

I Signature Library Upgrade

Enable Auto Upgrade
Upgrade Time:Daily 5 Hour 31 Minute

Signature Library: (] Select Al
App Identification Signature Library
Threat Intelligence Signature Library

Signature Library Type

[TV NI (Upgrade all signature libraries online simultaneously.)

App Identification Signature Library

Current Version:20250106.1126

Last Upgrade Time:2025-01-10 0:51:24

Latest Version:Unable to obtain the latest version. The local version is invalid
Version State:-

Activation State:Activated

Intrusion Prevention Signature Library

Procedure

® Offline upgrade

Virus Protection Signature Library (Deep Scan)
URL Signature Library

Virus Protection Signature Library (Quick Scan)
Behavior Analysis Signature Library Regional Signature Library

Virus Protection Signature Library (Deep Scan)

Current Version:-
Last Upgrade Time:2024-11-20 19:32:38
Latest Version:20241112.0006

Version State:

Activation State:Ac

Threat Intelligence Signature Library

2.2.3 Behavior Analysis Signature Library Upgrade

Intrusion Prevention Signature Library
Automation Playbook Library

Virus Protection Signature Library (Quick Scan)

Current Versi

20 10:34:3:

Last Upgr:
Latest Version:Unable to obtain the latest version. The local version is invalid
Version State:-

Activation StaterActivated

al Upgrade

URL Signature Library
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(1) Download a version file for the behavior analysis signature library.
a Log in to Ruijie Secure Cloud Platform using an account with permission on the Version Management

menu.

b  Choose Version Management > Signature Library Version > Behavior Analysis Signature Library,
find the applicable version, and click Download in the Operation column to download the upgrade file

to the local device.

Ruijie scp 0 fa t L 88 Version Management

Signature Library Ve~ IR

App Identicaion Signatu
Device Type Device Medel Software Version  all Versien Number
Web App Protaction Sign

Reset
=3

Software Version  releaseTime File Siz Operation

Theeat intefigence Signat

Regional Signature Library

Automation Playbook Libr

(2) After the version file is downloaded, choose System > Signature Library Upgrade on the firewall to upgrade

the behavior analysis signature library in offline mode (local upgrade).

Intrusion Prevention Signature Library Threat Intelligence Signature Library URL Signature Library
Current Version:20241112.1448 Current Version:20241223.1357 Current Version:20250109.1749
Last Upgrade Time:2024-11-20 19:38:46 Last Upgrade Time:2024-12-23 15:38:45 Last Upgrade Time:2025-01-10 16:19:10

Latest Version:Unable to obtain the latest version. The local version is invalid Latest Version:Unable to obtain the latest version. The local version is invalid. Latest Version:Unable o obtain the latest version. The local version is invalid

Version State:- n State:-

Activation State:Ac

Local Upgrade Rolling back Local Upgrade Local Upgrade

Behavior Analysis Signature Library Regional Signature Library Automation Playbook Library

Current Ver Current Version:20241111.1135 Current Version:20241104,1229
Last Upgrade Time:- Last Upgrade Time:2024-11-21 05:31:22 Last Upgrade Time:-

Latest Version:20280401.1011 View Details Latest Version:20241111.1135 Latest Version:20241112.0019
Version State: Version StateiThe latest version is installed. @ Version State:

Local Upgrade Online Upgrade Wl Local Upgrade

Activation State:

® Online upgrade

) Note

® The firewall must be connected to the Internet.

® When the current version information about the signature library of the firewall exists on the cloud
platform and a new version is available, online upgrade of the behavior analysis signature library can be
performed on the firewall.

Choose System > Signature Library Upgrade on the firewall, find Behavior Analysis Signature Library, and

upgrade the behavior analysis signature library in online mode.
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Intrusion Prevention Signature Library

Current Version:20241112,1448

Last Upgrade Time:2024-11-20 19:38:46

Latest Version:Unable to obtain the latest version. The local version is invalid.
Version State:-

Activation State:Activated

Local Upgrade Rolling back

Behavior Analysis Signature Library |

Current Version:-
Last Upgrade Time:-
Latest Version:20280401,1011  View Details

Version State:

Activation State:!

owetro |

Prerequisites

Threat Intelligence Signature Library

Current Version:20241223,1357

Last Upgrade Time:2024-12-23 15:38:45

Latest Version:Unable to obtain the latest version. The local version is invalid.
Version Stater-

Activation StatezActivated

Local Upgrade

Regional Signature Library

Current Version:20241111.1135
Last Upgrade Time:2024-11-21 05:31:22
Latest Version:20241111.1135

Version StaterThe latest version is installed. @

Local Upgrade

2.2.4 IPS Signature Library Upgrade

Ruijie Secure Cloud Platform

URL Signature Library

Current Version:20250109.1749
Last Upgrade Time:2025-01-10 16:19:10
Latest Version:Unable to obtain the latest version. The local vers

Version State:-

on StatezActivated

Local Upgrade

Acti

Automation Playbook Library

Current Version:20241104.1229
Last Upgrade Time:-

Latest Version:20241112.0019
Version State:

Online Upgrade Local Upgrade

The Intrusion Prevention (IPS) license has been activated for the firewall and the license is within the validity

period.
Procedure

® Offline upgrade

(1) Download a version file for the IPS signature library.

a Log in to Ruijie Secure Cloud Platform using an account with permission on the Version Management

menu.

b Choose Version Management > Signature Library Version > Intrusion Prevention Signature

Library, find the applicable version, and click Download in the Operation column to download the

version file to the local device.

Ruijte scp : !

Signature Library Ve .~ welcome

Intrusion Prevention Signature Library x

B8 Version Management

App Wdentiication Signatu

Device Type
Web App Protection Sign

Behavior Analysis Signat

Device Model

Software Version  a

Inkssian Prevention Sign No. File Name Varsion Number Version Description Device Model
Vinus Protection Signatur 1 websec_rse_sig_ 202409031803 zip 20241112 0002 23200-8
Vinus Protection Signatur 2 autoUpgradeYzf zip 20241001.1001 tis ips feature,versior 23200-5

URL Signature Library

3 ps_full_sign_v20240409.1516.2ip
Threat Intalligance Signat.

4 aaaaatestzip
Regianal Signature Library

5 ps_full_sign_v2!

Automation Playbaok Libr

Saftware Version Ma,.. v

Universal

23200-5,25100-S

tis ips feature version

20240201.0941

tis ips feature, version 23200-5

Version Number

Software Version releaseTime File Siz Operation

Iniversal 024-11-12 562 61 . load
NGFW_NTOS 1 2024-10-01 5681K % Download
==RE 2024-09-24 1.32 ME % Download
NGFW_NTOS 1 2024-09-07 48 + Download
Universal 2024-05-06 135 ME ¥ Download
Iniversal 2024-05-05 126ME  + Download

(2) After the version file is downloaded, choose System > Signature Library Upgrade on the firewall web Ul to

upgrade the IPS signature library in offline mode (local upgrade).
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Intrusion Prevention Signature Library

Current Version:20241112.1448

Last Upgrade Time:2024-11-20 19:38:46

Latest Version:Unable to obtain the latest version. The local version is invalid.
Version State:-

Activation State:Activated

Local Upgrade Rolling back

Behavior Analysis Signature Library

Current Version:-

Last Upgrade Time:-

® Online upgrade

Ruijie Secure Cloud Platform

Threat Intelligence Signature Library

Current Version:20241223.1357

Last Upgrade Time:2024-12-23 15:38:45

Latest Version:Unable to obtain the latest version. The local version is invalid.
Version State:-

Activation State:Activated

Local Upgrade

Regional Signature Library

Current Version:20241111.1135

Last Upgrade Time:2024-11-21 05:31:22

) Note

® The firewall must be connected to the Internet.

® When the current version information about the signature library of the firewall exists on Ruijie Secure
Cloud Platform and a new version is available, online upgrade of the IPS signature library can be performed

on the firewall web Ul.

On the firewall web Ul, choose System > Signature Library Upgrade. On the page that is displayed, find

Intrusion Prevention Signature Library, and upgrade the IPS signature library in online mode.

Intrusion Prevention Signature Library

Current Version:20241112.1448

Last Upgrade Time:2024-11-20 19:38:46

Latest Version:Unable to obtain the latest version. The local version is invalid.
Version State:-

Activation State:Activated

: Local Upgrade Rolling back

Behavior Analysis Signature Library

Current Version:-

Last Uparade Time:-

Threat Intelligence Signature Library

Current Version:20241223.1357
Last Upgrade Time:2024-12-23 15:38:45

Latest Version:Unable to obtain the latest version. The local version is invalid.

Local Upgrade

Regional Signature Library

Current Version:20241111.1135

Last Uparade Time:2024-11-21 05:31:22

2.2.5 Virus Protection Signature Library (Quick Scan) Upgrade

Prerequisites

The Antivirus (AV) license has been activated for the firewall and the license is within the validity period.

Procedure

® Offline upgrade
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(1) Download the version file for the virus protection signature library (quick scan).
a Log in to Ruijie Secure Cloud Platform using an account with permission on the Version Management
menu.
b Choose Version Management > Signature Library Version > Virus Protection Signature Library
(Quick Scan), find the applicable version, and click Download in the Operation column to download

the version file to the local device.

Ruific sc

Signatwo Library Vo~ [

Device Type Device Model Software Version & Version Number m Reset

Wit Aag Proliction Sign.

No, F

File Sizo (ME) MD5 Operation

Behavior Analysis Signal e

Quick Sean)

Auscenation Plagbas L.

Software Version Ma__. ~

(2) After the version file is downloaded, choose System > Signature Library Upgrade on the firewall web Ul,
find Virus Protection Signature Library (Quick Scan), and click Local Upgrade to perform offline upgrade.
| Signature Library Upgrade
Enable Auto Upgrade

Upgrade Time:Daily 5 Hour 31 Minute

Signature Library: [] Select All
App Identification Signature Library Virus Protection Signature Library (Deep Scan) Virus Protection Signature Library (Quick Scan) Intrusion Prevention Signature Library
Threat Intelligence Signature Library URL Signature Library Behavior Analysis Signature Library Regional Signature Library Automation Playbook Library

Signature Library Type

[CRVI 1L R I (Upgrade all signature libraries online simultaneously.)

App Identification Signature Library Virus Protection Signature Library (Deep Scan) Virus Protection Signature Library (Quick Scan)

Current Version:20250106.1126 Current Version:- Current Version:20241120.1814

Last Upgrade Time:2025-01-10 09:51:24 Last Upgrade Time:2024-11-20 19:32:38 Last Upgrade Time:2024-11-20 19:34:38

Latest Version:Unable to obtain the latest version. The local version is invalid. Latest Version:20241112.0006 Latest Version:Unable to obtain the latest version. The local version is invalid.
Version State:- Version State:The d Version State:-

Activation State:Activated

Activation State:iActivated

Activation

Local Upgrade [l Rolling back Local Upgrade

® Online upgrade

) Note

® The firewall must be connected to the Internet.

® When the current version information about the signature library of the firewall exists on Ruijie Secure
Cloud Platform and a new version is available, online upgrade of the virus protection signature library (quick
scan) can be performed on the firewall web Ul.

On the firewall web Ul, choose System > Signature Library Upgrade. On the page that is displayed, find Virus

Protection Signature Library (Quick Scan), and click Online Upgrade to perform online upgrade.

10
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Signature Library Upgrade

Enable Auto Upgrade
Upgrade Time:Daily 5 Hour | 31 Minute

Signature Library: Select All
App |dentification Signature Library Virus Protection Signature Library (Deep Scan) Virus Protection Signature Library (Quick Scan) Intrusion Prevention Signature Library
Threat Intelligence Signature Library URL Signature Library Behavior Analysis Signature Library Regional Signature Library Automation Playbook Library

Signature Library Type

[o U=t NIl (Upgrade all signature libraries online simultaneously.)

App Identification Signature Library Virus Protection Signature Library (Deep Scan) Virus Protection Signature Library (Quick Scan)

Current Version:20250106.1126 Current Version:- Current Version:20241120.1814

Last Upgrade Time:2025-01-10 09:51:24 Last Upgrade Time:2024-11-20 19:32:38 Last Upgrade Time:2024-11-20 19:34:38

Latest Version:Unable to obtain the latest version. The local version is invalid. Latest Version:20241112.0006 Latest Version:Unable to obtain the latest version. The local version is

Version State:- and the virus protection Version State:-

Activation State:Activate Activation State:

Local Upgrade Rolling back E Local Upgrade

2.2.6 Virus Protection Signature Library (Deep Scan) Upgrade

Prerequisites

The Antivirus (AV) license has been activated for the firewall and the license is within the validity period.
Procedure

® Offline upgrade

(1) Download the version file for the virus protection signature library (deep scan).

a Log in to Ruijie Secure Cloud Platform using an account with permission on the Version Management

menu.

b Choose Version Management > Signature Library Version > Virus Protection Signature Library

(Deep Scan), find the applicable version, and click Download in the Operation column to download the

version file to the local device.

Ruifie scr 0 r 88 Version Management

SISOV cicome  Virus Protection Signature Library (Deep Scan) x

App Identification Signatu

Device Type Device Model Software Version

al Version Number

Web App Protection Sign

Behavior Analysis Signat.

Intrusion Pravention Sign No. File Name Version Number Version Description Device Model Software Version  releaseTime File Siz Operation

Virus Protsction Signatur 1 @D vebsec_rse_sig 202409031 202411120006 23200-8 Universal 2024-11-12 562.91
‘Virus Protection Signatur.. 2 @DzutoUpgradeYzf.zip 202410011001 tis av-sdk feature ver 73200-8 NGFW_NTOS 1 2024-10-01 56.81K % Download

URL Signature Library

@Dsdk_20240204 1410_full_sig 202402041410 tis av-sdk feature ver Universal 2024-05-05 36.99 M v Download

Threat Inteligence Signat
@DautolpgradeYzfzip tis av-sdk feature ver NGFW_NTOS Tr 2024-05-01 56.81K % Download

Regional Signature Library
5 @sdk 20240226 1054_full_si 20240226.1054 sdk_20240226.1054_{ Z5100-5 Universal 2024.04-15 3725 & Download

Automation Playbook Libr
6 @DautoUpgradeYzf zip 20240506 3115 tis av-sdk feature ver 232005 NGFW_NTOS 1 2024-03-06 56.81K ¥ Download

Software Version Ma v

(2) After the version file is downloaded, choose System > Signature Library Upgrade on the firewall web UI,

find Virus Protection Signature Library (Deep Scan), and click Local Upgrade to perform offline upgrade.
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I Signature Library Upgrade

Enable Auto Upgrade

Upgrade Time:Daily 5 Hour 21 Minute

Signature Library: [ | Select All
App Identification Signature Library
Threat Intelligence Signature Library

Signature Library Type

Fo eIt ¥ Il (Upgrade all signature libraries online simultaneously:)

App Identification Signature Library

Current Version:20250106.1126

Last Upgrade Time:2025-01-10 08:51:24

Latest VersioniUnable to obtain the latest version. The lacal version is invalid.
Version State:-

Activation State:Activated

Local Upgrade Rolling back

® Online upgrade

Virus Protection Signature Library (Deep Scan)
URL Signature Library

Behavior Analysis Signature Library

Virus Protection Signature Library (Deep Scan)

Current Version:-
Last Upgrade Time:2024-11-20 19:32:28

Latest Version:202411

0006

Version State:Tt

Virus Protection Signature Library {Quick Scan)
Regional Signature Library

nction is not enabled, and the virus protection

Ruijie Secure Cloud Platform

Intrusion Prevention Signature Library
Automation Playbook Library

Virus Protection Signature Library (Quick Scar

Current Version:20241120.1814

Last Upgrade Time:2024-11-20 19:34:38

Latest Version:Unable to obtain the latest version. The
Version State:-

Activation State:Activated

Local Upgrade

) Note

®  The firewall must be connected to the Internet.

® When the current version information about the signature library of the firewall exists on Ruijie Secure
Cloud Platform and a new version is available, online upgrade of the virus protection signature library (deep
scan) can be performed on the firewall web Ul.

On the firewall web Ul, choose System > Signature Library Upgrade. On the page that is displayed, find Virus

Protection Signature Library (Deep Scan), and click Online Upgrade to perform online upgrade.

I Signature Library Upgrade

Enable Auto Upgrade
Upgrade Time:Daily 5 Hour 31 Minute

Signature Library: (] Select All
App Identification Signature Library
Threat Intelligence Signature Library

Signature Library Type

oYUYo Y\l (Upgrade all signature libraries online simultaneously)

App Identification Signature Library

Current Version:20250106.1126
Last Upgrade Time:2025-01-10 09:51:24

Latest Version:Unable to obtain the latest version. The lacal version is invalid.
Version State:-

Activation State:Activated

Local Upgrade Rolling back

Prerequisites

Virus Protection Signature Library (Deep Scan)
URL Signature Library

Virus Protection Signature Library (Quick Scan)

Behavior Analysis Signature Library Regional Signature Library

Virus Protection Signature Library (Deep Scan)

Current Version:-
Last Upgrade Time:2024-11-20 19:32:38
Latest Version:20241112.0006

C_J

2.2.7 URL Signature Library Upgrade

Intrusion Prevention Signature Library
Automation Playbook Library

Virus Protection Signature Library (Quick Scan)

Current Version:20241120.1814
Last Upgrade Time:2024-11-20 19:34:38

Latest Version:Unable to obtain the latest version. The local version is invalid.
Version State:-

Activation State:Activated

Local Upgrade

The URL filtering license has been activated for the firewall and the license is within the validity period.

12
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Procedure
® Offline upgrade
(1) Download the version file for the URL signature library.

a Log in to Ruijie Secure Cloud Platform using an account with permission on the Version Management

menu.

b Choose Version Management > Signature Library Version > URL Signature Library, find the

applicable version, and click Download in the Operation column to download the version file to the local

device.

Ruifie scp

88 Version Management

welcome

Sgeate Lbrary Ve.. A _URLSgnatue Lirary x

App Identiication Signaty,

Device Type

Web App Protection Sign

Behavior Analysis Signat .

Intrusion Pravention Sign No. File Name

Virus Pratection Signatur 1 @ i_db_i_2_full_20241216 1

Virus Protection Signatur 2

URL Signature Library

Threat Intelligence Signat

@url_db_i_2_full_20241215.1

@Dur_db_i_2_full_20241214.0

4 @Duri_db_i 2 full_20241213.0

Regional Signaturs Library
5 @Dur_db_i_2_full_20241212.1

Automation Playbook Libe
[ @Duri_do_i_2_full_20241211.2

Software Version Ma v

Device Model Software Version  al

Version Number Version Description Device Model

202412161757

url_db_i_2_full_20241

20241215.1428 url_db_i_2_full_20241

20241214 0006

73200-5,75100-5

url_db_i 2_full_20241

20241213.0201 url_db_i_2_full_20241 23200-8,75100-5

20241212.1357 url_db_i_2_full_20241 23200-5 Z5100-S

202412112126 url_db_i_2_full_20241 23200-8,75100-5

Version Number

Software Version releaseTime File Size Operation
NGFW_NTOS 1 2024-12-16 18 88 Mi
NGFW_NTOS 1 2024-12-15 18.89 Mi + Download
NGFW_NTOS 1 2024-12-14 18 88 Mi ¢ Download
NGFW_NTOS 1 2024-1213 1889MI  + Download
NGFW_NTOS 1 2024-12-12 18.89MI & Download
NGFW_NTOS 1 2024-12-11 1889 Ml & Download

(2) After the version file is downloaded, choose System > Signature Library Upgrade on the firewall web Ul,

find URL Signature Library, and click Local Upgrade to perform offline upgrade.

signature Library Type
(oUW (Upgrade all signature libraries online simultaneously)

App Identification Signature Library

Current Version:20250106.1126

Last Upgrade Time:2025-01-10 09:51:24

Latest Version:Unable to obtain the latest version. The local version is invalid
Version State:-

Activation State:Activated

Local Upgrade | Rolling back

Intrusion Prevention Signature Library

Current Version:20241112.1448

Last Upgrade Time:2024-11-20 19:38:46

Latest Version:Unable to obtain the latest version. The local version is invalid.
Version State:-

Activation State:Activated

Local Upgrade Rolling back

® Online upgrade

Virus Protection Signature Library (Deep Scan)

Current Version:-
Last Upgrade Time:2024-11-20 19:32:38
Latest Version:20241112.0006

Version State:Th

Activation States

Threat Intelligence Signature Library

Current Version:20241223.1357

Last Upgrade Time:2024-12-23 15:38:45

Latest Version:Unable to obtain the latest version. The local version is invalid.
Version State:-

Activation StatezActivated

Local Upgrade

Virus Protection Signature Library (Quick Scan)

Current Version:20241120.1814
Last Upgrade Time:2024-11-20 19:34:38

Latest Version:Unable to obtain the latest version. The local version is invalid.

Version State:-

Activation StatezActivated

Local Upgrade

URL Signature Library

Current Version:20250109.1749

Last Upgrade Time:2025-01-10 16:19:10

Latest Version:Unable to obtain the latest version. The local version is invalid.
Version State:-

Activation StatezActivated

Local Upgrade

Note

® The firewall must be connected to the Internet.
® When the current version information about the signature library of the firewall exists on Ruijie Secure
Cloud Platform and a new version is available, online upgrade of the URL signature library can be

performed on the firewall web Ul.
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Ruijie Secure Cloud Platform

On the firewall web Ul, choose System > Signature Library Upgrade. On the page that is displayed, find URL

Signature Library, and click Online Upgrade to perform online upgrade.

Signature Library Type
[SRV]ToIcT RV M (Upgrade all signature libraries online simultaneously.)

App Identification Signature Library

Current Version:20250106.1126

Last Upgrade Time:2025-01-10 09:51:24.

Latest Version:Unable to obtain the lstest version. The local version is invalid.
Version State:-

Activation State:Activated

Local Upgrade Rolling back

Intrusion Prevention Signature Library

Current Version:20241112.1448

Last Upgrade Time:2024-11-20 19:38:46

Latest Version:Unable to obtain the latest version. The local version is invalid.
Version State:-

Activation State:Activated

Local Upgrade Rolling back

Prerequisites

Virus Protectien Signature Library (Deep Scan)

Current Version:-
Last Upgrade Time:2024-11-20 19:32:38
Latest Version:20241112.0006

Version

Activation State:Activated

Threat Intelligence Signature Library

Current Version:20241223.1357

Last Upgrade Time:2024-12-23 15:38:45

Latest Version:Unable to obtain the latest version. The local version is invalid.
Version State:-

Activation State:Activated

Local Upgrade

2.2.8 Threat Intelligence Library Upgrade

Virus Protection Signature Library (Quick Scan)

Current Version:20241120.1814

Last Upgrade Time:2024-11-20 19:34:38

Latest Vi

ion:Unable to obtain the latest version. The local version is invalid

Stater-

Activation State:Activated

Local Upgrade

URL Signature Library

Current Version:20250

Last Upgrade Time:2025-01-10 16:19:10
Latest Version:Unable to obtain the latest version. The local version is invalid.

State:-

The Threat Intelligence (Tl) license has been activated for the firewall and the license is within the validity period.

Procedure

® Offline upgrade

(1) Download a version file for the threat intelligence library.

a Log in to Ruijie Secure Cloud Platform using an account with permission on the Version Management

menu.

b Choose Version Management > Signature Library Version > Threat Intelligence Signature Library,

find the applicable version, and click Download in the Operation column to download the version file to

the local device.

Ruijie scp

88 Version Management

Signature Library Ve ~ welcome  Threat Intelligence Signature Library x
App Idenification Signatu
Device Type Device Model Software Version all Version Number
Web App Protection Sign
Query Reset
Behavior Analysis Signat
Intrusion Frevention Sign No. File Name Version Number Version Description Device Madel Software Version releaseTime File Siz Operation
Virus Protection Signatur 1 websec_rse_sig_202408031803zip  20241112.0012 73200-5 niversal 2024-11-12 562 91
Virus Protection Signatur 2 autoUpgradeYz! zip 20241001.1001 itis ti-kaspersky featur 73200-5 NGFW_NTOS 1 2024-10-01 5681K ¥ Download
URL Signature Library ) ) - .
“ ' 3 1_03_20240204.0530_full_sig.zip 2024( itis tikaspersky featur 73200-5 Universal 2024-05 638ME % Download
Threat Intelligence Signat
_ 4 1i_03_20240411.1308_full_sig zip 20240411 1308 tikaspersky_test 75100-5 Universal 2024-04-15 675ME % Download
Regional Signature Library
5 autoUpgradeYzf zip 20240506 3115 itis ti-kaspersky featur 232005 NGFW_NTOS 1 2024-03.06 5681K % Download
Automation Playbook Libe
6 1i_03_20231101.0350_full_sig zip 202311010350 73200-5 niversal 2023-1-01 629ME ¥ Download

Software Version Ma... v

14
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(2) After the version file is downloaded, choose System > Signature Library Upgrade on the firewall web Ul,
find Threat Intelligence Signature Library, and click Local Upgrade to upload the version file for the

upgrade.

Signature Library Type
[oRUt TN YN W (Upgrade all signature libraries online simultaneously.)

App Identification Signature Library Virus Protection Signature Library (Deep Scan) Virus Protection Signature Library (Quick Scan)

Current Version:20250106.1126 Current Version:- Current Version:20241120.1814

Last Upgrade Time:2025-01-10 09:51:24 Last Upgrade Time:2024-11-20 19:32:38 Last Upgrade Timei2024-11-20 19:34:38

Latest Version:Unable to obtain the |atest version. The local version is invalid.

Latest Version:20241112.0006

Latest Version:Unable to obtain the latest version. The local version is invalid

enabled, and the virus Version State:-

Version State:-

Activation State:Activated Activation State:Activated

Local Upgrade Rolling back

Activation §

cal Upgrade

Intrusion Prevention Signature Library | Threat Intelligence Signature Library URL Signature Library

Current Version:20241112.1448 Current Version:20241223.1357 Current Version:20250109.1749

Last Upgrade Time:2024-11-20 19:38:46 Last Upgrade Time:2024-12-23 15:38:45 Last Upgrade Time:2025-01-10 16:19:10

Latest Version:Unable to obtain the latest version. The local version is invalid Latest Version:Unable to obtain the latest version. The local version is invalid Latest Version:Unable to obtain the latest version. The local version is invalid.

Version State:- Version St Version State:-

Activation State:Activater Activation State:Activated

Local Upgradk

Activation State:Activated

ade Rolling back cal Upgrade

® Online upgrade

) Note

® The firewall must be connected to the Internet.

® When the current version information about the signature library of the firewall exists on Ruijie Secure
Cloud Platform and a new version is available, online upgrade of the threat intelligence library can be
performed on the firewall web Ul.

On the firewall web Ul, choose System > Signature Library Upgrade. On the page that is displayed, find

Threat Intelligence Signature Library, and click Online Upgrade to perform online upgrade.

Signature Library Type
(YUY ER VNI (Upgrade all signature libraries online simultaneously.)

App Identification Signature Library Virus Protection Signature Library (Deep Scan) Virus Protection Signature Library (Quick Scan)

Current Version:20250106.1126 Current Version:- Current Version:20241120.1814

Last Upgrade Time:2025-01-10 09:51:24 Last Upgrade Time:2024-11-20 19:32:38 Last Upgrade Time:2024-11-20 19:34:28

Latest Version:Unable to obtain the latest version. The local version is invalid. Latest Version:20241112.0006 Latest Version:Unable to obtain the latest version. The local version is invalid,

abled, and th

Version State:- Version Sta

Activation State:Activated Activation State:Activated

Local Upgrade Rolling back

signature

Activation Sta

cal Upgrade

Intrusion Prevention Signature Library

Current Version:20241112.1448

Last Upgrade Time:2024-11-20 19:38:46

Latest Version:Unable to obtain the latest version. The local version is invalid
Version State:-

Activation State:Activated

Local Upgrade [l Rolling back

Threat Intelligence Signature Library

Current Version:20241223.1357

Last Upgrade Time:2024-12-23 15:38:45

Latest Version:Unable to obtain the latest version. The local version is invalid.
Version State:

ated

Activation Sta

15

URL Signature Library

Current Version:20250109.1749

Last Upgrade Time:2025-01-10 16:19:10

Latest Version:Unable to obtain the latest version. The local version is invalid
Version State:-

Activation State:Activated

cal Upgra
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2.2.9 System Upgrade

® Offline upgrade
(1) Download a version file.
a Confirm that the current user possesses the permission on the Version Management menu.

b Log in to Ruijie Secure Cloud Platform. Choose Version Management > Software Version
Management > Version Info, find the applicable version, and click Download in the Operation column

to download the version file to the local device.

Ruijie scp ) fanager 85 Version Management
Signature Library Ve~ Wwekome  App Identiication Signature Library  Version Info x
Software Version Ma... ~
Device Type Device Madel Software Version  a Version Number
Query set

Patch Info

© Piease select the software version that is supportad for upgra

sed on “Supported Software Versions.* Upgrading to other versions may result in a failure

No. File Name Version Number Version Description releaseTime File Size (MB) MDS Device Mode Operation

+ Download

3 View Version Introduction

(2) After the version file is downloaded, choose System > System Maintenance > System Upgrade on the

firewall web Ul, upload the version file, and perform offline upgrade (local upgrade) of the device system.

RUIJIE | Z Series Firews € System
I System Upgrade

On the platform, access the Software Version page and download the latest

(@ You can perform an upgrade online or visit Ruijie Secure Cloud Platform at https://secloud1.ruijie.com.
system upgrade file. Then, perform the upgrade locally. Do not close or refresh this page during the up

Note: The file name cannot contain any Chinese or full-width character. Before the upgrade, verify that the target version matches the device model.

process. Otherwise, the upgrade may fail.

Version Info
Current Version NGFW NTOS 1.0RS, Release(03151320)

Version Rollback You can roll back toNGFW_NTOS 1.0R4, Re

Version Rollback.

Online Upgrade
Recommended Version
Local Upgrade

Download Download Link:hitpsy/secloud!.ruijie.com.cr

Import S Upgrade Now

® Online upgrade

) Note

® The firewall must be connected to the Internet.

® When the current version information about the firewall exists on Ruijie Secure Cloud Platform and a new
version is available, online upgrade of the device system can be performed on the firewall web Ul.

On the firewall web Ul, choose System > System Maintenance > System Upgrade. On the page that is

displayed, click Upgrade Now to perform online upgrade.
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RUIJIE | Z series Firewall @ System
1 System Upgrade

(D You can perform an upgrade online or visit Ruljle Secure Cloud Platform at hitps://secloud!.rui 1 On the platform, access the Software

Version page and downlaad the latest system upgrade file. Then, perform the upgrade locally. t clase or refresh this page during the upgrade
process. Otherwise, the upgrade may fail

Note: The file name cannot contain any Chinese or full-width character, Before the upqrade, verify that the target version matches the device model,

Version Info
Current Version NGFEW NTOS 1.0RS, Release(03151320)
Version Rollback You can roll back toNGFW_NTOS 1.0R4, Release(03151401)

Version Rollback

Online Upgrade

System Upgrade

Recommended Version

Local Upgrade

Download Download Link: httpsy//secloud.ruijie.com.cr

Import EEVEN  Upgrade Now

2.2.10 Patch Installation

When a patch in the system is not installed, an alarm is displayed on the home page. When more than 20 patch

packages need to be installed, you are advised to upgrade the software version.
® Online patch installation
a Login to the firewall web Ul and choose System > System Maintenance > Patch Installation.

b  Toggle on Auto Upgrade under Online Upgrade. The system automatically installs the patch packages.

A\ cCaution

Online upgrade is successful only when the firewall can properly communicate with Ruijie Secure Cloud
Platform.

I Patch Installation

(D You can perform an upgrade online or visit Ruijie Secure Cloud Platform at https://secloud1.ruijie.com.cn On the platform, access the Version Upgrade page and download
the latest patch file. Then, install the patch locally to complete the upgrade. Do not close or refresh this page during the upgrade process. Otherwise, the upgrade may fail.
Note: The file name cannot contain any Chinese or full-width character. Before the upgrade, verify that the target version matches the device model.

Online Upgrade (New patches will be installed at the specific time point. Some patches do not support automatic upgrade and require manual upgrade.)
Patch Info Sync  Daily 05 Hour | 37 Minute

Auto Upgrade DAfter this function is enabled, new patches that support automatic upgrade are automatically installed.)

Local Upgrade

Download Download Link:https://secloud.ruijie.com.cn

Import Browse Upgrade

Q Refresh

Descript
No. Patch Name system.upgradeType Release Date ion H Source Status Installation Time

No Data

® Offline patch installation

a Log in to Ruijie Secure Cloud Platform, choose Version Management > Software Version

Management > Patch Info, and download the latest patch upgrade file to the local device.
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Ruifie scp 1 ment L ! ment 2§ Version Management
Signature Library Ve . v welcome  Paich Info x
Software Version Ma. ~
Device Type Device Model Software Version  al Version Number
Varsian Infa
@ Please select the patch version that is supported for upgrade based on *Supported Software Versions.* Upgrading to other patch versions may resultin a failure
No. File Name Version Number Version Description releaseTime File Size (MB) MD5 Device Mod Operation

b Log in to the firewall and choose System > System Maintenance > Patch Installation.
¢ Inthe Local Upgrade area, click Browse and select a patch file.

I Patch Installation

(D You can perform an upgrade online or visit Ruijie Secure Cloud Platform at https://secloud1.ruijie.com.cn On the platform, access the Version Upgrade page and
download the latest patch file. Then, install the patch locally to complete the upgrade. Do not close or refresh this page during the upgrade process. Otherwise, the
upgrade may fail. Note: The file name cannot contain any Chinese or full-width character. Before the upgrade, verify that the target version matches the device model.

Online Upgrade (New patches will be installed at the specific time point. Some patches do not support automatic upgrade and require manual upgrade.)
Patch Info Sync Daily 05 Hour | 37 Minute

Auto Upgrade (After this function is enabled, new patches that support automatic upgrade are automatically installed.)

Local Upgrade

Download Download Link:https://secloud.ruijie.com.cn

Import Upgrade

Q Refresh

Descript

No. Patch Name system.upgradeType Release Date ion Source Status Installation Time

No Data

d Click Upgrade to start system upgrade.

& Note

Device restart is not required after successful hot patch installation, but is required for successful cold
patch installation. Select whether to restart the device based on actual needs.

2.2.11 License Activation

® License binding
(1) Confirm that the current user possesses the permission on the License Management menu.

(2) Log in to Ruijie Secure Cloud Platform. Choose License Management > License Activation. On the page
that is displayed, click License Activation. In the License Generation dialog box that is displayed, bind

licenses using one of the following methods:
o Manually add the device SN and license code.

Click Manual Input, enter the device SN and license code, and click Generate License File.
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License Generation

@ Once alicense file is generaled, the validity period begins. Activate the license on the device a5 soon as possible.
‘The groups of exisling devices remain unchanged and new devices are added to group Al

O Manual Input Batch Import

No.1 “Device SN Enterth

*License Code ~ Enter th de @ Add License Code

@ Add Device SN and Authorization Code

o Batch import device SNs and license codes.

Click Batch Import, download a template, enter the device SNs and license codes in the template file in

the correct format, upload the file, and click Generate License File.

License Generation

@ Once a license file is generated, the validity period begins. Activate the license on the device 35 5000 as possible.
‘The groups of existing devices remain unchanged and new devices are added to group Al

Manual Input | @ Batch Import

Download Template

Import | Select a file Browse

Generate License File Cancel

® Offline activation

(1) Log in to Ruijie Secure Cloud Platform and bind the device SN to the license code. On the License
Management page, find the desired item in the license list, and click Download in the Operation column to

download the license file.

s Lot :

Trial Licenss Apglication

Please register using D&M personnel information of a customer. Do ot use a partner account for registration or activating the license of a customer device. One account can be bound to multiple devices.

License Activation

License List
(@ Bateh Download 1 a submitiad Retresh
Na.  Device SN Device Model  License Name Licensa description Liconso Type  License Status Liconse Sync Status () Activaled Liconsa Codos  Operation (3)

Avallatie perfomance capacity: 26 (basic parfor
Performance Licenss mance capacity: 1G + expanded parformanca cap  Formal Licsnse sed Expiytime; permanemt  Tobe syced O View Details
acdty: 1G)

Provides the IS signalure database upgrade senv

Inérusion prevertion
s 8 of firewall

covases Expiry time: 20250310 o ke symcec @ View Details

Provides the AV signature database upgrade servic

Antiviruz - wes Expiry time: 2025-03-10 oyt } View Dtails
MACCLHLZI2SDM  Z3200-S - . o eptenton
Appiication ideniily rordes the Applcaion dently signature databaze remvated Expity ime: 20250310 Tobesyced @ View Detaits

upgrade service of firewall

Threat Intsligance. Provides firewall hreat intelligence services Formal License vatea Expiry lime:  2005-06-28 ke symced @ View Details
Provides the URL classification signature database

URL “ o Expirytime: 20250310 Tobe syesn © View Details

Behavior analysis o Expirytime: 20250310 Tobesyesn © View Details

Awailable performance caparity: 4G (basic parfor
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(2) On the firewall web Ul, choose System > System Config > License Mgmt and click Activate Manually to

upload the license file for offline license activation. For details, see 2.3.2 Manual Activation.

License Mgmt

License Config

1. Before activating a device, register on and log in to Ruijie Secure Cloud Platform at (httpsi/secloud1.ruijie.com.cn). On the platform, access the Device Authorization page, and generate a license file: (The account of this platform is used for
activating and changing device licenses and must be kept confidential.)

2. Select an activation mode based on device connection status For Tencent threat intelligence, only online activation is supported

Activate Online You can choose to perform manual activation.

Activate Now Activate Manually

Device SN:MACCLHLZ32S812  Copy

License Info How to Obtain License

B Performance License (Mix Performance)

27

Activated Performance Licenses2  Available Performance Licenses:0

B Security Capability License

No. Security Capability Name Description License Type Status
) It provides upgrade services for app . .
1 App Identification (APP) T e - [ Activated |(Expiry Time:2026-08-09)
identification signature libraries. e
. ) It provides upgrade services for IPS signature . e
2 Intrusion Prevention (IPS) Hrar Activated |(Expiry Time:2026-08-09)
ibraries. o)

It memvidas inmrads cariiras far e

® Online activation

After the firewall is connected to the Internet, choose System > System Config > License Mgmt on the firewall

web Ul to perform online activation. For details, see 2.3.1 Automatic Activation.

I License Mgmt

License Config

1. Before activating a device, register on and log in to Ruijie Secure Cloud Platform at (httpsi//secloud ruijie.com.cn). On the platform, access the Device Authorization page, and generate a license file: (The account of this platform is used for
activating and changing device licenses and must be kept confidential.)

2. Select an activation mode based on device connection status.For Tencent threat intelligence, only online activation is supported.

Activate Online You can choose to perform manual activation.

Activate Now Activate Manually

Device SN:MACCLHLZ32812 Copy

License Info How to Obtain License

B Performance License (Mix Performance)

272

Activated Performance Licenses:2 Available Performance Licenses:0
B Security Capability License

No. Security Capability Name Description License Type Status

2.3 License Activation Methods

Two license activation methods are available: automatic activation and manual activation.

A Caution

The threat intelligence function supports online license activation only.
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2.3.1 Automatic Activation

Application Scenario

When the device is connected to the Internet, you can use the automatic activation method to perform online
activation in real time.

Prerequisites
® Automatic activation is supported only when the license code is within the validity period. If the license code
has expired (obtaining the validity period in the license file), contact the technical support personnel.

® You have performed the following operations: Log in to Ruijie Secure Cloud Platform
(https://secloud1.ruijie.com.cn) and choose License Management > License Activation. On the page that

is displayed, click License Activation and generate a license file.

License Generation

@ Once aicense fileis generated, the valiity period begins. Activate the ficense on the device as soon as possible.
The groups of existing devices remain unchanged and new devices are added to group Al

4

© Manual Input Batch Import

No.1 *“Device SN Enter the device SN

5

License Code  Enter the license code. ® Add License Code

6

® Add Device SN and Authorization Code
Il Generate License File Cancel

Procedure

(1) Log in to the firewall web Ul and choose System > System Config > License Mgmt.

(2) Click Activate Now.
I License Mgmt

License Config

1. Before activating a device, register on and log in to Ruijie Secure Cloud Platform at (httpsi//secloud ruijie.com.cn). On the platform, access the Device Authorization page, and generate a license file: (The account of this platform is used for
activating and changing device licenses and must be kept confidential.)

2. Select an activation mode based on device connection status.For Tencent threat intelligence, only online activation is supported.

Activate Online You can choose to perform manual activation.

Activate Now Activate Manually

Device SN:MACCLHLZ32812 Copy

License Info How to Obtain License

B Performance License (Mix Performance)

272

Activated Performance Licenses:2  Available Performance Licenses:0
B Security Capability License

No. Security Capability Name Description License Type Status
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O Note

NTOS1.0R1P1 and later versions support automatic license activation after the device is connected to the
Internet. After the device SN and license code are bound on Ruijie Secure Cloud Platform, you do not need to

click Activate Now on the firewall web Ul.

2.3.2 Manual Activation

Application Scenario

When the device is not connected to the Internet, you can use the manual activation method to manually upload

a license file for activation.
Prerequisites

You have performed the following operations: Log in to Ruijie Secure Cloud Platform
(https://secloud1.ruijie.com.cn) and choose License Management > License Activation. On the page that is

displayed, click License Activation and generate a license file.

License Generation

@ Once a license fils is generated, the validity period begins. Activate the licenss on the device as saon as possible.
The groups of existing devices remain unchanged and new devices are added o group Al

.

© Manual Input Batch Import

No.1 *Device SN Enter the device SN

5

License Code  Enfer the i

6

® Add Device SN and Authorization Code
@l  Generate License File Cancel

In the dialog box, click Download License File to save the license file to the local device.

Generation succeeded. X

°Generatinn succeeded.
A license file is generated. Activate the licenses on the
device as soon as possible. (For threat intelligence, only
online activation is supported.)

Download License File Got It
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Procedure
(1) Log in to the firewall web Ul and choose System > System Config > License Mgmt.

(2) Click Activate Manually. The Manual License Activation Procedure dialog box is displayed.

Manual License Activation Procedure ®

1. Obtain Device Info

Click Copy to obtain the device SN and use it on the cloud platform to generate a license file.

Device SN:MACC93 Copy

2. Export License File

Visit Ruijie Secure Cloud Platform athttps://secloud1.ruijie.com.cnOn the platform, access the Device
Authorization page, and click Activate License. Then, enter the device SN obtained in step 1 and the license code
you have purchased, and export the license file.

Ruijie Secure Cloud Platform

3. Import License File

Import the license file obtained in step 2 and click Activate to complete the authorization.

Upload Browse

Disable

(3) Copy the device SN and log in to Ruijie Secure Cloud Platform to export the license file.
(4) Click Browse under Import License File and import the downloaded license file.

(5) Click Activate to activate the license.

Follow-up Procedure

After license activation, check the license activation status on the page.

23



License Activation Guide Precautions for License Activation

3 Precautions for License Activation

Before using the license activation function, pay attention to the following points:

® After license activation, ensure that DNS is correctly configured for the firewall and the firewall is properly
connected to the Internet.

® Before license activation, log in to Ruijie Secure Cloud Platform (https://secloud1.ruijie.com.cn) and choose
License Management > License Activation. On the page that is displayed, click License Activation and

generate a license file. (The account of Ruijie Secure Cloud Platform is used to activate and change licenses.
Please properly keep account information.)

"Register a cloud
platform user
Generate a
license
| The cloud platform automatically generates an
¢ industry license.
Activate the Signature library and performance licenses can
license be generated after the device SN and license

code are added on the cloud platform.

l Online activation I l Offline activation I
Log in to the firewall and click Activate Now 0g in to the firewall, click Activate Manually on

on the License Management page to the License Management page, and
complete device authorization. import the license file to complete device
authorization.

® Automatic activation is supported only when the license code is within the validity period. If the license code
has expired (obtaining the validity period in the license file), contact the technical support personnel.
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4 FAQs

4.1

4.2

Does the Product License Have a Validity Period? How Long Is the
Validity Period? How to Calculate It?

All licenses for the RG-WALL 1600-Z-S series firewalls have a validity period. The licenses can be divided into

perpetual licenses and licenses with an expiry date.

® Perpetual license: After purchasing a license, you can activate it at any time. The corresponding functions

are permanently available after the license is activated.

® License with an expiry date: After purchasing a license, you need to activate it before the license activation
deadline (within 1 year from the license delivery date). Otherwise, the days will be deducted from the validity

period.

For licenses with an expiry date, the formula for calculating the license validity period is as follows: V = M x 365
-N.

® V: Remaining validity period (day)
® M: Number of licenses of the same type

® N: Duration deducted from the validity period (day). If the license is activated before the activation deadline,
N = 0 (that is, no time is deducted). If it is activated after the activation deadline, N = Actual activation date —

Activation deadline.

How to Obtain a License Code?

Contact the local sales personnel to purchase a license. Upon completion of the purchase, you will receive the

license code by email. The following figure shows an example.

77 {5 B/Product Info

RG-WALL 1600-Z3200-S-LIS-E-1Y

7 ikt /Product Info
Firewall all-in-one license, each license provides 1 year of IPS,

AV, APP, URL upgrade services and 1 year of threat intelligence
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4.3 How to Apply for a Temporary License?

You can apply for temporary licenses for pre-sales trials or other reasons using either of the following methods:

Method 1: Log in to Ruijie Security Cloud Platform (https://secloud1.ruijie.com.cn) and apply for a license.

Welcome to Ruijie Security Cloud Platform!

Ruijie Security Cloud provides you with services such as feature library upgrade, device version upgrade, device authorization activation and authorization-related information
query for Ruijie security products

&) Apply for a Trial License
Apply

for trial licenses of Ruijie security products.

inf

expiration

and support the d ad of electronic ficense files

k&l SSLVPN Clients B4 Device Upgrade

SSIVPN client download Provide you with the download service of software

version/patch ature library version of

Ruijie security pro

»perating systems

Apply for a Trial License

A trial license includes industry licenses, performance licenses (all features), signature library licenses (including IPS, APP, AV, URL, and Tl signature library licenses), and all features of
SSL VPN

Trial license validity period: 3 months

* Device SN

* Threat Intelligence License Type @ Kaspersky Threat Intelligence
* Company Name
* Contact Person

* Contact Phone

Apply

Method 2: Contact the local or regional sales personnel to apply for a license. You need to provide the device

SN, customer name, contact person, and contact number.

4.4 License Migration or Change

If the device bound to the license is incorrect or the device with the license activated is faulty and needs to be
replaced, the license needs to be changed or migrated. In this case, the customer needs to send an email to the

Ruijie technical support mailbox: service_ ri@ruijienetworks.commailto:service ri@ruijienetworks.com. The

email should contain, but is not limited to, the following information:
Initiator Company: Channel A
Initiator Name: Tom

Initiator Contact Number: 400-11111111
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Onsite Company: Company B

Bound Device SN: G1111111

Used License Code: XXXXXX

(Optional) New Device SN: G2222222

License Unbinding Reason: (example: device replacement, activation due to misoperation)

License Photos: (photos with the device SN and license code):

After the email is sent to Ruijie technical support and the license is successfully unbound, the customer can bind

the original license code to a new device SN and generate a license file for activation on the new device.
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