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ipv6 pim ext-srcs-directly-connected . . ... ... ... .. L. 1427
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auth-web idle-timeouttimeout . . . .. ... .. ... ... .. . .. ... 1490
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show crypto pki trustpoints . . . ......... ... ... . .. ... . . ... 1611
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tacacs-servertimeout ... ... .. ... e 1625
PART 6: Network Availability . . ................ ... 1626
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Introduction . . ... ... . . . e 1627
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atmf backup area-mastersdelete . . . . ... ... ... ... 1676
atmf backup area-mastersenable ... .......... ... .. . .. ..., 1677
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atmfcleanup . . . ... e 1690
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atmf provision node configure boot system . . .. ....... .. ... ... 1710
atmf provisionnodecreate . . . ... ... ... e 1711
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atmfrecover . . ... .. . . e e 1722
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atmfvirtual-link . ... ... .. .. 1727
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showatmfbackuparea . .......... ... ... .. ... .. ... .. ... 1754
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showatmflinks . ... ... . 1762

showatmflinksdetail .. ........ ... ... ... ... .. ... ...... 1764
show atmf links statistics . ... ........ ... ... ... ... ... .... 1773
show atmf memory (deprecated) . . . . ...... ... .. ... . ..., 1776
showatmfnodes .. ... ... ... .. . ... 1777
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switchportatmf-crosslink . . . . ........ ... ... ... ... .. ..... 1790
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ipaddressdhcp . . ... ... 1805
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ipdhcp-relay maxhops .. ..... ... .. . ... .. 1820
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OPLION . . . e e e 1829
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showdhcplease .. ..... ... .. . . ... .. e 1845
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Introduction . . . ... e 1858
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bgp bestpath med remove-send-med................cooiiiiiiiii. . 939
bgpbestpathmed. ... ... 936
bgp client-to-clientreflection ... 940
bgp cluster-id . ... e e e 941
bgp confederationidentifier............cooii i 943
bgp confederation peers. ... ...c.oviiiii i 944
bGP CONfig-tyYPe ..ot e 946
bgp dampPening . .....vii e e e 948
bgp damp-peer-oscillation (BGPonly) ..., 950
bgp defaultipv4-unicast. ...t 951
bgp default local-preference (BGPonly) .......coovvviieiiiiiiiiiint, 952
bgp deterministic-med ... e e 953
bgp enforce-first-as. .....o.viiiii i 955
bgp fast-external-failover ... 956
bgp graceful-restart graceful-reset ............cooiiiiiii i 959
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bgp graceful-restart ....... ..o e 957

bgp log-neighbor-changes ...........ccoi i 960
bgp memory maxallocation...........ccooiiiiiiiiii i e 962
bgp nexthop-triggerdelay....... ..o 964
bgp nexthop-triggerenable ... 965
bgp nexthop-trigger-count ...ttt 963
bgp rfc1771-path-select (BGPonly)........coviviiiii it 966
bgp rfc1771-strict BGP only). ... ..o 967
bgp roUter-id. ..o e e 968
bgp scan-time (BGP only) ..ot e 969
bgpupdate-delay ... e e 970
boot config-file backup ..o e 101
boot config-file. ... ..o e 99
boot system backup ..ot 104
OOt SY S EM .ot e e 102
boOotfile ... 1799
o7 T o TR P 2176
Dridge-groUD .« e 2177
capabilityopaque ... ... e 738
capability restart. .. ... e 739
category action (IPS) . ..ot e 2134
el PP 105
ChanNEl-groUP .ot e e 506
circuit-failover. .. ... e 1631
cisco-metric-behavior (RIP). ... ..ot e 646
clearaaalocaluserlockout......... ..o 1553
Clear arP-Cachne ... 538
clear atmf links statistics ........ ..o 1731
clear bGP (ASN) . .. e 974
clear bgp (IPv4 or IPV6 address) .....oovuvnivini i eiine i 972
(o] [T T o o e P 971
clearbgp external ... ... e e 975
clear bgp ipv6 (ASN) (BGPA+0nly). ...ouiiiii i 987
clear bgp ipv6 (ipv6 address) (BGP4+only) ..o, 984
clear bgp ipv6 dampening (BGP4+only)........coooviiiiiiiiiii i, 985
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clear bgp ipv6 external (BGP4+only) ... 988
clear bgp ipv6 flap-statistics (BGP4+only) ........cooviviviiiiiiinn... 986
clear bgp ipv6 peer-group (BGP4+only).......c.coviieiiiii i, 989
Clear bGP PEEI-grOUD . vttt et e e e e e e e 976
clear counteripv6 dhcp-client.............ooiiiiiiii i 1864
clear counteripvb dhcp-server..........ooiiiii i 1865
clear excepltion 10g . ..ovvii i e 291
clear firewall connections. ... 2083
clearip bgp (ASN) (BGPONly).......iiiiiie i 981
clearipbgp (IPv4) BGPoNly). ..o 978
clearipbgp * (BGP ONlY) ..ot e 977
clearip bgp dampening (BGPonly).........cooviiiiiiiiii i 979
clearip bgp external (BGPonly) ..........ouiiiiiii i 982
clear ip bgp flap-statistics (BGPonly) ... 980
clearip bgp peer-group (BGPonly).......ccoviiiiiini it 983
clearipdhcp binding ...t 1800
clearipdnsforwardingcache ... 539
Clear ipigmpP groUP. ..o e 1281
clearipigmpinterface.........oooviii i e 1282
Clear P IgMD ot e e e 1280
clear ip mroute pim sparse-mode ... 1363
clearip mroute statistics ......... ..o 1253
Clear P MIOULE ..o e 1252
Clear ip OSPf PrOCESS .. v vttt e e e 740
clear ip pim sparse-mode bsrrp-set*. ... 1362
Clearip P roUte . .o e 647
clearipv6 dhcp binding........ooviiiiiii i e 1866
clearipvbdhcpclient.. ... e 1868
clearipvb mld group. ....oe i e 1331
clearipvemldinterface. ... 1332
clearipvemld .. ..o e 1330
clear ipv6 mroute pim sparse-mode.........oiiiiii i 1409
clearipvb Mroute Pim . ..ot e e e 1408
clearipv6 mroute statistics.........cooviiii i 1255
Clear PVB MIOULE. ..o e e e e 1254
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clearipvb neighbors ... ... e 597

clearipvl OSpPf ProCesS. .. .vvve et e e e 849
clear ipv6 pim sparse-mode bsrrp-set™® ... .. i 1410
Clear PVl P rOULE. . ottt e e e ettt et et e 698
ClearisakmP Sa . ov v e 2189
clear lacp CouNters. . ..o e 508
clearline console ... ..o e 176
Clear N VY. oo e 177
clearlogbuffered. ... ..o e 293
clearlog permanent ... ....ovuiii i e 294
(o] [T 1 o Yo P 292
clear mac address-table dynamic.............coiiiiii i 375
clear mac address-table static.............coiiiiiiii i 377
clearmacfilter ... ..o o 2178
clear ping-poll. . ..o e 2058
Clear POrt COUNTEr ..t e e e e et ettt 379
clear radius local-server statistics...........oiiiiiiiiiiiniiii i 1585
clear spanning-tree detected protocols (RSTP and MSTP) ................. 433
clear spanning-tree statistics........cooviivii i 432
Clear SN . . e 1975
cleartestinterface. ... ..o e 366
ClOCK Set. . e e 231
clock summer-timedate ... ... ..o 232
clock summer-time reCurting . ...o.oie et e e et i aans 234
Clock tiMEZONE . ..o 236
compatible rfc1583 ... . i e 741
configureterminal........ ..o e 84
CoPY (FilleName) . ..ot e e 106
CopY current-software . ... .. ...t e 108
COPY dEbUG ..o e 109
copy fdb-radius-users (tofile) ...t 1586
copy local-radius-user-db (fromfile)........... ... 1588
copy local-radius-user-db (tofile) ...........c i 1589
copy proxy-autoconfig-file...........oo i 1517
COPY UNNING-CONfIg . ..ottt e e et eenans 110
C613-50080-01 REV A Command Reference for AT-AR2050V 44

AlliedWare Plus™ Operating System - Version 5.4.5-2.x



COPY StartuP-CoONfig. . oo e e e e 111

copy web-auth-https-file.............oo i 1518
(a0 )74 .4 T Yo =T o 1S P 112
create autoboot . ... .. 113
critical-interval ... e 2059
Crypto ipsec profile . ... 2190
CrYPtOiSaKMP KBY ..ttt e e s e e e e 2192
cryptoisakmp ey . ... 2240
cryptoisakmp ey . ..o 2282
CrYPLO iSAKMP PEET . ettt e e e 2194
cryptoisakmp profile ... 2195
crypto key destroy hostkey. ... 1976
crypto key destroy userkey. ........ouvuinii i e 1977
crypto key generate hostkey ... 1978
crypto key generate USerkey .. ...ovveviini it iii e iin e, 1979
crypto key pubkey-chain knownhosts ...t 1980
crypto key pubkey-chainuserkey. ...... ..ot 1982
crypto pki enroll local local-radius-all-users................coooiiiaat, 1591
crypto pkienroll local user.......o.oovuiiii i i 1592
cryptopkienrolllocal. ... ... ..o 1590
crypto pkiexportlocal pem ... ..o 1593
crypto pkiexportlocal pkes12......oiin i 1594
crypto pki trustpointlocal. ... e 1595
o = 2023
deadtime (RADIUS SEIVer groUp) .. .vvveie vt et ee e ieaaieananenns 1560
debugaaa. .. .o e 1554
debugatmfpacket .......cooiiiiii e 1734
debugatmf. ... 1732
debug bgp BGPONly) ..ot 990
debugaryptopki ... .o 1596
debugfirewall. ... ... e 2085
debUg igMP .o e 1283
debugipdnsforwarding. ... e 540
debugip packetinterface...........coiiiiiiiii i 541
debugipvb ospfevents. .......coviiiii i e 850
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debugipvb ospfifsm ..o 851

debug ipvb ospflsa. . ..o e 852
debug ipvb ospf nfsm. ... ..ot 853
debugipvb ospfpacket........cooviiiiiiii i e 854
debugipvb ospfroute ... ..o e 855
debug ipv6 pim sparse-mode packet........ ...l 1413
debug ipvé pim sparse-mode timer .........ooviiiiii i 1414
debug ipvé pim sparse-mode . ... ....ooviiiiii e 1411
(o 1= T8 Lo 10177 £ o 7S 699
debugisakmp ... ..o 2197
debUg lacp .o e e 509
debugmail. ... e 1966
debugmid ... 1333
debugmstp (RSTP and STP) . ...viii i e 434
debugnsmmecast ... 1256
debugNsmMmCcastt .. ...t e 1257
debug ospf events. . ..ooii i e 742
debug ospfifsm ... e 743
debug ospflsa. ... e 744
debug ospfnfsm ... o e e 745
debug oSpPfNSM . ..o e e 746
debugospfpacket........coviiiiiiii e 747
debug ospfroUte . ...t 748
debug pim sparse-mode timer..........coiiiiii i 1365
debug pimsparse-mode. ....... ..o 1364
debug ping-poll . ... 2060
debug platform packet ... 380
debug policy-based-routing ...t 1236
UG PP -t et e e 2296
debugradius ... ..o 1561
AebUG P oo e e 648
debUg SNMIP. .o e 1927
debugsshclient. ... 1984
debug sshserver ... ... e 1985
debug traffic-shaping. ..o e 2155
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debug trigger ..o e 2025

debug vITp eVeNTS . ..o e 1634
debug vrrppacket. .. ... 1635
AEbUG VITD et e 1633
defaultlog buffered ... 295
defaultlogconsole ....... ..o 296
defaultlogemail ... ... e 297
default log host. . ..o e 298
defaultlogmonitor. ... ... e 299
default log permanent....... ..o 300
default-information originate (IPV6 RIPNG).........covvviiiiiniiinen.. 700
default-information originate (RIP) .........coviiiii i 649
default-informationoriginate ... i 749
default-information originate ... i 856
default-metric (IPV6 OSPF) . ...ttt 857
default-metric (IPVE RIPNG). . ..ot e e 701
default-metric (OSPF) . ... e 750
default-metric (RIP) . ..ot e 650
default-router ... ... e 1801
deletedebug. ..o e e 115
delete mail .. ..o e 1967
delete. ..o e 114
description (Domain List) ...t 543
description (interface) ..o e 346
description (ping-polling) . ... 2061
description ((rigger) ... e e 2026
o | 116
disable (Privileged ExXecmode).......c.viiiiiiiiii it 85
disable (VRRP) . ... 1636
distance (BGP and BGP4+) ... .ot 991
distance (IPVE OSPF) . ...t e 858
distance (OSPF). ..o 751
distance (RIP) .. .o .o e 651
distribute-list (IPV6 RIPNG). .. .ot e 702
distribute-list (RIP) . ..ot e 652
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ANS-SerVer (DHCPVO) . . .ottt e e 1869

(o = 1802
o o TP 86
domain (Domain List). . ...cooeeeininii e 544
domain-name (DHCPV6) . ..ottt 1871
dOMaIN-NAME . ... e 1803
dOmMaiN-Style ..o e e 1597
dpd-interval. ... e 2199
Apd-tiMeEOoUt ..o e 2200
o oo o 2101
o LY of o 1 2103
AUPIEX ot e e e e e 382
OO L e 343
edit (filename) . . ... 119
<o 1 118
egress-VIan-id .. ... e 1598
EgreSS-VIaN-Name. . ..t e 1599
enable (NAT) ... e 2143
enable (Privileged Execmode) .....covviiiiii i e 87
enable (VRRP) . ... 1637
enable db-summary-opt ... e 753
enable PassWord ... ... e 178
enable secret. .. ... e 181
enable shaping ... ..o 2156
encapsulation dotTqg. ... e 2172
ENCAPSUIATION PPP. oo e 2299
<] o 89
erase factory-default. ... 1737
erase proxy-autoconfig-file ........ ... .o 1519
erase startup-config . ....oovriiirii e 120
erase web-auth-https-file ... 1520
eXeC-tIMEOUL . ... e 184
BXIE. e e 90
exit-address-family ........ ... 993
fail-couNt. ..o 2062
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fIrEWaAll . e e 2084

flowcontrol (SWitch port). ... i 384
flowcontrol hardware (asyn/console)..........coveviiiiieiiiiieenen.n. 186
fullupdate (RIP) ... e e e e e e 653
o | (0T | o PP 1600
ha assoCiate .. ..ot e 2338
V=] 1o 91
hOSt (DHCP) . .o e et 1804
host (ENtity) ..o 2105
101y - =T PP 754
NOStNAME .. 237
1 o Ko e P 2107
[0 o 17/ o1 P 2109
instance priority (MSTP). . ..ottt e e et e e e 438
instance vIan (MSTP) . .. ...t e 440
interface (PPP) . ... e 2300
interface (toconfigure) ..o 347
interface tunnel ... ... . e 2201
interface tunnel ... ... . o e 2242
IP (PING-POIING) .ot e e 2063
ipaddress (Entity) ......ouveinii i 2111
P address (GRE) . ....vtiii i e e e e 2243
ip address (IP Addressingand Protocol) ..o, 545
Paddress dCp ..o e e 1805
ipaddressnegotiated. .........coiiiiiii i 2301
ip community-listexpanded ... e 996
ip community-liststandard ..........co i e 998
P commUNitY-list. . ...o e e 994
ipdhcp bootpignore . ... ..o e 1807
ipdhcpleasequeryenable ... ..o 1808
P ANCP OPtION. ..t e e 1809
IPANCP POOL. . e e e 1811
ip dhcp-relay agent-option checking ... 1814
ip dhcp-relay agent-optionremote-id ...ttt 1816
ip dhcp-relay agent-option subscriber-id-auto-mac...................... 1872
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ip dhcp-relay agent-option ... e 1812

ip dhcp-relay information policy ........c.coiiiiii 1818
ipdhcp-relay maxhops ..o i e 1820
ip dhcp-relay max-message-length. ..., 1821
ip dhcp-relay server-address . ......oviiininin i 1823
ip directed-broadcast. ........co.viiiiiiii e 547
ipdnsforwardingcache ..........cooiiii i e 550
ip dns forwarding dead-time. ...t 551
ip dns forwarding domain-list.............co o i 552
ipdnsforwarding retry ... e 553
ip dns forwarding source-interface ... 554
ipdnsforwarding timeout ..........ooiiiiiiii i e 555
ipdnsforwarding. .......ooiiiiiiii i e e 549
ipdomain-list. . ... i e 556
IPdomMaiN-loOKUP .. .vit e e e 557
P AOMaAIN-NAME. ..ttt e e e et et e e 558
ip extcommunity-listexpanded .......... ... i 1000
ip extcommunity-liststandard ........ ... .o i 1002
ip forward-protocoludp ..ot 559
ip gratuitous-arp-link . ... e 560
iphelper-address. ... e 562
ipigmp flood specific-query ... 1285
ip igmp last-member-query-count ...l e 1286
ip igmp last-member-query-interval............. ..o 1287
P IgMP MIOULE-PIOXY « et i ettt ittt et e e eaeens 1288
P IgMP PrOXY-SEIVICE. . o vttt ettt ettt e et i aeneaneennans 1289
ipigmp querier-timeout ...t e 1290
ipigmp query-holdtime ... ... . 1291
ipigmp query-interval . ... ..o 1293
ip igmp query-max-response-time .........ooeiitiieniiinenneennennnnns 1295
ip igmp ra-option (Router Alert) . ......oovuiiii it 1297
ip igmp robustness-variable ......... ..o i 1298
ipigmp snooping fast-leave. ..ot e 1300
iP IgMP SNOOPING MIOULEr . ..o\ttt e et i e aaeens 1301
P IgMP SNOOPING QUEIIET . o vttt ettt et eeie i i e it eneennennenns 1302
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ip igMp SNOOPING report-SUPPIeSSION ..ottt e eieeeaeenns 1303

ipigmp snooping routermode . ......ovviiiiiii e 1304
ip igmp snooping tcn query solicit .....ooovv it 1306
P IgMP SNOOPING. « ettt ettt ettt e e e aaeeaneeeans 1299
ip igmp source-address-check ...........oiiiiiiiiiii e 1308
ipigmp ssm-mapenable....... ... 1309
ip igmp startup-query-count. ... e 1312
ip igmp startup-query-interval ......... ... 1313
P IgMP STatiC-groUP . ..ot e e 1310
P IgMP TrUSTEd . .o e 1314
[ToJN Lo T80T o IRV /=161 o o A PP 1315
1o T8 T 0 1 o TS0 PP 1284
P 10CaAl-PrOXY-arP. o oottt e 564
1030 01 {0 10 | (= PR 1258
ip multicast forward-first-packet ...........ccoviiiiii i 1260
IPMUlticast roUte. . ..o e e e 1261
ip multicast route-limit........... o i 1263
ip multicast wrong-vif-suppression. ...........oooviiiiiiiii i 1264
P MUItICAST-TOULtING ..o i i e e 1265
P NAMIE-SEIVET .\ttt ettt ettt ettt ettt et aeeeaeeanneennneeanns 565
ipospfauthentication ... 755
ip ospf authentication-key ... 756
P OSSP COST . ottt e e e 758
ipospfdatabase-filter. ..o e 759
ipospfdead-interval. ... 760
ipospfdisableall ... 761
ipospfhello-interval.. ... et 762
ip ospf message-digest-key ........coiiiiiii i 763
P OSPI MU . .o e e e 765
P OSPf MEU-IgNOKE. ... et 766
P OSPF NETWOIK. .ottt e i e e et et e 767
P OSPf PHOKILY. . oot e 768
ip oSPfresync-timeout . ... ..ot e 769
ip ospfretransmit-interval ............o i 770
ipospftransmit-delay. ... e 771
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1P PIM ANYCAST TP . e e ettt e e e 1367

ippimbsr-border. ... ... 1368
ippim bsr-candidate. . .....ooiiii i e 1369
ip pim cisco-register-checksum ........ ..ot 1370
iP PIM CrP-CisCO-PrefiX . ..o e 1371
P PIM Ar-Priority ..ot e e e e e i 1372
ippimexclude-genid ..o e e e 1373
ip pim ext-srcs-directly-connected (PIM-SM)...........cooviiiiiina... 1374
ip pim hello-holdtime (PIM-SM) .. ..o 1375
ip pim hello-interval (PIM-SM). ... .o i 1376
ip pim ignore-rp-set-priority .......ccoieiitiiiii i 1377
P PIM JP-TIMeEr . e 1378
ip pim register-rate-limit........ ... i i 1379
ip pim register-rp-reachability......... ..o i 1380
P PIM regiSter-SOUICE . ..ottt ettt i e e i nennens 1381
IP PIM register-SUPPresSSION . ... v vttt et i e i eieeaneeenns 1382
P PIM IP-addresS . .ottt e e e e 1383
ippimrp-candidate. ... ... e 1384
ip pim rp-register-kat ...... .o e 1385
ip PIM SParse-MOdE PASSIVE. ..ottt ce ittt e it ei e anaas 1387
P PIM SPArSE-MOAE ...\ttt it it ettt i i aaaas 1386
ip pimspt-threshold ... i e 1388
1030 o] 10 01517 o 2 S PP 1389
P PONICY-TOULE. . o 1237
ip prefix-list (IPv4 Prefix List) .......oviiiiii e 1004
1038 o] 014V o o T 567
ip radius source-interface ... 1562
o 31T 1 1=t {3 568
ip rip authentication key-chain......... ... it 654
ip rip authenticationmode. ... 657
ip rip authentication string..........oovii it e 660
P FIP FECRIVE VOISION. ottt e it it eaieennnns 663
ipripreceive-packet .. .....oiiir i e 662
ip rip send version T-compatible .......... ... 668
1o TN T o T=T 8T YT T o TP 665
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ipripsend-packet ... ..o e e 664

ipripsplit-horizon ... ... i e 670
1o T8 o 11 (< 631
P SUDNEE . . e e e e 2113
P tCP AdjUST-MISS o\ttt e e e e e e 2245
P TCP AdJUST-MISS .ttt et e e e 2270
P ECP A UST-MISS L\ttt et et e e e e 2303
P ECP AdJUST-MISS L\ttt e e e e e e 349
ip tftp source-interface. ...t e 121
punNnNUMbEred. . ... e e 2305
0 13 2135
ipv6 address (DHCPVOPD) ..ot ce i cie i 1873
ipv6 address (Entity) ......o.ouiiii i 2115
iPV6 address (GRE) . ......coiiii i e e et e 2247
ipv6 address autoconfig ... e 600
iPV6 address dhCp ... vvee i e e e 1876
PV @ArESS. . oottt et et e 598
ipvedhcpclientpd ..o e 1878
iPVE dhcp option . ..o 1880
IPVO ANCP POOL ..t e e e 1882
103 VZa X | Vel o Y=Y oY/ 1884
PVB enable. ... 602
IPVE fOrwarding ........ouiniii e e e e 604
IPVO 10Cal POOL. ..ot e e e 1885
ipv6 mld last-member-query-count ...l 1337
ipv6 mld last-member-query-interval................oi i 1338
ipv6 mid querier-timeout . ... ... e 1339
ipv6 mid query-interval . ... ... i 1340
ipv6 mld query-max-response-time ........c.coiviiiiiii i, 1341
ipv6 mld robustness-variable ........... ... 1342
ipv6 mld snooping fast-leave ..o 1345
iPV6 MId SNOOPING MIOULEY . ...\ttt i i i enens 1346
iIPV6 MId SNOOPING QUEKIEN . ..ttt ettt ie e eieaans 1348
ipv6 mld snooping report-SUPPresSSION . ...v.ve v tne i nineenennenens 1349
IPVO MIA SNOOPING. ¢ vttt ettt et et e e ieaneans 1343
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ipvé mld ssm-map enable. ..o e 1351

iIPV6 MId static-group . ...c.vee e 1352
PVE MIAd VEISION. ..o e e e 1354
PVO MU, L e e e e i 1336
ipvé multicast route ........ooiii i e 1266
ipv6 multicast route-limit .......... ... 1268
IPVO MUILICaSt-TOUtINg . ..ot e e e e e 1269
ipv6 nd current-hoplimit. ... 605
ipv6 nd managed-config-flag ... 607
ipv6 nd minimume-ra-interval............ i i 608
ipv6 nd other-config-flag ........ccooiiiii i 610
ipv6 Nd prefix (DHCPVO). . ..ottt et ee e 1887
PVO N PrefiX. . oo e e 611
ipvendra-interval ... ..o e 613
PV Nd ra-lifetime . ... 614
ipvb nd reachable-time ...t e e 615
ipv6 nd retransmission-time ...ttt e 617
T o3V a1 I U o o) =11 - 618
PVO NEIGNDOT .. i e e e e 619
IPV6 OPPOrtUNIStiC-Nd. . ..o e e 620
ipv6 ospf authentication spi.........ooviiiii i 860
PV OSPT COSt L v ittt e e e 862
ipvb ospfdead-interval ... 864
ipv6 ospf display route single-line.......... ... i 865
ipv6 ospf encryption Spi esp .. ..vi i 866
ipv6 ospf hello-interval ... e 869
ipv6 ospf neighbor ... ..o e 870
IPVO OSPf NEEWOIK .. v e e e et e e 872
IPVG OSPF PriOritY ..ot e 873
ipv6 ospf retransmit-interval ............co i i 874
ipv6 ospftransmit-delay ..........coi i 875
IPVO PIM ANy Cast-IP. o vttt et et it e 1416
ipv6 pim bsr-border ... ... e 1418
ipv6 pim bsr-candidate ............ e 1420
ipv6 pim cisco-register-checksum ..........c.ovviiiiiiii i, 1422
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IPV6 PIM Crp-CisCoO-PrefiX. ..o i e 1423

IPVE PIM dr-priority . ..o e e 1424
ipv6 pim exclude-genid. ........cooiiiiiii i e 1426
ipv6 pim ext-srcs-directly-connected . ... 1427
ipv6 pim hello-holdtime ... 1428
ipv6 pim hello-interval. ... ... 1429
iPV6 Pim ignore-rp-set-Priority .....o.vvuenni it 1430
IPVO PIM JP-tiMer . . e e e e 1431
ipv6 pim neighbor-filter. ... 1432
ipv6 pim register-rate-limit. ........ .. o i 1433
ipv6 pim register-rp-reachability ..ot 1434
IPVO PIM register-SOUICE . .. v vttt et ii e eaeeaneeeans 1435
IPV6 Pim register-SUPPresSiON. . ..vv e et e it anaens 1436
ipve pimrpembedded ... 1440
IPVE PIM rP-address . ....oiii i i e e e 1437
ipv6 pimrp-candidate ... e e 1439
ipv6 pim rp-register-kat. .........coviiiii i e 1441
iPV6 PiM Sparse-Mode PaSSIVE .. ...eie it it ie et 1443
IPV6 PIM SPArse-MOTE . ..ottt i et e et aieaas 1442
ipv6 pim spt-threshold. ... e 1444
PVO P S M Lttt ettt ettt e et i e e 1445
IPV6 PIM UNICast-bSM . ..o e e i et 1446
PV POLICY-TOULE .ottt e e e e i 1239
ipv6 prefix-list (IPv6 Prefix List) .......ccovuiii i 1006
ipv6 rip metric-offset ... 703
ipve rip split-horizon. ... 705
PV FOULE .ttt e i et et et et e e 621
PVO rOULEr OSPf @r@a. .ottt i e e et et e i et e et 876
103V X (01U =] g 1o T A 707
PVO SUDNEt ... e 2117
PVO tCP adjUST-MISS . ottt e e e e e 2249
IPVO tCP adjUST-MISS . ettt i e e e e i e 2272
PVO tCP adjUST-MISS . oot i e e e e 2307
IPVO tCP adjUST-MISS . ettt e e e e e e 351
ipV6 tftp source-interface ..ot e 122
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keepalive (PPP) .. . e e 2309

KeY Chain. .. e 672
Y ettt e e e e 671
KEY-StrING .ot 673
lacp global-passive-modeenable ...l 510
=Yl o 38 oo o o o 4[] 1 /2 511
JaCP SYStEM-PrIOrITY. o\ttt e e e e 512
JACP tIMEOUL. . oot e e e 513
JBaSE ettt 1825
length (@SYN) ..o e e 188
length (ping-polldata)..........cooiiiiiiii i e 2064
license certificate . ... ..o 216
license UPdate. ... e e e 217
NS ettt e 215
lifetime (IPsec Profile) . ........ooeinin e 2202
lifetime (ISAKMP Profile) . .....ouii e 2203
BN, e 189
link-address . ..o e 1889
NKElaP AaCtiON .« vt e e e 386
logbuffered (filter) .......ooviiii i e e 302
logbuffered size. ..o 305
logbuffered. ... e 301
logconsole (filter) ......couiiii i e e 307
[0 I el o] 1Yo ] =S 306
logemail (filter). ..o e et e 311
logemail time . ... e e 314
log email ..o e 310
Iog host (filter) . ..ot e e et e 317
log hosttime ... e 320
0GOSt . e e 316
logmonitor (filter) . ...t e 322
log permanent (filter) ..ot e e e 326
lOg PerMaANENt SIZE ..\ v ittt e e e 329
Og PeIMANENT ..ottt e e e 325
loginauthentication ... i e e 1555
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log-rate-limit NSm .. ..o e 330
mac address-tableacquire ... 387
mac address-table ageing-time ... i 388
mac address-table static ......... ... i 389
MaAC-fItEr. o e 2179
Mac-filter-group . ..o e 2180
Ml . o e 1968
match as-path (Route Map) ......coiriiiii i e e 1008
matchas-path. ... e 1197
match community (Route Map) .....ooviiiinii i 1009
Match COMMUNItY .. ... e 1198
matchinterface. ... ... 1200
Match ip address .. ..o e 1201
Mmatchip next-hop. ... e 1203
Match ipve address. .. ..oviiii i i e e e 1204
Match PV NEeXt-NOP . ..ot e 1205
MatCh MEtriC. ..o e 1206
MaAtCh OFigiN. .. e e e e e 1207
Match route-tYpPe. ..o e e 1209
MAtCh tag ..o e 1210
max-concurrent-dd (IPv6 OSPF) .. ..o 878
max-concurrent-dd. ... ...t e 772
MaxX-fib-roUtes. . . .. ... 239
MAXIMUM =A@ . ¢ ottt ettt ittt e ettt e e e e it a e ene e aeeaeeanenes 773
MaXiMUM-PAtNS . ..o e 633
MAXIMUM PRI X, Lttt i e i et et et ettt 674
MaAX-PAthS. .o e 1011
MaX-StatiC-TOULeS . . . ...t e 240
MIITOr INterface. ...t e e 390
KT .« e 123
MOVE dEbUG. ..ot e e 125
move rule (Firewall). ... ..o 2086
Move rule (NAT) .. e 2144
move rule (Traffic Shaping) ..o e 2157
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MIU JUMDO .« et e e ettt ettt e e e aa s 353
MEU (PP e 2311
U L e e 354
MURICAST . o e 1270
3T L 1601
3T | 2145
Neighbor (IPV6 RIPNG). ...ttt et 708
NEighbOr (OSPF) ..o e et 774
Neighbor (RIP) ... e e 675
neighboractivate. ... i e 1012
neighbor advertisement-interval ...t 1015
neighborallowas-in ....... ... 1018
neighbor as-origination-interval ................ ... . 1021
neighbor attribute-unchanged. ...t 1023
neighbor capability graceful-restart ..., 1026
neighbor capability orf prefix-list. ... 1029
neighbor capability route-refresh ......... ... o i 1032
neighbor collide-established. ...t 1035
neighbor default-originate. ... 1037
neighbor description ...... ..o e e 1040
neighbor disallow-infinite-holdtime................ ..ot 1043
neighbor dont-capability-negotiate..............cooiiiii it 1045
neighbor ebgp-multihop ... 1048
neighbor enforce-multihop ... 1051
neighbor filter-list .......... i 1054
neighborinterface...........cooo i 1057
NEighbor l0Cal-as .. ..ot e e 1058
neighbor maximum-prefix....... ...t 1060
neighbor next-hop-self ........ ... i 1063
neighbor override-capability...........cooiiii i 1066
NEIGhDOr PaSSIVE ..ttt i e e e e e 1068
Neighbor PassWord . ... ... i e e e e 1070
neighbor peer-group (add a neighbor) .......... ..ol 1073
neighbor peer-group (Create a peer-group)......o.vevvevinevrenennennns 1075
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NEIGhDOr POt L. i e e e 1076

neighbor prefix-list ...... ..o 1078
NEIghDOr reMOtE-aS .. vttt i e e et e 1081
neighbor remove-private-AS (BGPonly) .........coovviiiiiiii it 1084
neighborrestart-time. ... e 1086
neighborroute-map...... ... i 1088
neighbor route-reflector-client (BGPonly) ...t 1092
neighbor route-server-client (BGPonly) ..o, 1094
neighbor send-community......... ... i 1095
neighborshutdown ... ... . i e 1098
neighbor soft-reconfiguration inbound. ......................... .. ... 1100
NeighbOr timers ... o e 1103
neighbor transparent-as .........coviiiii ittt 1106
neighbor transparent-nexthop............cooiiiiiiii it 1108
NEIghbOr UNSUPPIESS-MaD .ttt vttt vttt e e e e e inieeenennas 1110
neighbor update-source . ... ... e e 1113
neighbor version (BGPonly) ...... ..o 1116
neighborweight. ... .. .. e 1118
network (BGP and BGP4+) ... oo 1121
NetwWork (DHCP) . ... e 1827
Network (ENtity) ......ooiei 2119
NEtWOrK (RIP) . .. et 676
NEIWOIK @I a . .. ettt ettt et et 775
network synchronization.......... ... il 1124
XTSIV .« .ttt e e e 1828
nodebugall..... oo e 241
NO debUg isakmp . ..ot i e e e 2204
normal-interval. . ... ... . 2065
Ntpauthenticate. ... e e 1909
ntp authentication-key ..........ooiiiiiiiii i i e 1910
ntp broadcastdelay .........ooviiiii i e e 1911
1 030010 = ] (= PN 1912
0 0T 0= < 1913
10 0T = V= P 1915
10 0T o T | o= 1917
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NP trusted-Key . ... ... e 1919

OPtIMISTIC-Nd . .o e 569
OPLION (DHCPVE). . .ot e ettt 1891
o] 01110 o VA AP 1829
OSPf ADr-tYPe . e e 777
ospf restart grace-period. ........coviiiiiiiii i e 778
ospfrestart helper. ... ..o e e 779
OSPf roUter-id. ..o e 781
overflow databaseexternal .......... ..o i 783
overflow database. ........ ..o 782
passive-interface (IPV6 OSPF). . ...c. ittt 879
passive-interface (IPV6 RIPNG) . ... it ee e 709
passive-interface (OSPF) ...t e e 784
passive-interface (RIP) ... ..ot e e 677
peerdefaultipaddress ........covviiiiiiii i e 2312
peer neighbor-route. . ... i e 2314
S et e e 2205
PING IPVO . .ottt ettt et e e e 622
712 T A AP 570
PING-POll . e e e 2066
platform load-balancing ............oo i 392
platform load-balancing ... 515
070 =Y 1 VP 393
policy-based-routingenable....... ... ..o 1242
policy-based-routing ... 1241
port-vlan-forwarding-priority ... 416
ppp authentication refuse ..........covviiiii i i 2318
ppp authentication ... e e 2316
PPP hoStname. .. .o e 2320
pppipcp dns suffix-list. ... ..o 2324
PPRIPCP dns SUFFiX-liSt. . ... e 571
[0 oI oY o e [ T3P 2322
PPPR IPCP IP-OVeITide. . .ot e ettt 2326
0] 0] o8 oY= 133 Y7 o ¢ 1S 2327
ppp service-name (PPPOE) ...... ..ot e 2328
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ppptimeoutidle. ... ... e e 2329

0] o] o U =1 0 =1 o 0 1= S0 PP 2330
PreemMPt-MOdE . . .ttt e e i e 1638
prefix-delegation pool....... ..o e 1893
01T 11/ P 1640
privilege level ... .o e 191
probe enable. ... ... 1831
Probe PACKEtS ..\ v ettt e e e 1832
pProbe timeouUt. ... ..o e e 1833
PrObE Ty PE .ttt e 1834
protect (Firewall) ... e e 2087
ProteCt (IPS) ottt e e e e e e 2136
0] o o ) S 2121
PW . et e 126
radius-serverdeadtime ........ ... i 1563
radius-server hoSt . ... e 1564
FAdiUS-SEIVEI KBY ..\ttt e e e 1567
radius-serverlocal ... . ... i 1602
radius-server retransmit. ... .....o.eiiii i e 1568
radius-server timeout. . ... ... 1570
(= T = PP 1835
TED0OT ..o 242
recv-buffer-size (IPVO RIPNG) ....oniiii i 710
recv-buffer-size (RIP) . . ...t e 678
redistribute (iNnto BGP or BGP4+) ... ..ooiiiii i 1125
redistribute (IPV6 OSPF). . ..o e 880
redistribute (IPVERIPNG) . ...ooiii e e 711
redistribute (OSPF) .. ... e 785
redistribute (RIP). . ... ot e 679
FegiON (MSTP) .ttt e e e e e e 442
(=] o - To 1P 243
1] 0T <T= | PP 2027
restart bgp graceful (BGPonly)...... ..o 1127
restartipvb ospfgraceful........ ..o 882
restartospfgraceful ... ... i 787
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restartripgraceful .. ...t e e e 680

reViSioN (MSTP) ... et 443
rip restart grace-period ... ..ot e e 681
00T 1 127
route (IPVO RIPNG) ... e e 712
FOUtE (RIP) . .t e 682
0] U1 1= 1836
route-map (ROUTE Map) . ..o it e e e e eaieeas 1129
[0 U L (< 0 0= o S 1211
L0101 (=] gl oo | o TP 1128
(10 (=T T 0177 Yo 1Yo T 883
Lo LUy (=TT oY/ I T o T 713
routeripvé virp (interface) .......ovviiii i e 1642
[T (=] o1 o S 788
(010 =T g T o T 683
router VIrp (INterface) . . ..o e e e e 1644
router-id (IPV6 OSPF). .. ... e 884
FOUTEI-Id o e 789
rule (Firewall). .. ..o e 2088
rule (MACFIIEEN) ..o e 2181
FULE (N AT o e e e e e e 2146
rule (Traffic Shaping).......cooiiiiii e 2158
SAMPIE-SIZE. ..ot e 2067
o101 P 2028
security-password forced-change ..o 193
security-password history. ... ...t 192
security-password lifetime . ...... ... 194
security-password minimum-categories. ..........c.coiiiiiiiiiii ... 195
security-password minimum-length........... ... ... . Ll 196
security-password reject-expired-pwd. ... i 197
SECUNity-PaSSWOrd WarNiNg . ..u.vtu it in it en e eiennenennanans 198
send-lifetime .. ..o 684
SEIVEN (SEIVEI GIOUP) vttt ittt et ettt et e et e a i eanans 1572
Server aUtn-Port . ..o e 1603
Server enable. . ... . e 1604
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Service advanCed-VEY ... ..ooiuiiii i e e 199

servicedhep-relay . .....oooiiii 1837
SEIVICE ANCP-SEIVEY .ttt e e et e e 1838
service password-encryption. ........vu et 200
SEIVICE SSN. Lt 1986
servicetelnet. .. .o e 201
service terminal-length (deleted)............ooo i 202
SIVICE IS . .ttt e 367
Set aggregalor. . ...t et e 1214
set as-path (Route Map). ......ovuiiii e e e 1131
Setas-Path ..o 1215
setatomic-aggregate. ... e 1216
setcomme-listdelete. ... ... 1217
set community (ROUtEMAP). ... .evr it 1132
SEt COMMUNITY .ottt i e e e e e i e eaens 1218
SEt daMPENING .« e e 1220
set extcommuUNIty ... e 1222
setip next-hop (routemap) ......cooiiiii e 1224
SetiPVO NEXt-NOP . ..o e 1225
setlocal-preference. .....coovviiiii i e 1226
et MetriC o e 1227
Set MetriC-tYPe ot e 1229
= o] [« || o 1S PP 1230
setoriginator-id ..o e 1231
(<3 o - T PP 1232
SEtWEIGNT . oo 1233
show aaalocaluserlocked..........coiuiiiiii i 1556
show applicationdetail ... 2124
show application ...t e 2123
SHOW AN .ot e 573
show atmfareanodes .........o.viiiniiiii i 1746
show atmf area nodes-detail ......... ... .o i 1748
show atmfareasummary ....... ..ot 1745
show atmfarea. ... . ..ot e 1742
show atmfbackuparea ........co.oiiirii it i 1754
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show atmfbackup......coouiiiii i 1750

showatmfdetail..... ..o 1756
show atmfgroupmembers ... i 1760
ShoW atmf grouUp ..o e e 1758
show atmflinksdetail........ ... i 1764
show atmf links statistics............cooiiiiiiiii i 1773
show atmf linKs. ... .o 1762
show atmf memory (deprecated). ...... ..ottt 1776
show atmfnodes ... ... 1777
show atmf provision Nodes .........coiiiiiiiiiii it 1778
showatmftech. ... ..o i 1779
show atmf virtual-links. ... ..o 1782
show atmfworking-set ... 1784
ShOW atmf. . e 1738
show auth diagnostics . .....ooivr i e 1522
show authinterface....... ..o 1523
show auth sessionstatistics. ... 1526
show auth statisticsinterface ... 1527
show auth supplicantinterface............c.coiiiiiii i, 1529
show auth supplicant...........ooo i e 1528
SOW UL . . e 1521
show auth-web-serverpage ........ooviiiiiiiii it 1531
show auth-web-server....... ... 1530
ShOW aUtObOOt . ..o 128
show bannerlogin. ... 1988
show bgp ipv6 (BGP4+only) .......coiiin e 1134
show bgp ipv6 community (BGP4+only) .........coovviiiiiiiiiiinninan.. 1135
show bgp ipv6 community-list (BGP4+only)......... ...t 1137
show bgp ipv6 dampening (BGP4+only) .........cooviiiiiiiiinnnnnn.. 1138
show bgp ipvé6 filter-list (BGP4+only) ..o 1139
show bgp ipv6 inconsistent-as (BGP4+only)..........coovviviiiinnnnn.. 1140
show bgp ipv6 longer-prefixes (BGP4+only). ...t 1141
show bgp ipv6 neighbors (BGP4+only) ..., 1142
show bgp ipv6 paths (BGP4+only)........cooeviiiiiiiii it 1145
show bgp ipv6 prefix-list (BGP4+only) ...t 1146
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show bgp ipv6 quote-regexp (BGP4+only)........c.ooiiiiiiiiiiinnean. 1147

show bgp ipv6 regexp (BGP4+only)........cooviiiiiii i, 1148
show bgp ipv6 route-map (BGP4+only) ........coviviiiiniiininnnn., 1149
show bgp ipv6 summary (BGP4+only) ..., 1150
show bgp memory maxallocation (BGPonly) ...................cooit 1151
show bgp nexthop-tracking (BGPonly)............cooiiiiiiiiiii .. 1152
show bgp nexthop-tree-details (BGPonly)..............coovviiiinn.t. 1153
ShOW DOOT. . . e 129
show bridgemacaddr ... 2186
show bridge. ... 2184
ShOW ClOCK . .. e 244
show counterdhcp-client. ... e 1839
show counterdhcp-relay ..o 1840
show counter dhcp-server ..ot et 1843
show counteripv6 dhcp-client............coiiiiiii i, 1895
show counteripv6 dhCp-Server ........ovviiiii i, 1897
SHOW COUNtEr l0g . ..ot i e et 332
show countermail...... ..o 1969
SHOW COUNtEr NEP. ..o e et 1920
show counter ping-poll ... e 2069
SHOW COUNtEr SMMP-SEIVEN . ..\ttt ittt i e ie e 1928
ShOW CPU NISTOrY ..ot e e e 249
S OW CPU. ot e e 246
show crypto key hostkey. ... ..o 1989
show crypto key pubkey-chain knownhosts ............................. 1990
show crypto key pubkey-chainuserkey................ ...t 1991
show cryptokey userkey.......oovuiiiiiiii i e 1992
show crypto pki certificates local-radius-all-users ........................ 1607
show crypto pki certificatesuser ... 1609
show crypto pki certificates ..o 1605
show crypto pki trustpoints . ......oovriii it 1611
showdebuggingaaa ... e 1557
show debuggingatmfpacket...........coiiii i 1786
show debuggingatmf ... ... ... 1785
show debugging bgp (BGPonly)........cooiiiiiiiiii i 1154
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show debuggingfirewall...........coo i 2095

show debuggingigmp. ..o 1316
show debuggingipdnsforwarding ...............ccoiiii i 575
show debuggingippacket........covriiiiiiiii i 576
show debugging ipv6 ospf. ... e 885
show debugging ipv6 pim sparse-mode..............cooviiiiiiiiii.. 1447
show debugging ipve rip .....ovviii i e 714
show debuggingisakmp. ... 2207
show debugging lacp. ... oo e 516
showdebuggingmld..... ... 1355
show debugging MstP. ...t e 444
show debugging ospf ... e e 790
show debugging pim sparse-mode ...........c.coiiiiiiiiiiii 1390
show debugging platform packet............cccoiiiiiiiiiiii 394
Show debugging PPP. .« vvv i e 2331
show debuggingradius. ... e 1574
show debugging rip ..o e 686
show debugging snmp ... e 1932
show debugging traffic-shaping .................cooiiii i 2160
show debugging trigger. ... e 2030
show debugging VIrp. ..o e 1646
showdebugging ... e 251
Show dheplease. ..o e e e 1845
show diagnostic channel-group. ...t 517
SNOW eNtitY. ..o e 2127
show etherchanneldetail ..................oo i 519
show etherchannel summary .........ccoiiiiiiiiii it 520
show etherchannel ... ... . . i 518
Show exception 10g. . ..o oii i e 333
Show file SYStemMS . ...t e 132
show file ... 131
show firewall connections ............co i 2091
show firewall rule config-check ... 2094
show firewallrule. ... ... 2092
show firewall ... ..o 2090
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show flowcontrolinterface. ..ot e 395

ShOW hiStOry. . .o 93
ShOW hOSTS . ..o 578
show interface (PPP) ... ..ot 2332
show interface brief.... ... ..o i 360
show interface err-disabled ............. ... i 396
show interface Memory. .....o.vrii i e e e 253
show interface status ...t 361
show interface switchport ... e 397
show interface tunnel (GRE). ..., 2251
show interface tunnel (IPseC)..........cooiiiiiiiiiiiii i 2208
show interface tunnel (L2TPV3). ... ..ot 2284
show interface tunnel (OpenVPN) ... 2274
show interface. ... .. ..o 356
showipbgp (BGPONlY) . ..o 1155
show ip bgp attribute-info (BGPonly) ..........cviiiiiii i 1156
show ip bgp cidr-only (BGPonly)..... ... 1157
show ip bgp community (BGPonly) ...........c.oiii it 1158
show ip bgp community-info (BGPonly)................ccoiiiiiiiia.L. 1160
show ip bgp community-list (BGPonly)............cccoiiiiiiiii .. 1161
show ip bgp dampening (BGPonly) ..., 1162
show ip bgp filter-list (BGPonly) ... 1164
show ip bgp inconsistent-as (BGPonly)............ccoviiiiiiii it 1165
show ip bgp longer-prefixes (BGPonly). ..., 1166
show ip bgp neighbors (BGPonly) ... 1167
show ip bgp neighbors connection-retrytime (BGPonly)................. 1170
show ip bgp neighbors hold-time (BGPonly) ..............c.ocovinat. 1171
show ip bgp neighbors keepalive (BGPonly) .............ccooivviiint. 1172
show ip bgp neighbors keepalive-interval (BGPonly) .................... 1173
show ip bgp neighbors notification (BGPonly)........................... 1174
show ip bgp neighbors open (BGPonly)...........c.oviiiiiiiiinnnt. 1175
show ip bgp neighbors rcvd-msgs (BGPonly). ...t 1176
show ip bgp neighbors sent-msgs (BGPonly).............c.cooviiiain. 1177
show ip bgp neighbors update (BGPonly)................oooiiiiiat. 1178
show ip bgp paths (BGPonly) .......c.cvviiiiiiiiii i ieieene 1179
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show ip bgp prefix-list (BGPonly) ........c.coviiiiiiii i 1180

show ip bgp quote-regexp (BGPonly) ..., 1181
show ip bgp regexp (BGPonly)........ccovviiiniiiiii it 1182
show ip bgp route-map (BGPonly)............ooii i 1183
showipbgpscan (BGPoNly) .......ooviiiiiii i 1184
show ip bgp summary (BGPonly) ...........cooo i, 1185
show ip community-list. ... i e 1186
showipdhcp binding. ..o e 1847
ShoW ip dhCpP POOL. .o e 1849
show ip dhcp server statistics ... 1854
show ip dhcp server summary ........ooevuiiiiiniiiniiiniinenens, 1856
showipdhcep-relay ....... oo e 1853
show ipdnsforwardingcache ... 580
show ip dns forwarding server ..........oviiiiiiiiiiiiei i, 581
showipdnsforwarding...........coiiiiiiiiiiii e 579
showipdomain-list. ... 582
show ipdomain-name. ...t ettt 583
show ip extcommunity-list........ ... 1187
show ipforwarding........coooiiiiiiiii i e e e 584
SHOW P IgMP GrOUPS - v vttt et et 1317
showipigmpinterface ... 1319
ShOW P IgMP PrOXY. ¢ ettt e e e e e e 1323
show ip igmp snooping Mrouter.......cocvvviiiini it iiieenenn, 1324
show ip igmp snooping routermode ..........cooiiiii i, 1325
show ip igmp snooping statistics. ..o 1326
show ipinterface ...t e 585
SHOW P MIOULE. . e e e e e 1271
SHOW P MV, L e e 1273
SHOW P NAME-SEIVET. . . ittt e e e e ettt 586
show ip ospf border-routers. ..........ccoviiiiiiiiiii i 794
show ip ospf database asbr-summary ...l 797
show ip ospf databaseexternal ...t 798
show ip ospf databasenetwork ... 800
show ip ospf database nssa-external ..................coc il 801
show ip ospf database opaque-area............cocoiiiiiiii i 803
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show ip ospf database opaque-as.........cooviiiiii it 804

show ip ospf database opaque-link. ... 805
show ip ospf databaserouter ... 806
show ip ospf database summary ... 808
showipospfdatabase ... 795
showipospfinterface ...t e 811
show ip ospfneighbor. ... 812
ShOW ip OSPf roUte. ...t e e 814
show ip ospfvirtual-links. ... i 815
SHOW P OSPf. ot e 791
SHOW ip PhrrOUte. .. e e 1243
show ip pim sparse-mode bsr-router.............ccovi i, 1391
show ip pim sparse-mode interfacedetail ........................olL. 1393
show ip pim sparse-modeinterface .............cooii i, 1392
show ip pim sparse-mode local-members ..., 1394
show ip pim sparse-mode mroutedetail....................ooiiiiiL 1398
show ip pim sparse-modemroute. ..........cooviiiiiiiii i, 1396
show ip pim sparse-mode neighbor............. ... ... it 1400
show ip pim sparse-mode nexthop............ccooiii i, 1401
show ip pim sparse-mode rp mapping .......covvviiiiiiniiiinnennann. 1403
show ip pim sparse-moderp-hash ..............coi i, 1402
show ip prefix-list (IPv4 Prefix List). . .....cooviiiiiiii e 1188
show ip protocols bgp (BGPonly) .....covvuiiiiiiniii i 1189
show ip protocols ospf. ... e 816
ShOW ip ProtoColS M .o e i e e et 687
showipripdatabase. ... 689
ShOW P P iNterface . ..ot e e e 690
S OW D D ettt e e e e 688
showiproutedatabase...........ccoiiiiiiiiii i 637
ShOW ip roUte SUMMAIY . ..ottt e e e e e e e enaas 639
SHOW P rOUtE. .o e 634
SHOW P IPf e e e 1274
SHOW P SOCKETS. ..ttt e e e e e e e 587
show iptraffic ... ..o e 590
ShOW iPS CategoOrieS. . vttt e e et e e 2138
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SO IS, ettt e e e 2137

SHOW IPSEC COUNTEIS . .\ttt i ettt it eeeass 2209
SHOW IPSEC PO ettt e e e e 2210
ShOW iPSEC POlICY . . ettt 2212
showipsecprofile ..... .o 2213
SHOW IPSEC Sa. ottt ettt e e e 2215
showipv6dhcpbinding ... 1900
showipvedhcpinterface ...t 1903
Show ipv6 dNCP POOl .. e 1905
SHOW IPVO ANCP .o e e 1899
show ipv6 forwarding. . ........ovvei it 623
show ipv6 interface brief.........oiiiiii i 624
ShOW IPVE MIf Lo e 1277
Show ipv6e MId groups . ..o e e 1356
showipvb mldinterface ..ot e 1357
show ipv6 mld snooping mrouter...........cooviiiiiiiiiiiiiiinnennns. 1358
show ipv6 mld snooping statistics..............ccooiiiiiiiiii it 1359
SHOW IPVO MIOULE ... e e e e 1275
Show ipv6 Neighbors . ...t e e e e 625
show ipv6 ospf database external ..., 890
show ipv6 ospfdatabasegrace............cooiiiiiii it 891
show ipv6 ospf database inter-prefix ... 892
show ipv6 ospf database inter-router.............cccoiiiiii i, 893
show ipv6 ospf databaseintra-prefix ...t 894
show ipv6 ospfdatabaselink...............cooiiiiii i 895
show ipv6 ospf database network ..o, 896
show ipv6 ospf databaserouter...........coviiiiii i, 898
showipv6 ospfdatabase............ccoiiiiiii i 888
showipvb ospfinterface ... 903
show ipv6 ospfneighbor..............c i 905
ShOW iPVB OSPf rOUtE ..ot i e e e 907
show ipv6 ospf virtual-links ............oo i 9209
SHOW IPVO OSPf .o e 886
ShOW ipVb pbrroute ... e e 1245
show ipv6 pim sparse-mode bsr-router.............ccoiiiiiiiiiiiin., 1448
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show ipv6 pim sparse-mode interfacedetail ......................ooal. 1451

show ipv6 pim sparse-mode interface..................ciiiiiiiiiaL. 1449
show ipv6 pim sparse-mode local-members.............cooviiininn.. 1452
show ipv6 pim sparse-mode mroutedetail .......................oool 1456
show ipv6 pim sparse-modemroute ..........ccovviiiiiiiiiiiiiennn.. 1454
show ipv6 pim sparse-mode neighbor................. ... .ol 1458
show ipv6 pim sparse-modenexthop ..., 1459
show ipv6 pim sparse-mode rp mapping ......coovveviiiiiininennennns. 1461
show ipv6 pim sparse-mode rp nexthop..............cooviiiiiiiin.... 1462
show ipv6 pim sparse-moderp-hash ............... .. i, 1460
show ipv6 prefix-list (IPv6 Prefix List) ... 1190
ShOW ipV6 ProtoColS P .. oov e e et 715
showipvbripdatabase ... e 717
show ipvb ripinterface. ... ..ot e 718
SHOW PV D e ettt e e e e e e 716
ShOW ipV6 route SUMMATY . ...t 628
SHOW VO FOULE ..ottt i e ettt 626
show isakmp counters . ..........oiiiiiiiii i e 2216
show isakmp key (GRE) .......uiuiiiii i it eae 2252
show isakmp key (IPSEC) . ....oviiii i e 2217
show isakmp key (L2TPV3) ... e 2285
SHOW iSAKMP PN ..ttt e e 2218
show isakmp profile ... 2219
SHOW iSaKIMP Sa. ..ttt e e e e e 2221
SNOW 1aCP SYS-id . ot e 521
ShOW [aCp-CoUNtEr. ... o et 522
show license brief .. ... ... o i 219
show license external....... ... 221
SNOW [ICENSE. ..t 218
ShOW 10g CONFig ..o nve e e e e 337
show log permanent. ... ..ot ii i i et e 339
SHOW lOg e e 334
show macaddress-table ... 398
showmac-filter. ... ..o 2183
ShoW mMail .. e 1970
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show memory allocations. ........ ..ot 257

Show memory history. ... ....oouiu i e 259
ShOW MEeMOrY POOIS . ..t e e e et e e 260
show memory shared. ........ ..o 261
SNOW MEMONY . .ottt et et et 255
show mirrorinterface. ... ....c.ouiiii i i 401
SNOW MIITOT . et 400
show natrule config-check ... 2152
show natrule. . ..o 2150
SNOW Nt .. e 2149
Show Ntp assoCiations ... ...ttt i e e 1922
ShOW NtP Status ..o e e 1924
show openvpn connectionsdetail...................ooo i 2276
show openvpn conNNections. ... ...ooii i 2275
ShOW Phrrules. ... 1247
Show PING-POIl ... 2071
show platform port. ... ..o e 405
show platform. . ... e 402
show portetherchannel .......... ..o i 523
show port-vlan-forwarding-priority ........... .. .ot 418
SHOW PHIVIlEgE. . et 203
S OW PrOCESS . .\ttt ittt e e 262
show proxy-autoconfig-file .............ccoo i 1532
show radius local-server group. ..o vvin i in it ieaanns 1612
show radius local-servernas ...t 1613
show radius local-server statistics ................coiiiiii i, 1614
show radius local-serveruser..........c.coviiii i 1615
SNOW radius . ..o e 1575
Show reboot history ... e 264
show route-map (Route Map) ......coviiiii e 1191
SHOW FOULE-MaP .« it e e et e e 1234
ShOW router-id. . ..o 265
show running-configantivirus ...t 136
show running-configatmf ......... ... i 1787
show running-configbgp.......cooiiiiii i 137
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show running-config community-list..............coooiiiiiiiii i, 138

show running-configdhcp.......ooiini i 139
show running-config dpi........ooiii i 140
show running-configfirewall........ ... .. i 141
show running-configfirewall........... ... ... i 2096
show running-configfull....... ... .. i i 142
show running-configinterface ...........cooo i 144
show running-config ip pimdense-mode .............ccoviiiiiiiiiiin, 147
show running-config ip pim sparse-mode .............ccoviiiiiiiiiiin, 148
show running-configiproute ...t 149
show running-config ip-reputation..............ccoiiiiii it 151
Show runNiNg-CoNfig iPs ..o v vt e e e e 150
Show runNing-Configips .. ..oviie i e e 2140
show running-configipvb mroute...........cooviiiiiiiii it 152
show running-config ipv6 prefix-list.............coooiiiiiiiiiiii it 153
show running-configipveroute..........coviii it 154
show running-configkey chain.......... ...ttt 155
show running-config log. ..o 340
show running-config malware-protection ................c.cooiiiiiiiat. 156
show running-confignat. ..ottt i 157
show running-confignat......... ..o 2153
show running-config prefix-list. ... 158
show running-config route-map .........c.oviiiiiiiiiiiiiiiieiei e, 159
show running-config routeripve vrrp .....oovvvinii i iiiiiin e, 1647
show running-config router virp . ....oovev i 1648
show running-config router. ...ttt 160
show running-configrouter-id ...........cooi i 161
show running-config security-password.............c.coiiiiiiiiiiiin... 162
show running-config sNMpP . ...t e 1933
show running-config ssh. ..o e 1993
show running-config traffic-shaping ...t 163
show running-config trigger ... e 2031
show running-configweb-control.............. ..., 164
ShOW ruNNiNg-Config ....ooviiii e e e 134
show security-password configuration ... 204
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ShOW SeCUrity-PasSWOrd USEr. .. .v vttt ittt ce i e i i eienaas 205

Show snMP-server COMmMUNItY . ....ovvevrit e e ieieeaenn, 1935
ShOW SNMP-SEIVEN GrOUD vttt ettt e e e e ie i eneneneenns 1936
SHOW SNMP-SEIVEN USEI .\ttt ettt ettt e et et aeieneenenns 1937
SHOW SNMP-SEIVEI VIEW . .. ottt e et ettt e i eeaeenns 1938
SHOW SNMP-SEIVET . .ttt et e et e et 1934
show spanning-tree brief ........ ... o 448
show spanning-treemst config ..o 450
show spanning-tree mst detail interface....................cooiiiii 453
show spanning-tree mst detail interface.............. ...t 458
show spanning-treemstdetail ............coiiiiiiiiii i 451
show spanning-tree mstinstanceinterface................. ...l 456
show spanning-treemstinstance .............c.cciiiiiiiii i, 455
show spanning-tree mstinterface...........c.coviiiin ... 457
show spanning-tree Mt .. ....oii i i i e 449
show spanning-tree statistics instanceinterface .......................... 463
show spanning-tree statisticsinstance ..................cociiiiiiil, 462
show spanning-tree statisticsinterface ...l 465
show spanning-tree statistics .........covivii ittt i 460
show spanning-tree vlanrange-index ............ccooiiiiiii i, 467
ShOW SPaNNINg-tree .. ..oot i e e e e 445
show sshclient ... e 1997
show ssh serverallow-users...........cooiuiiii i, 2000
show ssh server deny-uUsers .........coeviiuieii i, 2001
SNOW SSh SEIVET. ..o e 1998
SNOW SSh Lo e 1995
show startup-config .......oovrieii i e 165
show static-channel-group. ...t 524
Show storm-control. ... ..o e 410
show system environment. ... ...t ini i 267
ShOW System iNterrUPtS ... ov it e e e e e 268
show systemmac license ....... ..ot 222
SNOW SYStEM MaAC. ..ottt e e et e 270
ShOW System PCi deViCe . ..o vt e e 271
ShOW SYStemM PCitrEe ..ttt e et et e 272
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show system pluggabledetail.............c.cooiiiii i 283

show system pluggable diagnostics.............coviiiiiiiiiiiiiinen.. 287
show system pluggable. ... e 282
show system serialnumber...... ... . . 273
SNOW SY S EM Lt e 266
SNOW TaCaCSt . o .ttt e 1621
ShOW teCh-SUPPOIt ... e e 274
show telnet. . ..o 206
show traffic-shaping interface..............coii i 2162
show traffic-shaping rule config-check ...t 2165
show traffic-shaping rule counters ..., 2167
show traffic-shapingrule. ... 2164
show traffic-shaping ... 2161
SHOW tHgQer. . oot e 2032
SNOW USEIS . ettt et e 207
SNOW VEISION ... 166
SNOW VIaN .. e 419
SHOW VITP (SESSION) .« o\ttt et et e e e e i aeanens 1655
SHOW VITD COUNTEIS .ttt i e et i e eieaens 1651
SROW VITP IPVO. vttt et e e ettt i 1654
S OW VI D ottt e e 1649
ShULdOWN . . e 364
snmp trap link-status SUPPress . ....co vt 1941
snmp trap link-status ...t 1939
SNMP-Server COMMUNITY . ...t et eeeenees 1945
SNMP-Server CONtaCt. . ..o i et e e e e 1946
snmp-serverenable trap . ... e 1947
snmp-server enginelD localreset. ... 1951
snmp-serverenginelDlocal ... 1949
£ Y0 ] Y= V= e | 10 o 1952
sNMpP-server host ... ..o 1954
snmp-server legacy-ifadminstatus. . ........... ..o il 1956
snmp-server location ... ... e 1957
SNMpP-Server source-interface ..........covvii it 1958
snmp-server startup-trap-delay ..........coo i 1959
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SNIMP-SEIVEE USEIE .. ettt ettt e et eeetee et eaeeeaneeeaneenaneenaneens 1960

SN P-SE VO VIBW . & o ettt ettt et et ee ettt ee ettt eenteeanneeanaeeannens 1963
(] 210 0BT =Y V7= P 1943
SNEP-AArESS vttt e e e e 1907
£ 01U (o= T 1S 2075
spanning-tree autoedge (RSTPand MSTP) ........coviiiii i, 468
spanning-tree cisco-interoperability (MSTP) .........coiiiiiiiiiniiin., 469
spanning-tree edgeport (RSTPand MSTP) ........covviiiiiiiiii i, 470
spanning-treeenable. ... ... i e 471
spanning-tree errdisable-timeoutenable............... .. ...l 473
spanning-tree errdisable-timeoutinterval .................. ... oo 474
spanning-tree force-Version. ........ouv i ii it i 475
spanning-tree forward-time. ... 476
spanning-tree guard ro0t . .....ou it e 477
spanning-tree hello-time ... ... e 478
spanning-tree link-type...... ..o 479
SPANNING-TrEE MAX-A0€ ..ttt ettt ettt et aaeans 480
spanning-tree max-hops (MSTP) .......ooiiiiii e 481
SPANNING-TrEE MOTE . ..ttt e ettt e et neeenees 482
spanning-tree mst configuration.............co il i 483
spanning-tree mstinstance path-cost ............ ..., 485
spanning-tree mstinstance priority ...........coo i 487
spanning-tree mst instance restricted-role............. ...l 488
spanning-tree mstinstance restricted-tcn .......... ..o, 489
spanning-treemstinstance ... ..ot i e 484
spanning-tree Path-Cost ... ..ottt i 491
spanning-tree portfast (STP) .........oiiiii i 492
spanning-tree portfast bpdu-filter...............coiiii i 494
spanning-tree portfastbpdu-guard .............. ..., 496
spanning-tree priority (bridge priority) ...t 498
spanning-tree priority (port priority). ......cvveii i 499
spanning-tree restricted-role. ..o i e 500
spanning-tree restricted-tcn ...t e 501
spanning-tree transmit-holdcount .............. ... ... oL 502
] o 1T=Te I 615377 2 ) S 276
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] ] o PRI 2129
SShclient. ..o e 2004
ssh server allow-USers. . ... e 2008
ssh server authentication .......... ... i 2010
SSh server deny-Users . .....ooveiii i e e 2012
ssh server max-auth-tries ...........oiiii i 2014
ssh serverresolve-host. ... ... e 2015
SSN S VI S, i ittt it e e 2016
SSh SEIVEr STt P oo e 2017
SS GBIV T . e 2006
7] 1 2002
static-channel-group ... e 525
storm-controllevel ....... ... 413
SUDNEt-MaAsK ... e 1857
summary-address (IPv6 OSPF). . ..ot 910
SUMMArY-address . ...ttt e e 817
switchportaccessvlan . ... ... e e e 420
switchport atmf-arealinkremote-area.............ccviiiiii i, 1788
switchport atmf-crosslink .............coo i 1790
switchportatmf-link ........ ... i 1792
SWItChpOort MOde acCess ..ot et 421
switchport mode trunk ... e 422
switchport trunkallowed vlan. ... 423
switchporttrunk nativevlan ......... ... i 426
SYNChroNIZatioNn .. .. .o et e e e 1192
system territory (deprecated) ........coiiiiiii i e 278
tacacs-server host ... e 1622
taCaACS-SEIVEI KBY ..ttt e 1624
tacacs-servertimeout... ... ... 1625
CPAUMID . e e e e 592
telnet Server. . ..o 209
telnet o e 208
terminal length. .. ..o e 210
terminal MoNItor . ... e 279
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ermMINal rESIZE. . oo e 211

testinterface ... ..o 368
LS 2037
L4  T=IE (g o T 1] ) S 2038
timeout (PINg PolliNg) ....cooiii 2077
timers (IPVE RIPNG). ..ot e e et 719
BMeErs (RIP) .. e e e e 691
timers spf (IPv6 OSPF) (deprecated) ........ccovviiiiiiiiiiiiiiii i 912
timers spfexp (IPV6 OSPF) ... i i 913
HIMIEIS SPf EX D vttt e e e 818
BIMIErS e 1193
TraCeIOUTE PV . o ettt e e et e e 629
L8 =[] (o 11 |« < 593
traffic-shaping. ... e 2169
transform (IPsec Profile). ...t 2222
transform (ISAKMP Profile) ....... ..o 2223
transition-mode . ... e 1657
L0 ] © 2 PP 2040
triggeractivate . .....oo i e 2042
L0 T T = P 2041
tunnel checksum . ... .o e 2253
tunnel destination (GRE) ...ttt 2255
tunnel destination (IPsec) ... ...t 2225
UNNEIASCP oot e e e 2254
tunnellocal id ... ... e 2286
tunnellocal name (GRE). ..ottt e 2257
tunnel local name (IPSeC) ......c.inin i 2227
tunnel local selector ... e 2228
tunnel local selector ... ..ot e 2258
tunnel local selector ... .. ..o e 2287
tunnelmode (GRE) ... .o e 2260
tunnel mode (IPSEC) ... .iei i 2230
tunnel mode (L2TPV3) ...t e 2289
tunnel mode OpeNVPN taP ..ot e 2277
tunnel mode openvVPNtUN . ...t e 2278
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tunnel opeNVPN POt ..ot e e e 2279

tunnel openvpN tagging ... ...cvuiiii i e 2280
tunnel protectionipsec (GRE) ...t 2261
tunnel protection ipsec (IPSEC) . ...vvvii i e 2231
tunnel protection iPseC ... ..o vttt e 2290
tunnelremoteid. ... ..o 2291
tunnel remotename (GRE) . ...t 2262
tunnel remote name (IPseq) . ... ..ot 2232
tunnel remote selector. . ... 2233
tunnel remote selector. . ...t 2263
tunnel remote selector. . ......o v 2292
tunnel source (GRE). . ....ui e e 2265
tunnel source (IPSeC). ...t e 2235
tuNNel t . e 2267
typeatmfnode. ... e 1793
typeatmfnode. ... ... 2043
LY Card . oo e 2046
DY CPU ettt e e e 2047
typeinterface ... ..o e e 2048
Y PE MM . et e 2049
tyPe PEHOAIC . . oot e 2050
type PING-Poll ... e 2051
1877 0138 €] 0T 1 1 2052
Y P timMe. e 2053
(U1 qTe =] o1 T - T- P 1558
undebug all ipv6 pim sparse-mode. .........ooiiiiii it 1464
undebug all pim sparse-mode ... 1404
undebugall ... e e e 280
undebug atmf. ... 1796
undebug bgp (BGPonly). ... ..o e 1194
UNAEbUG IgM oo e e e e 1327
undebugip packetinterface ... 594
undebug ipvb ospfevents ... ..ot e 914
undebug ipvb ospfifsm. ... ... 915
undebug ipvb ospflsa ....oviniii i e 916
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undebug ipvb ospfnfsm . ... e 917

undebugipvb6 ospfpacket ... ... e 918
undebug ipvb Ospf route. . ...i i e 919
undebug ipvé pim sparse-mode ... ..o e 1465
UNAEbUG PV P oot e e e et et e 720
undebugisakmp ... 2237
UNAEbUG laCp o v e e e 527
undebug mail ... e e 1971
UNAEbUG MStP ot e e e e e e 503
undebug ospf eVeNtS . ...t e 819
undebug ospfifsm. . ... e 820
undebug ospflsa. . ..o e e 821
undebug ospf nfsm. ... e 822
UNdebug OSPf NSM ... e 823
undebug ospfpacket. ... ... e 824
undebug ospPf roUtE .. vt e e 825
undebug ping-poll . ... e 2079
undebug platformpacket. ... 414
(UL qTe 1=] o T T o] o7 o 1S P 2336
undebug radius . ...ooinii e e e e 1578
UNAEOUG M. e e e e e e e 693
UNAEBUG SNMIP . .o e e e et e 1964
undebug sshclient ... ... e 2018
UNAEbUg SSh SEIVEr. .. i e e e e e e e 2019
UNAEbUG trgger. ..o e 2054
UNAEbUG VITP VENTS . .ottt et et 1660
undebug virp packet .. ..o e 1661
UNAEUG VI ot e e e et et e i 1659
L8 0 T a0 11 | o) (O 2078
user (RADIUS SEIVEr) . ...ttt et 1617
U =T g T T 0T 212
VersSioN (IPSEC) . ..o 2238
Version (RIP) . ..o e 694
virtual-bandwidth interfacerate..............co i 2170
VU D e e e e 1662
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ViU PVG . o e e e 1664

VIaN (RADIUS SEIVET) .. e ettt ettt 1619
vlandatabase ... 429
VIaN L e 428
VITP VIMAC ot ettt ettt ettt ettt e e e e ettt e e e ate e e eanneeeeaaannns 1666
Wt L e e e e 344
WHIte file. o 171
(L3 4T e Y/ P 172
writeterminal ... ... . 173
{0 ) 1< 2131
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Part 1: Setup and Troubleshooting
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CLI Navigation
Commands

Introduction

Overview This chapter provides an alphabetical reference for the commands used to
navigate between different modes. This chapter also provides a reference for the
help and show commands used to help navigate within the CLI.

Command List

“configure terminal” on page 84

. “disable (Privileged Exec mode)” on page 85
. “do” on page 86

. “enable (Privileged Exec mode)” on page 87
. “end” on page 89

. “exit” on page 90

. “help” on page 91

. “logout” on page 92
. “show history” on page 93
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CLI NAVIGATION COMMANDS
CONFIGURE TERMINAL

configure terminal

Overview
Syntax
Mode

Example

C613-50080-01 REV A

This command enters the Global Configuration command mode.
configure terminal
Privileged Exec

To enter the Global Configuration command mode (note the change in the
command prompt), enter the command:

awplus# configure terminal

awplus (confiqg) #

Command Reference for AT-AR2050V
AlliedWare Plus™ Operating System - Version 5.4.5-2.x
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CLI NAVIGATION COMMANDS
DISABLE (PRIVILEGED EXEC MODE)

disable (Privileged Exec mode)

Overview This command exits the Privileged Exec mode, returning the prompt to the User
Exec mode. To end a session, use the exit command.

Syntax disable
Mode Privileged Exec

Example To exit the Privileged Exec mode, enter the command:
awplus# disable
awplus>
Related enable (Privileged Exec mode)
Commands

end

exit
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CLI NAVIGATION COMMANDS
DO

do

Overview This command lets you to run User Exec and Privileged Exec mode commands
when you are in any configuration mode.

Syntax do <command>

Parameter Description

<command>  Specify the command and its parameters.

Mode Any configuration mode

Example awplus# configure terminal

awplus (config)# do ping 192.0.2.23
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CLI NAVIGATION COMMANDS
ENABLE (PRIVILEGED EXEC MODE)

enable (Privileged Exec mode)

Overview This command enters the Privileged Exec mode and optionally changes the
privilege level for a session. If a privilege level is not specified then the maximum
privilege level (15) is applied to the session. If the optional privilege level is omitted
then only users with the maximum privilege level can access Privileged Exec mode
without providing the password as specified by the enable password or enable
secret commands. If no password is specified then only users with the maximum
privilege level set with the username command can assess Privileged Exec mode.

Syntax enable [<privilege-level>]

Parameter Description

<privilege Specifythe privilege level for a CLI sessionin the range <1-15>, where

- level> 15 is the maximum privilege level, 7 is the intermediate privilege level
and 1 is the minimum privilege level. The privilege level for a user must
match or exceed the privilege level set for the CLI session for the user
to access Privileged Exec mode. Privilege level for a user is configured
by username.

Mode User Exec

Usage Many commands are available from the Privileged Exec mode that configure
operating parameters for the device, so you should apply password protection to
the Privileged Exec mode to prevent unauthorized use. Passwords can be
encrypted but then cannot be recovered. Note that non-encrypted passwords are
shown in plain text in configurations.

The username command sets the privilege level for the user. After login, users are
given access to privilege level 1. Users access higher privilege levels with the
enable (Privileged Exec mode) command. If the privilege level specified is higher
than the users configured privilege level specified by the username command,
then the user is prompted for the password for that level.

Note that a separate password can be configured for each privilege level using the
enable password and the enable secret commands from the Global Configuration
mode. The service password-encryption command encrypts passwords
configured by the enable password and the enable secret commands, so
passwords are not shown in plain text in configurations.

Example The following example shows the use of the enable command to enter the
Privileged Exec mode (note the change in the command prompt).
awplus> enable
awplus#
The following example shows the enable command enabling access the
Privileged Exec mode for users with a privilege level of 7 or greater. Users with a

privilege level of 7 or greater do not need to enter a password to access Privileged
Exec mode. Users with a privilege level 6 or less need to enter a password to access
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CLI NAVIGATION COMMANDS
ENABLE (PRIVILEGED EXEC MODE)

Privilege Exec mode. Use the enable password command or the enable secret
commands to set the password to enable access to Privileged Exec mode.

awplus> enable 7

awplus#

Related disable (Privileged Exec mode)

Commands
enable password
enable secret
exit
service password-encryption
username
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CLI NAVIGATION COMMANDS
END

end

Overview

Syntax

Mode

Example

Related
Commands
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This command returns the prompt to the Privileged Exec command mode from
any other advanced command mode.

end

All advanced command modes, including Global Configuration and Interface
Configuration modes.

The following example shows the use of the end command to return to the
Privileged Exec mode directly from Interface mode.

awplus# configure terminal

awplus (config)# interface vlan2

awplus (config-if)# end

awplusf#

disable (Privileged Exec mode)
enable (Privileged Exec mode)

exit
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EXIT

exit

Overview

Syntax

Mode

Example

Related
Commands
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This command exits the current mode, and returns the prompt to the mode at the
previous level. When used in User Exec mode, the exit command terminates the

session.

exit

All command modes, including Global Configuration and Interface Configuration

modes.

The following example shows the use of exit command to exit Interface mode,
and return to Configure mode.

awplus# configure terminal

awplus (config)# interface vlan2

awplus (config-if)# exit

awplus (confiqg) #

disable (Privileged Exec mode)

enable (Privileged Exec mode)

end

Command Reference for AT-AR2050V
AlliedWare Plus™ Operating System - Version 5.4.5-2.x

920



CLI NAVIGATION COMMANDS
HELP

help

Overview This command displays a description of the AlliedWare Plus™ OS help system.
Syntax help
Mode All command modes

Example To display a description on how to use the system help, use the command:

awplus# help

Output Figure 1-1:  Example output from the help command

When you need help at the command line, press '?'.

If nothing matches, the help list will be empty. Delete
characters until entering a '?' shows the available options.

Enter '?' after a complete parameter to show remaining wvalid
command parameters (e.g. 'show ?').

Enter '?' after part of a parameter to show parameters that
complete the typed letters (e.g. 'show ip?').
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LOGOUT

logout

Overview This command exits the User Exec or Privileged Exec modes and ends the session.
Syntax logout
Mode User Exec and Privileged Exec

Example To exit the User Exec mode, use the command:

awplus# logout
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SHOW HISTORY

show history

Overview

Syntax
Mode

Example

Output
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This command lists the commands entered in the current session. The history
buffer is cleared automatically upon reboot.

The output lists all command line entries, including commands that returned an
error.

For information on filtering and saving command output, see “Controlling “show”
Command Output” in the “Getting Started with AlliedWare Plus” Feature Overview
and Configuration Guide.

show history

User Exec and Privileged Exec

To display the commands entered during the current session, use the command:

awplus# show history

Figure 1-2:  Example output from the show history command

en
show ru

conf t

route-map er deny 3
exit

ex

~N o U W N

di
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File Management
Commands

Introduction

This chapter provides an alphabetical reference of AlliedWare Plus™ OS file
management commands.

Filename Syntax Many of the commands in this chapter use the placeholder “filename” to represent
and Keyword the name and location of the file that you want to act on. The following table
Usage explains the syntax of the filename for each different type of file location.

When you copy a

file... Use this syntax: Example:

Copyingin local flash:[/] [<directory>/]<filename> To specify afile in the configs directory
Flash memory in Flash:

flash:configs/example.cfg

Copyingtoorfrom card:[/] [<directory>/]<filename> To specify a file in the top-level

an SD (or SDHQ)
card

directory of the SD card:
card:example.cfg

Copying to orfrom
a USB storage

usb: [/] [<directory>/]<filename>

To specify a file in the top-level
directory of the USB stick:

device usb:example.cfg
Copying with http:// [ [<username>:<password>]@] To specify a file in the configs directory
HTTP {<hostname>|<host-ip>}[/<filepath on theserver:

>]/<filename> http://www.company.com/configs/exa

mple.cfg

Coyingwith TFTP  tftp://[[<location>]/<directory>] To specify afilein the top-level
/<filename> directory of the server:
tftp://172.1.1.1/example.cfg
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When you copy a

file... Use this syntax: Example:

Copying withSCP  scp://<username>Q@<location>[/<dir To specify afile in the configs directory
ectory>] [/<filename>] on the server, logging on as user “bob”:

eg.
scp://bob@10.10.0.12/configs/example

.cfg

Copying with SFTP  sftp://[[<location>]/<directory>] To specify afile in the top-level
/<filename> directory of the server:
sftp://10.0.0.5/example.cfg

Valid characters The filename and path can include characters from up to four categories. The
categories are:

1) uppercase letters: Ato Z
2) lowercase letters:atoz
3) digits:0to 9

4)  special symbols: all printable ASCII characters not included in the previous
three categories. Including the following characters:

.
- e
.2

Do not use spaces or parentheses within filenames. Use hyphens or underscores
instead.

Syntax for A leading slash (/) indicates the root of the current filesystem location.

directory listings . , .
y 9% |n commands where you need to specify the local filesystem’s Flash base directory,

you may use flash or flash: or flash:/. For example, these commands are all the
same:

. dir flash
. dir flash:
. dir flash:/
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Similarly, you can specify the SD (or SDHC) card base directory with card or card:
or card:/

Similarly, you can specify the USB storage device base directory with usb or usb:
or usb:/

You cannot name a directory or subdirectory flash, nvs, usb, card, tftp, scp, sftp

or http. These keywords are reserved for tab completion when using various file

commands.

Command List -

C613-50080-01 REV A

"autoboot enable” on page 98

“boot config-file” on page 99

“boot config-file backup” on page 101
“boot system” on page 102

“boot system backup” on page 104
“cd” on page 105

“copy (filename)” on page 106

“copy current-software” on page 108
“copy debug” on page 109

“copy running-config” on page 110
“copy startup-config” on page 111
“copy zmodem” on page 112

“create autoboot” on page 113
“delete” on page 114

“delete debug” on page 115

“dir" on page 116

“edit” on page 118

“edit (filename)” on page 119

“erase startup-config” on page 120
“ip tftp source-interface” on page 121
“ipv6 tftp source-interface” on page 122
“mkdir” on page 123

“move” on page 124

“move debug” on page 125

“pwd” on page 126

“rmdir” on page 127

“show autoboot” on page 128

“show boot” on page 129

“show file” on page 131
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“show file systems” on page 132

“show running-config” on page 134

“show running-config antivirus” on page 136
“show running-config bgp” on page 137

“show running-config community-list” on page 138
“show running-config dhcp” on page 139

“show running-config dpi” on page 140

Ill

“show running-config firewall” on page 141

Ill

“show running-config full” on page 142

“show running-config interface” on page 144

“show running-config ip pim dense-mode” on page 147
“show running-config ip pim sparse-mode” on page 148
“show running-config ip route” on page 149

“show running-config ips” on page 150

“show running-config ip-reputation” on page 151
“show running-config ipvé mroute” on page 152

“show running-config ipv6 prefix-list” on page 153
“show running-config ipvé route” on page 154

“show running-config key chain” on page 155

“show running-config malware-protection” on page 156
“show running-config nat” on page 157

“show running-config prefix-list” on page 158

“show running-config route-map” on page 159

“show running-config router” on page 160

“show running-config router-id” on page 161

“show running-config security-password” on page 162
“show running-config traffic-shaping” on page 163
“show running-config web-control” on page 164

“show startup-config” on page 165

“show version” on page 166

“write file” on page 171

“write memory” on page 172

“write terminal” on page 173
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AUTOBOOT ENABLE

autoboot enable

Overview

Syntax

Default

Mode

Example

Related
Commands
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This command enables the device to restore a release file and/or a configuration
file from external media, such as an SD card.

This command enables the device to restore a release file and/or a configuration
file from external media, such as a USB storage device.

When the Autoboot feature is enabled, the device looks for a special file called
autoboot.txt onthe external media. If this file exists, the device will check the
key and values in the file and recover the device with a new release file and/or
configuration file from the external media. An example of avalid autoboot . txt
file is shown in the following figure.

Figure 2-1:  Example autoboot.txt file

[AlliedWare Plus]

Copy from external media enabled=yes
Boot Release=AR2050-5.4.5-2.1.rel
Boot Config=networkl.cfg

Use the no variant of this command to disable the Autoboot feature.

autoboot enable

no autoboot enable

The Autoboot feature operates the first time the device is powered up in the field,
after which the feature is disabled by default.

Global Configuration

To enable the Autoboot feature, use the command:

configure terminal
configure terminal

no autoboot enable

create autoboot
show autoboot

show boot
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BOOT CONFIG-FILE

boot config-file

Overview

Syntax

Mode

Usage

Examples
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Use this command to set the configuration file to use during the next boot cycle.

Use the no variant of this command to remove the configuration file.

boot config-file <filepath-filename>

no boot config-file

Parameter Description

<filepath-filename>  Filepath and name of a configuration file.
The specified configuration file must exist in the
specified filesystem.
Valid configuration files must have a . cfg extension.

Global Configuration

You can only specify that the configuration file is on a USB storage device if there
is a backup configuration file already specified in Flash. If you attempt to set the
configuration file on a USB storage device and a backup configuration file is not
specified in Flash, the following error message is displayed:

% Backup configuration files must be stored in the flash
filesystem

In addition, you can only specify that the configuration file is on an SD card if the
card is writable.

For an explanation of the configuration fallback order, see the File Management
Feature Overview and Configuration Guide.

To run the configuration file branch . c fg stored on the device’s Flash filesystem
the next time the device boots up, use the commands:

awplus# configure terminal
awplus (config)# boot config-file flash:/branch.cfg

To remove the configuration file branch . cfg stored on the device’s Flash
filesystem the next time the device boots up, use the commands:

awplus# configure terminal
awplus (config)# no boot config-file flash:/branch.cfg

To run the configuration file branch . cfg stored on the device’s SD card
filesystem the next time the device boots up, use the commands:

awplus# configure terminal

awplus (config)# boot config-file card:/branch.cfg
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BOOT CONFIG-FILE

To remove the configuration file branch . cfg stored on the device’s SD card
filesystem the next time the device boots up, use the commands:

awplus# configure terminal

awplus (config)# no boot config-file card:/branch.cfg

Related boot config-file backup

Commands
boot system
boot system backup
show boot
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BOOT CONFIG-FILE BACKUP

boot config-file backup

Overview

Syntax

Mode

Usage

Examples

Related
Commands
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Use this command to set a backup configuration file to use if the main
configuration file cannot be accessed.

Use the no variant of this command to remove the backup configuration file.

boot config-file backup <filepath-filename>

no boot config-file backup

Parameter Description

<filepath-filename> Filepath and name of a backup configuration file.
Backup configuration files must be in the Flash filesystem.
Valid backup configuration files must have a . cfg
extension.

backup The specified file is a backup configuration file.

Global Configuration

For an explanation of the configuration fallback order, see the File Management
Feature Overview and Configuration Guide.

To set the configuration file backup . cfg as the backup to the main
configuration file, use the commands:

awplus# configure terminal

awplus (config)# boot config-file backup flash:/backup.cfg

To remove the configuration file backup . cfg as the backup to the main
configuration file, use the commands:

awplus# configure terminal

awplus (config)# no boot config-file backup flash:/backup.cfg

boot config-file
boot system
boot system backup

show boot
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BOOT SYSTEM

boot system

Overview

Syntax

Mode

Examples
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Use this command to set the release file to load during the next boot cycle.

Use the no variant of this command to remove the release file as the boot file.

boot system <filepath-filename>

no boot system

Parameter Description

<filepath-filename> Filepath and name of a release file.
The specified release file must exist and must be stored
in the root directory of the specified filesystem.
Valid release files must have a . rel extension.

Global Configuration

You can only specify that the release file is on a USB storage device if there is a
backup release file already specified in Flash. If you attempt to set the release file
on a USB storage device and a backup release file is not specified in Flash, the
following error message is displayed:

)

% A backup boot image must be set before setting a current boot

image on USB storage device

To run the release file AR2050-5.4.5-2.1. rel stored on the device's Flash
filesystem the next time the device boots up, use the commands:

awplus# configure terminal
awplus (config)# boot system flash:/AR2050-5.4.5-2.1.rel

To remove the release file AR2050-5.4.5-2.1.rel stored on the device’s
Flash filesystem the next time the device boots up, use the commands:

awplus# configure terminal
awplus (config)# no boot system flash:/AR2050-5.4.5-2.1.rel

To run therelease file AR2050-5.4.5-2.1.rel stored on the device’s SD card
filesystem the next time the device boots up, use the commands:

awplus# configure terminal
awplus (config)# boot system card:/AR2050-5.4.5-2.1.rel

To remove the release file AR2050-5.4.5-2.1.rel stored on the device’s SD
card filesystem the next time the device boots up, use the commands:

awplus# configure terminal

awplus (config)# no boot system card:/AR2050-5.4.5-2.1.rel
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BOOT SYSTEM

Related boot config-file

Commands —
boot config-file backup
boot system backup
show boot
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BOOT SYSTEM BACKUP

boot system backup

Overview

Syntax

Mode

Examples

Related
Commands
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Use this command to set a backup release file to load if the main release file cannot
be loaded.

Use the no variant of this command to remove the backup release file as the
backup boot file.

boot system backup <filepath-filename>

no boot system backup

Parameter Description

<filepath-filename> Filepath and name of a backup release file.
Backup release files must be in the Flash filesystem.
Valid release files must have a . rel extension.

backup The specified file is a backup release file.

Global Configuration

To specify the file AR2050-5.4.5-2.1.rel as the backup to the main release
file, use the commands:

awplus# configure terminal

awplus (config)# boot system backup flash:/AR2050-5.4.5-2.1.rel

Toremove thefile AR2050-5.4.5-2.1.rel as the backup to the main release
file, use the commands:

awplus# configure terminal

awplus (config)# no boot system backup

flash:/AR2050-5.4.5-2.1.rel

boot config-file
boot config-file backup
boot system

show boot
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cD

cd

Overview

Syntax

Mode

Example

Related
Commands

C613-50080-01 REV A

This command changes the current working directory.

cd <directory-name>

Parameter Description

<directory-name> Name and path of the directory.

Privileged Exec

To change to the directory called images, use the command:
awplus# cd images

dir

pwd

show file systems
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COPY (FILENAME)

copy (filename)

Overview

Syntax

Mode

Examples
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This command copies a file. This allows you to:

. copy files from your device to a remote device
. copy files from a remote device to your device
. copy files stored on Flash memory to or from a different memory type, such

as a USB storage device

. create two copies of the same file on your device

copy <source-name> <destination-name>

Parameter Description

<source-name> The filename and path of the source file. See Introduction
on page 94 for valid syntax.

<destination-name> The filename and path for the destination file. See
Introduction on page 94 for valid syntax.

Privileged Exec

To use TFTP to copy the file bob . key into the current directory from the remote
serverat 10.0.0.1, use the command:

awplus# copy tftp://10.0.0.1/bob.key bob.key

To use SFTP to copy the file new. cfginto the current directory from a remote
serverat10.0.1.2, use the command:

awplus# copy sftp://10.0.1.2/new.cfg bob.key

To use SCP with the username beth to copy the file 01d. cfg into the directory
config files onaremote server thatis listening on TCP port 2000, use the
command:

awplus# copy scp://beth@serv:2000/config files/old.cfg old.cfg

To copy the file newconfig.cfg onto your device’s Flash from a USB storage
device, use the command:

awplus# copy usb:/newconfig.cfg flash:/newconfig.cfg

To copy the file newconfig.cfgtoan SD (or SDHC) Card from your device’s
Flash, use the command:

awplus# copy flash:/newconfig.cfg card:/newconfig.cfg

To copy the file newconfig.cfgto aUSB storage device from your device’s
Flash, use the command:

awplus# copy flash:/newconfig.cfg usb:/newconfig.cfg
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To copy the file config. cfginto the current directory from a USB storage
device, and renameitto configtest.cfg, use the command:

awplusf# copy usb:/config.cfg configtest.cfg

To copy the file config. cfginto the current directory from a remote file server,
and renameitto configtest.cfg, use the command:

awplus# copy fserver:/config.cfg configtest.cfg

Related copyzmodem

Commands edit (filename)

show file systems
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COPY CURRENT-SOFTWARE

copy current-software

Overview

Syntax

Mode

Example

Related
Commands
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This command copies the AlliedWare Plus™ OS software that the device has
booted from, to a destination file.

copy current-software <destination-name>

Parameter Description

<destination-name> The filename and path where you would like the current
running-release saved. This command creates afile if no file
exists with the specified filename. If a file already exists,
then the CLI prompts you before overwriting the file. See
Introduction on page 94 for valid syntax.

Privileged Exec

To copy the current software as installed in the working directory with the file
namemy-release.rel, use the command:

awplus# copy current-software my-release.rel

boot system backup

show boot
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COPY DEBUG

copy debug

Overview

Syntax

Mode

Example

Output

Related
Commands
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This command copies a specified debug file to a destination file.

copy debug
{<destination-name>card|debug|flash|nvs|scpl|tftp|usb}
{<source-name>|debug|flash|nvs|scpl|tftplusb}

Parameter Description

<destination-name> The filename and path where you would like the debug
output saved. See Introduction on page 94 for valid syntax.

<source-namee> The filename and path where the debug output originates.
See Introduction on page 94 for valid syntax.

Privileged Exec

To copy debug output to an SD (or SDHC) card with a filename my—-debug, use the
following command:

awplus# copy debug card:my-debug

To copy debug output to a USB storage device with a filenamemy-debug, use the
following command:

awplus# copy debug usb:my-debug

Figure 2-2:  CLI prompt after entering the copy debug command

| Enter source file name []:

delete debug

move debug
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COPY RUNNING-CONFIG

copy running-config

Overview

Syntax

Mode

Examples

Related
Commands
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This command copies the running-config to a destination file, or copies a source
file into the running-config. Commands entered in the running-config do not
survive a device reboot unless they are saved in a configuration file.

copy <source-name> running-config
copy running-config [<destination-name>]

copy running-config startup-config

Parameter Description

<source-name> The filename and path of a configuration file. This must be
a valid configuration file with a . cfg filename extension.
Specify this when you want the script in the file to become
the new running-config. See Introduction on page 94 for
valid syntax.

<destination-name> The filename and path where you would like the current
running-config saved. This command creates a file if no file
exists with the specified filename. If a file already exists,
then the CLI prompts you before overwriting the file. See
Introduction on page 94 for valid syntax. If you do not
specify a file name, the device saves the running-config to
a file called default.cfg.

startup-config Copies the running-config into the file set as the current
startup-config file.

Privileged Exec

To copy the running-config into the startup-config, use the command:
awplus# copy running-config startup-config

To copy thefile layer3.cfgintothe running-config, use the command:
awplus# copy layer3.cfg running-config

To use SCP to copy the running-config as current . cfg to the remote server
listening on TCP port 2000, use the command:

awplus# copy running-config
scp://user@server:2000/config files/current.cfg

copy startup-config
write file

write memory
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COPY STARTUP-CONFIG

copy startup-config

Overview

Syntax

Mode

Examples

Related
Commands
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This command copies the startup-config script into a destination file, or
alternatively copies a configuration script from a source file into the startup-config
file.

copy <source-name> startup-config

copy sStartup-config <destination-name>

Parameter Description

<source-name> The filename and path of a configuration file. This must be
a valid configuration file with a . cfg filename extension.
Specify this to copy the script in the file into the startup-
config file. Note that this does not make the copied file the
new startup file, so any further changes made in the
configuration file are not added to the startup-config file
unless you reuse this command. See Introduction on page
94 for valid syntax.

<destination-name> The destination and filename that you are saving the
startup- config as. This command creates a file if no file
exists with the specified filename. If a file already exists,
then the CLI prompts you before overwriting the file. See
Introduction on page 94 for valid syntax.

Privileged Exec

To copy thefile Layer3.cfgtothe startup-config, use the command:
awplus# copy Layer3.cfg startup-config

To copy the startup-configasthefile oldconfig.cfginthe current
directory, use the command:

awplus# copy startup-config oldconfig.cfg

copy running-config
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COPY ZMODEM

copy zmodem

Overview

Syntax

Mode

Example

Related
Commands
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This command allows you to copy files using ZMODEM using Minicom. ZMODEM
works over a serial connection and does not need any interfaces configured to do
a file transfer.

copy <source-name> zmodem

copy zmodem

Parameter Description

<source-name> The filename and path of the source file. See Introduction on
page 94 for valid syntax.

Privileged Exec

To copy the local file asuka . key using ZMODEM, use the command:

awplus# copy asuka.key zmodem

copy (filename)

show file systems
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CREATE AUTOBOOT

create autoboot

Overview

Syntax
Syntax
Mode

Example

Example

Related
Commands
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Use this command to create an autoboot . txt file on external media. This
command will automatically ensure that the keys and values that are expected in
this file are correct. After the file is created the create autoboot command will
copy the current release and configuration files across to the external media. The
external media is then available to restore a release file and/or a configuration file
to the device.

create autoboot [card]
create autoboot [usb]
Privileged Exec

To create an autoboot. txt file on external media, use the command:

awplus# create autoboot card

To create an autoboot . txt file on external media, use the command:

awplus# create autoboot usb

autoboot enable
show autoboot

show boot
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FILE MANAGEMENT COMMANDS

DELETE

delete

Overview

Syntax

Mode

Examples

Related
Commands

C613-50080-01 REV A

This command deletes files or directories.

delete [force] [recursive] <filename>

Parameter Description

force Ignore nonexistent filenames and never prompt before deletion.

recursive  Remove the contents of directories recursively.

<filename> The filename and path of the file to delete. See Introduction on page
94 for valid syntax.

Privileged Exec

To delete the file temp . cfg from the current directory, use the command:
awplus# delete temp.cfg

To delete the read-only file one . c£g from the current directory, use the
command:

awplus# delete force one.cfg
To delete the directory 01d_configs, which is not empty, use the command:
awplus# delete recursive old configs

To delete the directory new _configs, which is not empty, without prompting if
any read-only files are being deleted, use the command:

awplus# delete force recursive new_configs

erase startup-config

rmdir
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DELETE DEBUG

delete debug

Overview

Syntax

Mode

Example

Output

Related
Commands

C613-50080-01 REV A

Use this command to delete a specified debug output file.

delete debug <source-name>

Parameter Description

<source-name> The filename and path where the debug output originates.
See Introduction on page 94 for valid URL syntax.

Privileged Exec

To delete debug output, use the following command:

awplus# delete debug

Figure 2-3:  CLI prompt after entering the delete debug command

| Enter source file name []:

copy debug

move debug
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FILE MANAGEMENT COMMANDS

DIR

dir

Overview

Syntax

Mode Privileged Exec

Examples

C613-50080-01 REV A

This command lists the files on a filesystem. If no directory or file is specified then

this command lists the files in the current working directory.

dir [all] [recursive] [sort [reverse] [name|size|time]]
[<filename>|card|debug|flash|nvs|usb]

Parameter Description

all List all files.

recursive List the contents of directories recursively.

sort Sort directory listing.

reverse Sort using reverse order.

name Sort by name.

size Sort by size.

time Sort by modification time (default).

<filename> The name of the directory or file. If no directory or file is
specified, then this command lists the files in the current
working directory.

card SD (or SDHC) card root directory

debug Debug root directory

flash Flash memory root directory

nvs NVS memory root directory

usb USB storage device root directory

To list the files in the current working directory, use the command:

awplus# dir

To list the non-hidden files in the root of the Flash filesystem, use the command:

awplus# dir flash

To list all the files in the root of the Flash filesystem, use the command:

awplus# dir all flash:

To list recursively the files in the Flash filesystem, use the command:

awplus# dir recursive flash:

To list the files in alphabetical order, use the command:

awplus# dir sort name
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FILE MANAGEMENT COMMANDS

DIR
To list the files by size, smallest to largest, use the command:
awplus# dir sort reverse size
To sort the files by modification time, oldest to newest, use the command:
awplus# dir sort reverse time
Related cd
Commands
pwd
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EDIT

edit

Overview

Syntax

Mode

Examples

Related
Commands
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This command opens a text file in the AlliedWare Plus™ text editor. Once opened
you can use the editor to alter to the file.

If a filename is specified and it already exists, then the editor opens it in the text
editor.

If no filename is specified, the editor prompts you for one when you exit it.

Before starting the editor make sure your terminal, terminal emulation program, or
Telnet client is 100% compatible with a VT100 terminal. The editor uses VT100
control sequences to display text on the terminal.

For more information about using the editor, including control sequences, see the
File Management Feature Overview and Configuration Guide.

edit [<filename>]

Parameter Description

<filename> Name of a file in the local Flash filesystem.

Privileged Exec

To create and edit a new text file, use the command:
awplus# edit

To edit the existing configuration file myconfig. cfg stored on your device’s
Flash memory, use the command:

awplus# edit myconfig.cfg

edit (filename)

show file
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FILE MANAGEMENT COMMANDS
EDIT (FILENAME)

edit (filename)

Overview This command opens a remote text file as read-only in the AlliedWare Plus™ text
editor.

Before starting the editor make sure your terminal, terminal emulation program, or
Telnet client is 100% compatible with a VT100 terminal. The editor uses VT100
control sequences to display text on the terminal.

Syntax edit <filename>

Parameter Description

<filename> The filename and path of the remote file. See Introduction on
page 94 for valid syntax.

Mode Privileged Exec
Example To view the file bob. key stored in the security directory of a TFTP server, use the
command:
awplusf# edit tftp://security/bob.key
Related copy (filename)
Commands .
edit

show file
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ERASE STARTUP-CONFIG

erase startup-config

Overview

Syntax
Mode

Example

Related
Commands
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This command deletes the file that is set as the startup-config file, which is the
configuration file that the system runs when it boots up.

At the next restart, the device loads the default configuration file, default.cfg. If
default.cfg no longer exists, then the device loads with the factory default
configuration. This provides a mechanism for you to return the device to the
factory default settings.

erase startup-config
Privileged Exec

To delete the file currently set as the startup-config, use the command:

awplus# erase startup-config

boot config-file backup
copy running-config
copy startup-config

show boot
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IP TFTP SOURCE-INTERFACE

ip tftp source-interface

Overview

Syntax

Default
Mode

Usage

Example

Related
Commands
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Use this command to manually specify the IP address that all TFTP requests
originate from. This is useful in network configurations where TFTP servers only
accept requests from certain devices, or where the server cannot dynamically
determine the source of the request.

Use the no variant of this command to stop specifying a source.

ip tftp source-interface [<interface>|<ip-add>]

no ip tftp source-interface

Parameter Description

<interface> The interface that TFTP requests originate from. The device will
use the IP address of this interface as its source IP address.
You can specify any interface that can have an IP address attached
to it (e.g. a VLAN or an Eth interface).

<ip-add> The IP address that TFTP requests originate from, in dotted
decimal format

There is no default source specified.
Global Configuration

This command is helpful in network configurations where TFTP traffic needs to
traverse point-to-point links or subnets within your network, and you do not want
to propagate those point-to-point links through your routing tables.

In those circumstances, the TFTP server cannot dynamically determine the source
of the TFTP request, and therefore cannot send the requested data to the correct
device. Specifying a source interface or address enables the TFTP server to send the
data correctly.

To specify that TFTP requests originate from the IP address 192.0.2.1, use the
following commands:
awplus# configure terminal

awplus (config)# ip tftp source-interface 192.0.2.1

copy (filename)
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IPV6 TFTP SOURCE-INTERFACE

ipv6 tftp source-interface

Overview Use this command to manually specify the IPv6 address that all TFTP requests
originate from. This is useful in network configurations where TFTP servers only
accept requests from certain devices, or where the server cannot dynamically
determine the source of the request.

Use the no variant of this command to stop specifying a source.

Syntax ipv6e tftp source-interface [<interface>|<ipvé6-add>]

no ipvé tftp source-interface

Parameter Description

<interface> The interface that TFTP requests originate from. The device will
use the IPv6 address of this interface as its source IPv6 address.
You can specify any interface that can have an IPv6 address
attached to it (e.g. a VLAN or an Eth interface).

<ipvé-add> The IPv6 address that TFTP requests originate from, in the format
x:x:x:x, for example, 2001:db8::8a2e:7334.

Default There is no default source specified.
Mode Global Configuration

Usage This command is helpful in network configurations where TFTP traffic needs to
traverse point-to-point links or subnets within your network, and you do not want
to propagate those point-to-point links through your routing tables.

In those circumstances, the TFTP server cannot dynamically determine the source
of the TFTP request, and therefore cannot send the requested data to the correct
device. Specifying a source interface or address enables the TFTP server to send the
data correctly.

Example Tospecify that TFTP requests originate from the IPv6 address 2001:db8::8a2e:7334,
use the following commands:
awplus# configure terminal
awplus (config)# ipvée tftp source-interface 2001:db8::8a2e:7334

Related copy (filename)
Commands
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MKDIR

mkdir

Overview

Syntax

Mode

Usage

Example

Related
Commands

C613-50080-01 REV A

This command makes a new directory.

mkdir <name>

Parameter Description

<name> The name and path of the directory that you are creating.

Privileged Exec

You cannot name a directory or subdirectory flash, nvs, usb, card, tftp, scp, sftp
or http. These keywords are reserved for tab completion when using various file
commands.

To make a new directory called images in the current directory, use the
command:

awplus# mkdir images
cd

dir

pwd

Command Reference for AT-AR2050V 123
AlliedWare Plus™ Operating System - Version 5.4.5-2.x
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MOVE

move

Overview

Syntax

Mode

Examples

Related
Commands
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This command renames or moves a file.

move <source-name> <destination-name>

Parameter Description

<source-name> The filename and path of the source file. See Introduction
on page 94 for valid syntax.

<destination-name> The filename and path of the destination file. See
Introduction on page 94 for valid syntax.

Privileged Exec

To rename thefile temp.cfgto startup.cfg, use the command:
awplus# move temp.cfg startup.cfg

To move the file temp . cfg from the root of the Flash filesystem to the directory
myconfigs, use the command:

awplus# move temp.cfg myconfigs/temp.cfg

delete
edit
show file

show file systems
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MOVE DEBUG

move debug

Overview

Syntax

Mode

Example

Output

Related
Commands
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This command moves a specified debug file to a destination debug file.

move debug {<destination-name>|debug|flash|nvs|usb}
{<source-name>|debug|flash|nvs|usb}

Parameter Description

<destination-name> The filename and path where you would like the debug
output moved to. See Introduction on page 94 for valid
syntax.

<source-name> The filename and path where the debug output originates.
See Introduction on page 94 for valid syntax.

Privileged Exec

To move debug output onto an SD (or SDHC) card with a filename my-debug, use
the following command:

awplus# move debug card:my-debug

To move debug output onto a USB storage device with a filename my-debug, use
the following command:

awplus# move debug usb:my-debug

Figure 2-4:  CLI prompt after entering the move debug command

| Enter source file name []:

copy debug
delete debug
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PWD

pwd

Overview
Syntax
Mode

Example

Related
Commands
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This command prints the current working directory.

pwd

Privileged Exec

To print the current working directory, use the command:

awplus# pwd

cd
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RMDIR

rmdir

Overview

Syntax

Mode

Usage

Examples

Related
Commands
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This command removes a directory. This command only works on empty
directories, unless you specify the optional force keyword.

rmdir [force] <name>

Parameter Description

force Optional keyword that allows you to delete directories that
are not empty and contain files or subdirectories.

<name> The name and path of the directory.

Privileged Exec

You can use the CLI to access filesystems on a specific card. Refer to the
Introduction

Toremove the directory images from the top level of the Flash filesystem, use the
command:
awplus# rmdir flash:/images

To create adirectory called 1evel1 containing a subdirectory called 1evel2,and
then force the removal of both directories, use the commands:

awplus# mkdir levell
awplus# mkdir levell/level?2
awplus# rmdir force levell

To remove a directory called test from the top level of the Flash filesystem, in
stack member 3, use the command:

awplus# rmdir awplus-3/flash:/test

Note that you must specify the filesystem, (“flash:” in this example).

cd

dir
mkdir
pwd
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SHOW AUTOBOOT

show autoboot

Overview This command displays the Autoboot configuration and status.
Syntax show autoboot
Mode Privileged Exec

Example To show the Autoboot configuration and status, use the command:

show autoboot

Output Figure 2-5:  Example output from the show autoboot command

awplus#show autoboot

Autoboot configuration

Autoboot status : enabled
USB file autoboot.txt exists : yes

Restore information on USB

Autoboot enable in autoboot.txt : yes

Restore release file : AR2050-5.4.5-2.1.rel
(file exists)

Restore configuration file : network l.cfg (file exists)

Figure 2-6:  Example output from the show autoboot command when an
external media source is not present

awplus#show autoboot

Autoboot configuration

Autoboot status : disabled
External media source : media not found.

Related autoboot enable

Commands
create autoboot

show boot
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FILE MANAGEMENT COMMANDS

SHOW BOOT

show boot

Overview

Syntax
Mode

Example

Output

C613-50080-01 REV A

This command displays the current boot configuration. We recommend that the
currently running release is set as the current boot image.

show boot
Privileged Exec

To show the current boot configuration, use the command:

awplus# show boot

Figure 2-7:  Example output from the show boot command when the current
boot config is on an SD card

awplus#show boot

Boot configuration

Current software : AR2050-5.4.5-2.1.rel

Current boot image : card:/AR2050-5.4.5-2.1.rel

Backup boot image : flash:/AR2050-5.4.5-0.1.rel
Default boot config: flash:/default.cfg

Current boot config: card:/my.cfg (file exists)

Backup boot config: flash:/backup.cfg (file not found)
Autoboot status : enabled

Table 1: Parameters in the output of the show boot command

Parameter Description

Current software The current software release that the device is using.

Current boot image | The bootimage currently configured for use during the
next boot cycle.

Backup boot image The boot image to use during the next boot cycle if the
device cannot load the main image.

Default boot The default startup configuration file. The device loads

config this configuration script if no file is set as the startup-
config file.

Current boot The configuration file currently configured as the

config startup-config file. The device loads this configuration file

during the next boot cycle if this file exists.
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SHOW BOOT
Table 1: Parameters in the output of the show boot command (cont.)
Parameter Description
Backup boot config | The configuration file to use during the next boot cycle if
the main configuration file cannot be loaded.
Autoboot status The status of the Autoboot feature; either enabled or
disabled.
Related autoboot enable
Commands _
boot config-file backup
boot system backup
show autoboot
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SHOW FILE

show file

Overview

Syntax

This command displays the contents of a specified file.

show file <filename>

Parameter Description

Mode

Example

Related
Commands

C613-50080-01 REV A

<filename> Name of a file on the local Flash filesystem, or name and
directory path of a file.

Privileged Exec

To display the contents of the file c1dconfig. cfg, whichis in the current
directory, use the command:

awplus# show file oldconfig.cfg
edit
edit (filename)

show file systems
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SHOW FILE SYSTEMS

show file systems

Overview This command lists the filesystems and their utilization information where

appropriate.

Syntax show file systems

Mode Privileged Exec

Examples To display the filesystems, use the command:

awplus# show file systems

Output Figure 2-8:

Example output from the show file systems command

awplus#show file systems

3.6G 3.1G flash
- - system
10.0M 9.9M debug
436.0K 263.0K nvs
- = usbstick
- - sdcard
= = fserver
= = tftp
= = scp
= = sftp
= = http
= = rsync

Size (b) Free(b) Type Flags

rw

rw
ro
ro
rw

Prefixes S/D/V Lcl/Ntwk Avail

flash: static local Y
system: virtual local =
debug: static local Y
nvs: static local Y
usb: dynamic local N
card: dynamic local N
fserver: dynamic network N
tftp: = network =
scp: = network =
sftp: = network =
http: = network =
rsync: = network =

Table 2: Parameters in the output of the show file systems command

Parameter Description

Size (B)
Available

The total memory available to this filesystem. The units are given
after the value and are M for Megabytes or k for kilobytes.

Free (B)

The total memory free within this filesystem. The units are given
after the value and are M for Megabytes or k for kilobytes.

Type

The memory type used for this filesystem; one of:
flash

system

tftp

scp

sftp

http.
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FILE MANAGEMENT COMMANDS
SHOW FILE SYSTEMS

Table 2: Parameters in the output of the show file systems command (cont.)

Parameter Description

Flags The file setting options: rw (read write), ro (read only).

Prefixes The prefixes used when entering commands to access the
filesystems; one of:

flash

system

tftp

scp

sftp

http.

S/V/D The memory type: static, virtual, dynamic.

Lcl / Ntwk Whether the memory is located locally or via a network
connection.

Avail Whether the memory is accessible: Y (yes), N (no), - (not applicable)

Related edit

Commands edit (filename)

show file

C613-50080-01 REV A Command Reference for AT-AR2050V 133
AlliedWare Plus™ Operating System - Version 5.4.5-2.x



FILE MANAGEMENT COMMANDS
SHOW RUNNING-CONFIG

show running-config

Overview This command displays the current configuration of your device. Its output
includes all non-default configuration. The default settings are not displayed.

You can control the output in the following ways:

. To display only lines that contain a particular word, enter the following
parameters after the command:

| include <word>

. To start the display at the first line that contains a particular word, enter the
following parameters after the command:

| begin <word>

. To save the output to a file, enter the following parameters after the
command:

> <filename>
Syntax show running-config
Mode Privileged Exec and Global Configuration

Example To display the current configuration of your device, use the command:

show running-config

Output Figure 2-9:  Example output from the show running-config command

awplus#show running-config
!

service password-encryption
1

no banner motd

!

username manager privilege 15 password 8 $1$bJoVec4D$JIwWOJGPr7YgoExAOGVasdEO
!

service telnet

no service telnet ipv6

!

no clock timezone

!

no snmp-server ipvo6

1

ip domain-lookup

1

1

spanning-tree mode rstp

1

no ipvé mld snooping
1
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SHOW RUNNING-CONFIG

Related
Commands

copy running-config
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SHOW RUNNING-CONFIG ANTIVIRUS

show running-config antivirus

Overview
Syntax
Mode

Examples

Output
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Use this command to show the configuration information about Antivirus.
show running-config antivirus
Privileged Exec

To show the running configuration of Antivirus, use the command:

awplus# show running-config antivirus

Figure 2-10: Example output from the show running-config antivirus
command

awplus#show running-config antivirus
antivirus

provider kaspersky

action scan-failed permit
update-interval weeks 1

protect
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FILE MANAGEMENT COMMANDS

SHOW RUNNING-CONFIG BGP

show running-config bgp

Overview
Syntax
Mode

Example

Output

Related
Commands

C613-50080-01 REV A

Use this command to show the running system BGP related configuration.
show running-config bgp
Privileged Exec and Global Configuration

To display the running system BGP related configuration, use the command:

awplus# show running-config bgp

Figure 2-11:  Example output from the show running-config bgp command

|

bgp config-type standard
bgp rfcl771l-path-select

bgp rfcl771-strict

bgp aggregate-nexthop-check
|

router bgp 1

no auto-summary

no synchronization

bgp router-id 1.2.3.4
|

copy running-config

show running-config
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SHOW RUNNING-CONFIG COMMUNITY-LIST

show running-config community-list

Overview

Syntax
Mode

Example

Output

Related
Commands
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Use this command to show the running system status and configuration details for
community-lists.

show running-config community-list

Privileged Exec and Global Configuration

To display the running system status and configuration details for community-lists
use the command:

awplus# show running-config community-list

Figure 2-12: Example output from the show running-config community list

command

ip
ip
ip
ip
ip

community-list standard aspd permit internet
community-list expanded cspd deny 13j
community-list expanded cspd permit dcv
community-list expanded wde permit njhd
community-list expanded wer deny sde

copy running-config

show running-config
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SHOW RUNNING-CONFIG DHCP

show running-config dhcp

Overview

Syntax
Mode

Example

Output

Use this command to display the running configuration for DHCP server, DHCP

snooping, and DHCP relay.
show running-config dhcp

Privileged Exec and Global Configuration

To display to display the running configuration for DHCP server, DHCP snooping,

and DHCP relay:

show running-config dhcp

Figure 2-13:  Example output from the show running-config dhcp command

awplus#show running-config dhcp
no service dhcp-server

!

service dhcp-snooping

|

interface portl.0.1

ip dhcp snooping trust

|

interface portl.0.3

ip dhcp snooping max-bindings 25
access—-group dhcpsnooping
interface portl.0.4

ip dhcp snooping max-bindings 25
access—-group dhcpsnooping

|

interface pol

ip dhcp snooping max-bindings 25
arp security violation log

|
interface sal

ip dhcp snooping max-bindings 25
access—-group dhcpsnooping

arp security violation log

|
interface vlanl00

ip dhcp snooping

arp security

|
interface vlan200

ip dhcp snooping

arp security

|

Related
Commands
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copy running-config

show running-config
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SHOW RUNNING-CONFIG DPI

show running-config dpi

Overview Use this command to show the configuration commands that have been used to
configure DPI.

Syntax show running-config dpi
Mode Privileged Exec

Examples To show the configuration commands that have been used to configure DPI, use
the command:
show running-config dpi

Output Figure 2-14: Example output from the show running-config dpi command on
the console.

awplus#show running-config dpi
dpi
provider procera

enable
|l
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SHOW RUNNING-CONFIG FIREWALL

show running-config firewall

Overview

Syntax
Mode

Examples

Output
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Use this command to show the configuration commands that have been used to
configure the firewall.

show running-config firewall
Privileged Exec

To show the configuration commands that have been used to configure the
firewall, use the command:

show running-config firewall

Figure 2-15: Example output from the show running-config firewall command

awplus#show running-config firewall
firewall
rule 10 permit ping from public to private

protect
|
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SHOW RUNNING-CONFIG FULL

show running-config full

Overview Use this command to show the complete status and configuration of the running
system.

For information on filtering and saving command output, see “Controlling “show”
Command Output” in the “Getting Started with AlliedWare Plus” Feature Overview
and Configuration Guide.

Syntax show running-config full

Mode Privileged Exec and Global Configuration

Example To display the complete status and configuration of the running system, use the
command:

show running-config full

Output Figure 2-16: Example output from the show running-config full command

awplus#show running-config full
!

service password-encryption

1

no banner motd

!

username manager privilege 15 password 8 $1$bJoVec4D$IwOJGPr7YgoExAOGVasdEO
!

service telnet

no service telnet ipvé6

!

no clock timezone

!

no snmp-server ipv6

1

ip domain-lookup

1

1

spanning-tree mode rstp

1

no ipvé mld snooping
1
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FILE MANAGEMENT COMMANDS
SHOW RUNNING-CONFIG FULL

Related copy running-config
Commands

show running-config
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FILE MANAGEMENT COMMANDS
SHOW RUNNING-CONFIG INTERFACE

show running-config interface

Overview This command displays the current configuration of one or more interfaces on the

Syntax

C613-50080-01 REV A

device.

show running-config interface [<interface-1list>] [ip igmplip
multicast|ip pim dense-mode|ip pim sparse-mode|ipv6
rip|lacplmstplospf|riplrstplstp]

Parameter Description

<interface-list> The interfaces or ports to display information about. An
interface-list can be:

+ aninterface (e.g. v1an?2), a device port (e.g.
portl.0.4),astatic channel group (e.g. sa2) ora
dynamic (LACP) channel group (e.g. po2)

- acontinuous range of interfaces, ports, static channel

a hyphen,e.g.vian2-8,orportl1.0.1-1.0.4,or
sal-2,orpol-2

« acomma-separated list of the above, e.g.
portl.0.1,portl.0.4-1.0.6.Do notmix
interface types in a list

The specified interfaces must exist.

groups or dynamic (LACP) channel groups separated by

Control Protocol) for the specified interfaces.

lacp Displays running configuration for LACP (Link Aggregation

ip igmp Displays running configuration for IGMP (Internet Group
Management Protocol) for the specified interfaces.

ip multicast Displays running configuration for general multicast
settings for the specified interfaces.

ip pim sparse-mode Displays running configuration for PIM-SM (Protocol
Independent Multicast - Sparse Mode) for the specified
interfaces.

ip pim dense-mode Displays running configuration for PIM-DM (Protocol
Independent Multicasting - Dense Mode) for the specified

the specified interfaces.

interfaces.

mstp Displays running configuration for MSTP (Multiple
Spanning Tree Protocol) for the specified interfaces.

ospf Displays running configuration for OSPF (Open Shortest
Path First) for the specified interfaces.

rip Displays running configuration for RIP (Routing Information
Protocol) for the specified interfaces.

ipvé6 rip Displays running configuration for RIPng (RIP for IPv6) for
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FILE MANAGEMENT COMMANDS
SHOW RUNNING-CONFIG INTERFACE

Parameter Description

rstp Displays running configuration for RSTP (Rapid Spanning
Tree Protocol) for the specified interfaces.

stp Displays running configuration for STP (Spanning Tree
Protocol) for the specified interfaces.

Mode Privileged Exec and Global Configuration
Examples Todisplay the current running configuration of your device for ports 1 to 4, use the
command:
awplus# show running-config interface portl.0.l-portl.0.4

To display the current running configuration of a device for VLAN 1, use the
command:

awplus# show running-config interface wvlanl

To display the current running configuration of a device for VLANs 1 and 3-5, use
the command:

awplus# show running-config interface vlanl,vlan3-vlanb

To display the current OSPF configuration of your device for ports 1 to 6, use the
command:

awplus# show running-config interface portl.0.l-portl.0.6 ospf

Output Figure 2-17: Example output from a show running-config interface port1.0.2
command

awplus#sh running-config interface portl.0.2
!

interface portl.0.2

switchport

switchport mode access
!
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FILE MANAGEMENT COMMANDS
SHOW RUNNING-CONFIG INTERFACE

Figure 2-18: Example output from the show running-config interface
command

Related copy running-config

Commands . .
show running-config
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FILE MANAGEMENT COMMANDS
SHOW RUNNING-CONFIG IP PIM DENSE-MODE

show running-config ip pim dense-mode

Overview

Syntax
Mode

Example

Output

Related
Commands
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Use this command to show the running system status and configuration details for
PIM-DM.

show running-config ip pim dense-mode
Privileged Exec and Global Configuration

To display the running system status and configuration details for PIM-DM, use the
command:

awplus# show running-config ip pim dense-mode

Figure 2-19: Example output from the show running-config ip pim
dense-mode command

|
ip pim spt-threshold

ip pim accept-register list 1
|

copy running-config

show running-config
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FILE MANAGEMENT COMMANDS
SHOW RUNNING-CONFIG IP PIM SPARSE-MODE

show running-config ip pim sparse-mode

Overview

Syntax
Mode

Example

Output

Related
Commands
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Use this command to show the running system status and configuration details for
PIM-SM.

show running-config ip pim sparse-mode
Privileged Exec and Global Configuration

To display the running system status and configuration details for PIM-SM, use the
command:

awplus# show running-config ip pim sparse-mode

Figure 2-20: Example output from the show running-config ip pim
sparse-mode command

|
ip pim spt-threshold

ip pim accept-register list 1
|

copy running-config

show running-config
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FILE MANAGEMENT COMMANDS
SHOW RUNNING-CONFIG IP ROUTE

show running-config ip route

Overview

Syntax
Mode

Example

Output

Related

Commands
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Use this command to show the running system static IPv4 route configuration.

For information on filtering and saving command output, see “Controlling “show”
Command Output” of the “Getting Started with AlliedWare Plus” Feature Overview
and Configuration Guide.

show running-config ip route
Privileged Exec and Global Configuration

To display the running system static IPv4 route configuration, use the command:

awplus# show running-config ip route

Figure 2-21:  Example output from the show running-config ip route
command

ip route 3.3.3.3/32 vlan3

ip route 3.3.3.3/32 vlan2
I

copy running-config

show running-config
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FILE MANAGEMENT COMMANDS
SHOW RUNNING-CONFIG IPS

show running-config ips

Overview Use this command to show the configuration commands that have been used to
configure IPS.

Syntax show running-config dpi
Mode Privileged Exec

Examples To show the commands that have been used to configure IPS, use the command:

show running-config ips

Output Figure 2-22: Example output from the show running-config ips command on

the console.
awplus#show running-config ips
ips
protect
!
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FILE MANAGEMENT COMMANDS
SHOW RUNNING-CONFIG IP-REPUTATION

show running-config ip-reputation

Overview

Syntax
Mode

Examples

Output

Use this command to show the configuration commands that have been used to
configure IP Reputation.

show running-config ip-reputation
Privileged Exec

To show the commands that have been used to configure IP Reputation, use the
command:
show running-config ip-reputation

Figure 2-23: Example output from the show running-config ip-reputation
command on the console.

ip-reputation

protect
i

awplus#show running-config ip-reputation

provider emerging-threats
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FILE MANAGEMENT COMMANDS
SHOW RUNNING-CONFIG IPV6 MROUTE

show running-config ipvé mroute

Overview
Syntax
Mode

Example

Output

Related
Commands
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Use this command to show the running system IPv6 multicast route configuration.

show running-config ipv6 mroute
Privileged Exec and Global Configuration

To display he running system IPv6 multicast route configuration, use the
command:

awplus# show running-config ipv6 mroute

Figure 2-24: Example output from the show running-config ipv6 mroute
command

|
ipv6 route 3ell::/64 lo
ipv6 route 3ell::/64 vlan2

ipv6 route feB80::/64 vlan3
|

copy running-config

show running-config
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FILE MANAGEMENT COMMANDS
SHOW RUNNING-CONFIG IPV6 PREFIX-LIST

show running-config ipv6 prefix-list

Overview

Syntax
Mode

Example

Output

Related
Commands

C613-50080-01 REV A

Use this command to show the running system status and configuration details for
IPv6 prefix lists.

show running-config ipv6 prefix-list
Privileged Exec and Global Configuration

To display show the running system status and configuration details for IPv6 prefix
lists, use the command:
awplus# show running-config ipv6 prefix-list

Figure 2-25: Example output from the show running-config ipvé prefix-list
command

ipv6 prefix-list sde seq 5 permit any
|

copy running-config

show running-config

Command Reference for AT-AR2050V 153
AlliedWare Plus™ Operating System - Version 5.4.5-2.x



FILE MANAGEMENT COMMANDS
SHOW RUNNING-CONFIG IPV6 ROUTE

show running-config ipv6 route

Overview

Syntax
Mode

Example

Output

Related
Commands
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Use this command to show the running system static IPv6 route configuration.

For information on filtering and saving command output, see “Controlling “show”
Command Output” of the “Getting Started with AlliedWare Plus” Feature Overview
and Configuration Guide.

show running-config ipvé6 route
Privileged Exec and Global Configuration

To display the running system static IPv6 route configuration, use the command:

awplus# show running-config ipv6 route

Figure 2-26: Example output from the show running-config ipvé route
command

I
ipv6 route 3ell::/64 lo
ipv6 route 3ell::/64 vlan2

ipv6 route fe80::/64 vlan3
I

copy running-config

show running-config
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FILE MANAGEMENT COMMANDS
SHOW RUNNING-CONFIG KEY CHAIN

show running-config key chain

Overview
Syntax
Mode

Example

Output

Related
Commands

C613-50080-01 REV A

Use this command to show the running system key-chain related configuration.
show running-config key chain
Privileged Exec and Global Configuration

To display the running system key-chain related configuration, use the command:

awplus# show running-config key chain

Figure 2-27: Example output from the show running-config key chain
command

]
key chain 12
key 2
key-string 234
!
key chain 123
key 3
key-string 345
!

copy running-config

show running-config
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FILE MANAGEMENT COMMANDS
SHOW RUNNING-CONFIG MALWARE-PROTECTION

show running-config malware-protection

Overview

Syntax
Mode

Examples

Output
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Use this command to show the configuration information about Malware
Protection.

show running-config malware-protection

Privileged Exec

To show the running configuration of Malware Protection, use the command:

show running-config malware-protection

Figure 2-28: Example output from the show running-config
malware-protection command on the console

awplus#show running-config malware-protection
malware-protection
provider kaspersky

protect
|
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FILE MANAGEMENT COMMANDS

SHOW RUNNING-CONFIG NAT

show running-config nat

Overview

Syntax
Mode

Examples

Output
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Use this command to show the configuration commands that have been used to

configure NAT.
show running-config nat

Privileged Exec

To show the configuration commands that have been used to configure NAT, use

the commands:

show running-config nat

Figure 2-29: Example output from the show running-config nat command on

the console

awplus#show running-config nat
nat
rule 10 masg http from private to public
rule 20 portfw http from public with dst dmz.servers.wb

enable
l§
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FILE MANAGEMENT COMMANDS
SHOW RUNNING-CONFIG PREFIX-LIST

show running-config prefix-list

Overview Use thiscommand to show the running system status and configuration details for
prefix-list.

Syntax show running-config prefix-list
Mode Privileged Exec and Global Configuration

Example To display the running system status and configuration details for prefix-list, use
the command:
awplus# show running-config prefix-list

Output Figure 2-30: Example output from the show running-config prefix-list
command

|
ip prefix-list abc seq 5 permit any
ip prefix-list as description annai

ip prefix-list wer seq 45 permit any
|

Related copy running-config

Commands . .
show running-config
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FILE MANAGEMENT COMMANDS
SHOW RUNNING-CONFIG ROUTE-MAP

show running-config route-map

Overview

Syntax
Mode

Example

Output

Related
Commands
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Use this command to show the running system status and configuration details for
route-map.

For information on filtering and saving command output, see “Controlling “show”
Command Output” of the “Getting Started with AlliedWare Plus” Feature Overview
and Configuration Guide.

show running-config route-map
Privileged Exec and Global Configuration

To display the running system status and configuration details for route-map, use
the command:

awplus# show running-config route-map

Figure 2-31: Example output from the show running-config route-map
command

|

route-map abc deny 2

match community 2

!

route-map abc permit 3

match route-type external type-2

set metric-type type-1
|

copy running-config

show running-config

Command Reference for AT-AR2050V 159
AlliedWare Plus™ Operating System - Version 5.4.5-2.x


http://alliedtelesis.com/support/documentation_keyword_Getting%20Started.aspx
http://alliedtelesis.com/support/documentation_keyword_Getting%20Started.aspx

FILE MANAGEMENT COMMANDS
SHOW RUNNING-CONFIG ROUTER

show running-config router

Overview

Syntax

Mode

Example

Output

Related

Commands
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Use the show running-config router command to display the current running
configuration for a given router.

show running-config router <protocol>

Parameter Description

<protocol> bgp |ospf | rip |ipvé rip | vrrp

bgp Border Gateway Protocol (BGP)

ospf Open Shortest Path First (OSPF)

rip Routing Information Protocol (RIP)

ipvé rip IPv6 RIP

vrrp Virtual Redundancy Routing Protocol (VRRP)

Privileged Exec and Global Configuration

To display the current running configuration for a given router, use the command:

awplus# show running-config router ospf

Figure 2-32:  Example output from the show running-config router command

|
router ospf
network 192.168.1.0/24 area 0.0.0.0

network 192.168.3.0/24 area 0.0.0.0
|

copy running-config

show running-config
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FILE MANAGEMENT COMMANDS
SHOW RUNNING-CONFIG ROUTER-ID

show running-config router-id

Overview
Syntax
Mode

Example

Output

Related
Commands
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Use this command to show the running system global router ID configuration.
show running-config router-id
Privileged Exec and Global Configuration

To display the running system global router ID configuration, use the command:

awplus# show running-config router-id

Figure 2-33:  Example output from the show running-config router-id
command

router-id 3.3.3.3
|

copy running-config

show running-config

Command Reference for AT-AR2050V 161
AlliedWare Plus™ Operating System - Version 5.4.5-2.x



FILE MANAGEMENT COMMANDS
SHOW RUNNING-CONFIG SECURITY-PASSWORD

show running-config security-password

Overview This command displays the configuration settings for the various
security-password rules. If a default parameter is used for a security-password rule,
therefore disabling that rule, no output is displayed for that feature.

Syntax show running-config security-password
Mode Privileged Exec and Global Configuration

Example To display the current security-password rule settings in the running-config, use
the command:

show running-config security-password

Output Figure 2-34: Example output from the show running-config
security-password command

security-password minimum-length 8
security-password minimum-categories 3
security-password history 4
security-password lifetime 30
security-password warning 3
security-password forced-change

Related show security-password configuration

Commands .
show security-password user
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FILE MANAGEMENT COMMANDS
SHOW RUNNING-CONFIG TRAFFIC-SHAPING

show running-config traffic-shaping

Overview

Example

Syntax

Output

This command displays the configuration settings for Traffic Shaping.

show running-config traffic-shaping

Mode Privileged Exec and Global Configuration

To display the current configuration for Traffic Shaping, use the command:

awplus# show running-config traffic-shaping

Figure 2-35:  Example output from the show running-config traffic-shaping

command

rule
rule
rule

rule

10
12
15
20

traffic-shaping
virtual-bandwidth

match ssh
match ftp
match any
match any

#show running-config traffic-shaping

interface ethl rate 10000

from wan to private rate 100 max 1000 priority 2
from lan to internet rate 1 max 10000 priority 7
from customerA to internet rate 3000

from lan to wan rate 5000 max 10000

Related

Commands

C613-50080-01 REV A

show traffic-shaping
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FILE MANAGEMENT COMMANDS
SHOW RUNNING-CONFIG WEB-CONTROL

show running-config web-control

Overview
Syntax
Mode

Examples

Output
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Use this command to show the configuration information about Web Control.

show running-config web-control
Privileged Exec

To show the running configuration of Web Control, use the command:

awplus# show running-config web-control

Figure 2-36: Example output from the show running-config web-control
command on the console

awplus#show running-config web-control
web-control
provider digitalarts

protect
|
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FILE MANAGEMENT COMMANDS

SHOW STARTUP-CONFIG

show startup-config

Overview

Syntax
Mode

Example

Output

This command displays the contents of the start-up configuration file, which is the
file that the device runs on start-up.

For information on filtering and saving command output, see “Controlling “show”
Command Output” in the “Getting Started with AlliedWare Plus” Feature Overview
and Configuration Guide.
show startup-config

Privileged Exec

To display the contents of the current start-up configuration file, use the
command:

awplus# show startup-config

Figure 2-37:  Example output from the show startup-config command

!

!

!

no service ssh
i

service telnet
i

line con O
line vty 0 4
|

end

awplus#show startup-config
service password-encryption

username manager privilege 15 password 8 $1$bJoVec4D$IwWOJGPr7YgoExAOGVasdEO

no clock timezone

Related
Commands

C613-50080-01 REV A

boot config-file backup
copy running-config
copy startup-config
erase startup-config

show boot
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FILE MANAGEMENT COMMANDS
SHOW VERSION

show version

Overview This command displays the version number and copyright details of the current

AlliedWare Plus™ OS your device is running.
Syntax show version
Mode User Exec and Privileged Exec

Example To display the version details of your currently installed software, use the
command:

show version

Output Figure 2-38: Example output from the show version command

awplus#show version
AlliedWare Plus (TM) 5.4.5 03/19/15 21:15:14

Build name : AR3050S5-5.4.5-0.1.rel
Build date : Thu Mar 19 21:15:30 UTC 2015
Build type : RELEASE

Application Interface Specification Framework
Copyright (c) 2002-2004 MontaVista Software, Inc;
Copyright (c) 2005-2010 Red Hat, Inc.
Command Line Option Parsing Library
Copyright (c) 1998-2002 Red Hat Software Inc.
Corosync Cluster Engine
Copyright (c) 2002-2004 MontaVista Software, Inc. All rights reserved;
Copyright (c) 2005-2010 Red Hat, Inc.

DHCP Bind
Copyright (c) 2005 - 2008, Holger Zuleger HZnet. All rights reserved.
Copyright (c) 2004-2012 1Internet Systems Consortium, Inc. ("ISC").
Copyright (c) 1996-2003 Internet Software Consortium.

Copyright (c) 1995-2000 by Network Associates, Inc.
Copyright (c) 2002 Stichting NLnet, Netherlands, stichting@nlnet.nl.
Copyright (c) 1987, 1990, 1993, 1994
The Regents of the University of California. All rights reserved.
Copyright (c) The Internet Society 2005.
This version of this module is part of RFC 4178; see the RFC itself
full legal notices.
Copyright (c) 2004 Masarykova universita
(Masaryk University, Brno, Czech Republic). All rights reserved.
Copyright (c) 1997 - 2003 Kungliga Tekniska Hogskolan
(Royal Institute of Technology, Stockholm, Sweden).
All rights reserved.

(
(
(
Copyright (c) 1996-2001 Nominum, Inc.
(
(
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SHOW VERSION
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FILE MANAGEMENT COMMANDS
SHOW VERSION

Copyright (c) 2003, 2004, 2005 Kostas Kalevras <kkalev@noc.ntua.gr>
Copyright (c) 2004 Cladju Consulting, Inc.

Copyright (c) 2001, 2002, 2003, 2004, 2005 Google, Inc.

Copyright (c) 2003, 2004 Michael Richardson <mcr@sandelman.ottawa.on.ca>
Copyright (c) 2002, 2003, 2004 Novell, Inc.

Copyright (c) 2002 Miguel A.L. Paraz <mparaz@mparaz.com>

Copyright (c) 2002 Simon Ekstrand <simon@routemeister.net>

Copyright (c) 2001 Chad Miller <cmiller@surfsouth.com>

Copyright (c) 2001 hereUare Communications, Inc.

Copyright (c) 2000 Jochen Friedrich <jochen@scram.de>

Copyright (c) 2000, 2002 Miquel van Smoorenburg

Copyright (c) 2000 Jeff Carneal <jeff@apex.net>

Copyright (c) 2000 Alan Curry <pacman@world.std.com>
Copyright (c) 2000 David Kerry <davidk@snti.com>
Copyright (c) 2000 Dmitri Ageev <d ageev@ortcc.ru>
Copyright (c) 2000 Nathan Neulinger <nneul@umr.edu>
Copyright (c) 2000 Mike Machado <mike@innercite.com>
Copyright (c) 2000, 2001 Chad Miller <cmiller@surfsouth.com>
Copyright (c) 1997, 1998, 1999 Cistron Internet Services B.V.
Copyright (c) 1999 Kunihiro Ishiguro <kunihiro@zebra.org>
Hardware Platform Interface Library
Copyright (c) 2004 by Intel Corp;
Copyright (C) IBM Corp. 2004-2008.
IPSec Tools
Copyright (c) 1995, 1996, 1997, 1998, and 1999 WIDE Project.
All rights reserved.

Copyright (c) 2000 Wasabi Systems, Inc. All rights reserved.

(

Copyright (c) 2004-2006 Emmanuel Dreyfus. All rights reserved.
Copyright (c) 2004 SuSE Linux AG, Nuernberg, Germany.

Contributed by: Michal Ludvig <mludvig@suse.cz>, SUSE Labs.

All rights reserved.

Copyright (c) 2008 Timo Teras. All rights reserved.

Copyright (c) 1984, 1989, 1990, 2000, 2001, 2002, 2003, 2004, 2005, 2006
Free Software Foundation, Inc.

libcap2 - Support for getting/setting POSIX.le capabilities
Copyright (c) 1997-9,2007-2011 Andrew G Morgan <morgan@kernel.org>
Copyright (C) 2010 Serge Hallyn <serue(@us.ibm.com>
Copyright (C) 1997 Aleph One
LibHTP - A security-aware parser for the HTTP protocol
Copyright (c) 2009-2010 Open Information Security Foundation
Copyright (c) 2010-2013 Qualys, Inc.

All rights reserved.

Libnet - An API for construction and handling of network packets
Copyright (c) 1998 - 2002 Mike D. Schiffman <mike@infonexus.com>
http://www.packetfactory.net/libnet
LIBNET 1.1.3+ (c) 2009 - 2012 Sam Roberts <vieuxtech@gmail.com>
libpcap - An API for user-level packet capture
Copyright (c) 1990, 1991, 1992, 1993, 1994, 1995, 1996, 1997, 1998
The Regents of the University of California. All rights reserved.

Linux Utilities
Copyright (C) 1989, 1991 Free Software Foundation, Inc.

675 Mass Ave, Cambridge, MA 02139, USA

Copyright (c) 1989 The Regents of the University of California.
All rights reserved.

MD5 Message Digest Algorithm

Copyright (c) 1990-2, RSA Data Security, Inc. Created 1991.

All rights reserved.
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FILE MANAGEMENT COMMANDS
SHOW VERSION
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FILE MANAGEMENT COMMANDS
SHOW VERSION

Related boot system backup
Commands

show boot
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FILE MANAGEMENT COMMANDS

WRITE FILE

write file

Overview

Syntax
Mode

Example

Related
Commands
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This command copies the running-config into the file that is set as the current
startup-config file. This command is a synonym of the write memory and copy
running-config startup-config commands.

write [file]
Privileged Exec

To write configuration data to the start-up configuration file, use the command:

awplus# write file

copy running-config
write memory

show running-config
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FILE MANAGEMENT COMMANDS

WRITE MEMORY

write memory

Overview

Syntax
Mode

Example

Related
Commands
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This command copies the running-config into the file that is set as the current
startup-config file. This command is a synonym of the write file and copy
running-config startup-config commands.

write [memory]

Privileged Exec

To write configuration data to the start-up configuration file, use the command:

awplus# write memory

copy running-config
write file

show running-config
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WRITE TERMINAL

write terminal

Overview Thiscommand displays the current configuration of the device. This command is a
synonym of the show running-config command.

Syntax write terminal
Mode Privileged Exec

Example To display the current configuration of your device, use the command:

awplus# write terminal

Related show running-config
Commands
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Commands

Introduction

Overview

Command List
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This chapter provides an alphabetical reference of commands used to configure
user access.

“clear line console” on page 176

. “clear line vty” on page 177

. “enable password” on page 178

. “enable secret” on page 181

. “exec-timeout” on page 184

. “flowcontrol hardware (asyn/console)” on page 186

. “length (asyn)” on page 188

. “line” on page 189

. “privilege level” on page 191

. “security-password history” on page 192

. “security-password forced-change” on page 193

. “security-password lifetime” on page 194

. “security-password minimum-categories” on page 195

. “security-password minimum-length” on page 196

. “security-password reject-expired-pwd” on page 197

. “security-password warning” on page 198

. “service advanced-vty” on page 199

. “service password-encryption” on page 200

. “service telnet” on page 201

. “service terminal-length (deleted)” on page 202
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“show privilege” on page 203

“show security-password configuration” on page 204
“show security-password user” on page 205

“show telnet” on page 206

“show users” on page 207

“telnet” on page 208

“telnet server” on page 209

“terminal length” on page 210

“terminal resize” on page 211

“username” on page 212
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USER ACCESS COMMANDS
CLEAR LINE CONSOLE

clear line console

Overview This command resets a console line. If a terminal session exists on the line then the
terminal session is terminated. If console line settings have changed then the new
settings are applied.

Syntax clear line console 0

Mode Privileged Exec

Example To reset the console line (asyn), use the command:
awplus# clear line console O

awplus# % The new settings for console line 0 have been applied

Related clear line vty

Commands
flowcontrol hardware (asyn/console)
line
show users
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CLEAR LINE VTY

clear line vty

Overview

Syntax

Mode

Example

Related
Commands
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This command resets a VTY line. If a session exists on the line then it is closed.

clear line vty <0-32>

Parameter Description

<0-32> Line number

Privileged Exec

To reset the first vty line, use the command:

awplus# clear line vty 1

privilege level
line
show telnet

show users
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ENABLE PASSWORD

enable password

Overview Tosetalocal password to control access to various privilege levels, use the enable

Syntax

Default

Mode

Usage
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password Global Configuration command. Use the enable password command to
modify or create a password to be used, and use the no enable password
command to remove the password.

Note that the enable secret command is an alias for the enable password
command, and the no enable secret command is an alias for the no enable
password command. Issuing a no enable password command removes a password
configured with the enable secret command. The enable password command is
shown in the running and startup configurations. Note that if the enable secret
command is entered then enable password is shown in the configuration.

enable password [<plain>|8 <hidden>|level <1-15> 8 <hidden>]

no enable password [level <I1-15>]

Parameter Description

<plain> Specifies the unencrypted password.
8 Specifies a hidden password will follow.
<hidden> Specifies the hidden encrypted password. Use an encrypted

password for better security where a password crosses the network
oris stored on a TFTP server.

level Privilege level <1-15>. Level for which the password applies. You can
specify up to 16 privilege levels, using numbers 1 through 15. Level 1
is normal EXEC-mode user privileges for User Exec mode. If this
argument is not specified in the command or the no variant of the
command, the privilege level defaults to 15 (enable mode privileges)
for Privileged Exec mode. A privilege level of 7 can be set for
intermediate CLI security.

The privilege level for enable password is level 15 by default. Previously the default
was level 1.

Global Configuration

This command enables the Network Administrator to set a password for entering
the Privileged Exec mode when using the enable (Privileged Exec mode)
command. There are three methods to enable a password. In the examples below,
for each method, note that the configuration is different and the configuration file
output is different, but the password string to be used to enter the Privileged Exec
mode with the enable command is the same (mypasswd).

A user can now have an intermediate CLI security level set with this command for
privilege level 7 to access all the show commands in Privileged Exec mode and all
the commands in User Exec mode, but not any configuration commands in
Privileged Exec mode.
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USER ACCESS COMMANDS
ENABLE PASSWORD

Using plain
passwords

Using encrypted
passwords

Using hidden
passwords

C613-50080-01 REV A

Note that the enable password command is an alias for the enable secret
command and one password per privilege level is allowed using these commands.
Do not assign one password to a privilege level with enable password and another
password to a privilege level with enable secret. Use enable password or enable
secret commands. Do not use both on the same level.

The plain password is a clear text string that appears in the configuration file as
configured.

configure terminal
enable password mypasswd

end

This results in the following show output:

awplus#show run

Current configuration:
hostname awplus

enable password mypasswd
|

interface lo

You can configure an encrypted password using the service password-encryption
command. First, use the enable password command to specify the string that you
want to use as a password (mypasswd). Then, use the service
password-encryption command to encrypt the specified string (mypasswd). The
advantage of using an encrypted password is that the configuration file does not
show mypasswd, it will only show the encrypted string fU7zHzuutY2SA.

configure terminal
enable password mypasswd
service password-encryption
end

This results in the following show output:

awplus#show run

Current configuration:

hostname awplus

enable password 8 fU7zHzuutY2SA
service password-encryption

|

interface lo

You can configure an encrypted password using the HIDDEN parameter (8) with
the enable password command. Use this method if you already know the
encrypted string corresponding to the plain text string that you want to use as a
password. It is not required to use the service password-encryption command for

Command Reference for AT-AR2050V 179
AlliedWare Plus™ Operating System - Version 5.4.5-2.x



USER ACCESS COMMANDS
ENABLE PASSWORD

this method. The output in the configuration file will show only the encrypted
string, and not the text string.

awplus# configure terminal
awplus (config)# enable password 8 fU7zHzuutY2SA
awplus (config) # end

This results in the following show output:

awplus#show run
Current configuration:
hostname awplus

enable password 8 fU7zHzuutY2SA
|

interface lo

Related enable (Privileged Exec mode)

Commands

enable secret
service password-encryption
privilege level
show privilege
username
show running-config
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ENABLE SECRET

enable secret

Overview

Syntax

Default
Mode

Usage
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To set a local password to control access to various privilege levels, use the enable
secret Global Configuration command. Use the enable secret command to modify
or create a password to be used, and use the no enable secret command to remove
the password.

Note that the enable secret command is an alias for the enable password
command, and the no enable secret command is an alias for the no enable
password command. Issuing a no enable password command removes a password
configured with the enable secret command. The enable password command is
shown in the running and startup configurations. Note that if the enable secret
command is entered then enable password is shown in the configuration

enable secret [<plain>|8 <hidden>|level <0-15> 8 <hidden>]

no enable secret [level <1-15>]

Parameter Description

<plain> Specifies the unencrypted password.
8 Specifies a hidden password will follow.
<hidden> Specifies the hidden encrypted password. Use an encrypted

password for better security where a password crosses the network
oris stored on a TFTP server.

level Privilege level <1-15>. Level for which the password applies. You can
specify up to 16 privilege levels, using numbers 1 through 15. Level 1
is normal EXEC-mode user privileges for User Exec mode. If this
argument is not specified in the command or the no variant of the
command, the privilege level defaults to 15 (enable mode privileges)
for Privileged Exec mode. A privilege level of 7 can be set for
intermediate CLI security.

The privilege level for enable secret is level 15 by default.
Global Configuration

This command enables the Network Administrator to set a password for entering
the Privileged Exec mode when using the enable (Privileged Exec mode)
command. There are three methods to enable a password. In the examples below,
for each method, note that the configuration is different and the configuration file
output is different, but the password string to be used to enter the Privileged Exec
mode with the enable command is the same (mypasswd).

A user can have an intermediate CLI security level set with this command for
privilege level 7 to access all the show commands in Privileged Exec mode and all
the commands in User Exec mode, but not any configuration commands in
Privileged Exec mode.
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ENABLE SECRET

Using plain
passwords

Using encrypted
passwords

Using hidden
passwords
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Note that the enable secret command is an alias for the enable password
command and one password per privilege level is allowed using these commands.
Do not assign one password to a privilege level with enable password and another
password to a privilege level with enable secret. Use enable password or enable
secret commands. Do not use both on the same level.

The plain password is a clear text string that appears in the configuration file as
configured.
configure terminal
enable secret mypasswd
end

This results in the following show output:

awplus#show run
Current configuration:
hostname awplus

enable password mypasswd
|

interface lo

Configure an encrypted password using the service password-encryption
command. First, use the enable password command to specify the string that you
want to use as a password (mypasswd). Then, use the service
password-encryption command to encrypt the specified string (mypasswd). The
advantage of using an encrypted password is that the configuration file does not
show mypasswd, it will only show the encrypted string fU7zHzuutY2SA.

configure terminal
enable secret mypasswd
service password-encryption
end

This results in the following show output:

awplus#show run

Current configuration:

hostname awplus

enable password 8 fU7zHzuutY2SA
service password-encryption

|

interface lo

Configure an encrypted password using the HIDDEN parameter (8) with the

enable password command. Use this method if you already know the encrypted
string corresponding to the plain text string that you want to use as a password. It
is not required to use the service password-encryption command for this method.
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The output in the configuration file will show only the encrypted string, and not
the text string:

awplus# configure terminal
awplus (config)# enable secret 8 fU7zHzuutY2SA
awplus (config) # end

This results in the following show output:

awplus#show run
Current configuration:
hostname awplus

enable password 8 fU7zHzuutY2SA
|

interface lo

Related enable (Privileged Exec mode)

Commands

enable secret
service password-encryption
privilege level
show privilege
username
show running-config
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EXEC-TIMEOUT

exec-timeout

Overview

Syntax

Default

Mode

Usage

Examples

Validation
Commands
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This command sets the interval your device waits for user input from either a
console or VTY connection. Once the timeout interval is reached, the connection is
dropped. This command sets the time limit when the console or VTY connection
automatically logs off after no activity.

The no variant of this command removes a specified timeout and resets to the
default timeout (10 minutes).

exec—-timeout {<minutes>} [<seconds>]

no exec-timeout

Parameter Description

<minutes> <0-35791> Required integer timeout value in minutes

<seconds> <0-2147483> Optional integer timeout value in seconds

The default for the exec-timeout command is 10 minutes and 0 seconds
(exec-timeout 10 0).

Line Configuration

This command is used set the time the telnet session waits for an idle VTY session,
before it times out. An exec-timeout 0 0 setting will cause the telnet session to
wait indefinitely. The command exec-timeout 0 0 is useful while configuring a
device, but reduces device security.

If no input is detected during the interval then the current connection resumes. If
no connections exist then the terminal returns to an idle state and disconnects
incoming sessions.

To set VTY connections to timeout after 2 minutes, 30 seconds if there is no
response from the user, use the following commands:

awplus# configure terminal
awplus (config)# line vty 0 32
awplus (config-line)# exec-timeout 2 30

To reset the console connection to the default timeout of 10 minutes 0 seconds if
there is no response from the user, use the following commands:

awplus# configure terminal
awplus (config)# line console 0

awplus (config-1line)# no exec-timeout

show running-config
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EXEC-TIMEOUT

Related line

Commands .
service telnet
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FLOWCONTROL HARDWARE (ASYN/CONSOLE)

flowcontrol hardware (asyn/console)

Overview

Syntax

Mode
Default

Usage
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Use this command to enable RTS/CTS (Ready To Send/Clear To Send) hardware
flow control on a terminal console line (asyn port) between the DTE (Data Terminal
Equipment) and the DCE (Data Communications Equipment).

flowcontrol hardware

no flowcontrol hardware
Line Configuration
Hardware flow control is disabled by default.

Hardware flow control makes use of the RTS and CTS control signals between the
DTE and DCE where the rate of transmitted data is faster than the rate of received
data. Flow control is a technique for ensuring that a transmitting entity does not
overwhelm a receiving entity with data. When the buffers on the receiving device
are full, a message is sent to the sending device to suspend the transmission until
the data in the buffers has been processed.

Hardware flow control can be configured on terminal console lines (e.g. asyn0). For
Reverse Telnet connections, hardware flow control must be configured to match

on both the Access Server and the Remote Device. For terminal console sessions,
hardware flow control must be configured to match on both the DTE and the DCE.
Settings are saved in the running configuration. Changes are applied after reboot,
clear line console, or after closing the session.

Use show running-config and show startup-config commands to view hardware
flow control settings that take effect after reboot for a terminal console line. See
the show running-config command output:

awplus#show running-config
l§
line con 1
speed 9600
mode out 2001
flowcontrol hardware

Note that line configuration commands do not take effect immediately. Line
configuration commands take effect after one of the following commands or
events:

. issuing a clear line console command
. issuing a reboot command
. logging out of the current session
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FLOWCONTROL HARDWARE (ASYN/CONSOLE)

Examples To enable hardware flow control on terminal console line asyn0, use the
commands:

awplus# configure terminal
awplus (config)# line console O
awplus (config-line)# flowcontrol hardware

To disable hardware flow control on terminal console line asyn0, use the
commands:

awplus# configure terminal
awplus (config)# line console 0
awplus (config-line)# no flowcontrol hardware
Related clear line console
Commands

show running-config

speed (asyn)
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length (asyn)

Overview

Syntax

Mode

Default

Usage

Examples

Related
Commands
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Use this command to specify the number of rows of output that the device will
display before pausing, for the console or VTY line that you are configuring.

The no variant of this command restores the length of a line (terminal session)
attached to a console port or to a VTY to its default length of 22 rows.

length <0-512>

no length

Parameter Description

<0-512> Number of lines on screen. Specify 0 for no pausing.

Line Configuration

The length of a terminal session is 22 rows. The no length command restores the
default.

If the output from a command is longer than the length of the line the output will
be paused and the ‘~More-' prompt allows you to move to the next screen full of
data.

A length of 0 will turn off pausing and data will be displayed to the console as long
as there is data to display.

To set the terminal session length on the console to 10 rows, use the command:
awplus# configure terminal

awplus (config)# line console 0

awplus (config-line)# length 10

Toreset the terminal session length on the console to the default (22 rows), use the
command:

awplus# configure terminal

awplus (config)# line console O

awplus (config-line)# no length

To display output to the console continuously, use the command:
awplus# configure terminal

awplus (config)# line console 0

awplus (config-line)# length 0

terminal resize

terminal length
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LINE

Ine

Overview

Syntax

Mode

Usage

Examples
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Use this command to enter line configuration mode for the specified VTYs or the
console. The command prompt changes to show that the device is in Line
Configuration mode.

line vty <first-line> [<last-line>]

line console 0

Parameter Description

<first-line> <0-32> Specify the first line number.

<last-line>  <0-32> Specify the last line number.

console The console terminal line(s) for local access.

vty Virtual terminal for remote console access.

Global Configuration

In Line Configuration mode, you can configure console and virtual terminal
settings, including setting speed (asyn), length (asyn), privilege level, and
authentication (login authentication) or accounting (accounting login) method
lists.

To change the console (asyn) port speed, use this line command to enter Line
Configuration mode before using the speed (asyn) command. Set the console
speed (Baud rate) to match the transmission rate of the device connected to the
console (asyn) port on your device.

Note that line configuration commands do not take effect immediately. Line
configuration commands take effect after one of the following commands or
events:

. issuing a clear line console command
. issuing a reboot command
. logging out of the current session

To enter Line Configuration mode in order to configure all VTYs, use the
commands:

awplus# configure terminal
awplus (config)# line vty 0 32

awplus (config-1line) #
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To enter Line Configuration mode to configure the console (asyn 0) port terminal
line, use the commands:

awplus# configure terminal
awplus (config)# line console 0

awplus (config-1line) #

Related accounting login
Commands .
clear line console
clear line vty
flowcontrol hardware (asyn/console)
length (asyn)
login authentication

privilege level

speed (asyn)
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privilege level

Overview This command sets a privilege level for VTY or console connections. The
configured privilege level from this command overrides a specific user’s initial
privilege level at the console login.

Syntax privilege level <I1-15>
Mode Line Configuration

Usage Youcansetanintermediate CLIsecurity level for a console user with this command
by applying privilege level 7 to access all show commands in Privileged Exec and
all User Exec commands. However, intermediate CLI security will not show
configuration commands in Privileged Exec.

Examples To set the console connection to have the maximum privilege level, use the
following commands:

awplus# configure terminal
awplus (config)# line console 0
awplus (config-line)# privilege level 15

To set all vty connections to have the minimum privilege level, use the following
commands:

awplus# configure terminal
awplus (config)# line vty 0 5
awplus (config-line)# privilege level 1

To set all vty connections to have an intermediate CLI security level, to access all
show commands, use the following commands:

awplus# configure terminal
awplus (config)# line vty 0 5

awplus (config-line)# privilege level 7

Related enable password

Commands .
line
show privilege
username
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SECURITY-PASSWORD HISTORY

security-password history

Overview

Syntax

Default
Mode

Examples

Validation
Commands

Related
Commands
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This command specifies the number of previous passwords that are unable to be
reused. A new password is invalid if it matches a password retained in the
password history.

The no security-password history command disables the security password
history functionality.

security-password history <0-15>

no security-password history

Parameter Description

<0-15> The allowable range of previous passwords to match against. A
value of 0 will disable the history functionality and is equivalent to
the no security-password history command. If the history
functionality is disabled, all users’ password history is reset and all
password history is lost.

The default history value is 0, which will disable the history functionality.
Global Configuration

To restrict reuse of the three most recent passwords, use the command:
awplus# configure terminal

awplus (config)# security-password history 3

To allow the reuse of recent passwords, use the command:

awplus# configure terminal

awplus (config)# no security-password history

show running-config security-password

show security-password configuration

security-password forced-change
security-password lifetime
security-password minimum-categories
security-password minimum-length
security-password reject-expired-pwd

security-password warning
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security-password forced-change

Overview This command specifies whether or not a user is forced to change an expired
password at the next login. If this feature is enabled, users whose passwords have
expired are forced to change to a password that must comply with the current
password security rules at the next login.

Note that to use this command, the lifetime feature must be enabled with the
security-password lifetime command and the reject-expired-pwd feature must be
disabled with the security-password reject-expired-pwd command.

The no security-password forced-change command disables the forced-change
feature.

Syntax security-password forced-change

no security-password forced-change
Default The forced-change feature is disabled by default.
Mode Global Configuration
Example To force a user to change their expired password at the next login, use the
command:
awplus# configure terminal
awplus (config) # security-password forced-change

Validation show running-config security-password

Commands . . .
show security-password configuration

Related security-password history
Commands . i
security-password lifetime
security-password minimum-categories
security-password minimum-length
security-password reject-expired-pwd

security-password warning
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SECURITY-PASSWORD LIFETIME

security-password lifetime

Overview

Syntax

Default
Mode

Example

Validation
Commands

Related
Commands
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This command enables password expiry by specifying a password lifetime in days.

Note that when the password lifetime feature is disabled, it also disables the
security-password forced-change command and the security-password warning
command.

The no security-password lifetime command disables the password lifetime
feature.

security-password lifetime <0-1000>

no security-password lifetime

Parameter Description

<0-1000> Password lifetime specified in days. A value of 0 will disable lifetime
functionality and the password will never expire. This is equivalent
to the no security-password lifetime command.

The default password lifetime is 0, which will disable the lifetime functionality.
Global Configuration

To configure the password lifetime to 10 days, use the command:
awplus# configure terminal

awplus (config)# security-password lifetime 10

show running-config security-password

show security-password configuration

security-password history
security-password forced-change
security-password minimum-categories
security-password minimum-length
security-password reject-expired-pwd
security-password warning

show security-password user
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SECURITY-PASSWORD MINIMUM-CATEGORIES

security-password minimum-categories

Overview

Syntax

Default
Mode

Example

Validation
Commands

Related
Commands
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This command specifies the minimum number of categories that the password
must contain in order to be considered valid. The password categories are:

. uppercase letters: Ato Z
. lowercase letters:a to z
. digits:0to 9

. special symbols: all printable ASCII characters not included in the previous
three categories. The question mark (?) cannot be used as it is reserved for
help functionality.

Note that to ensure password security, the minimum number of categories should
align with the lifetime selected, i.e. the fewer categories specified the shorter the
lifetime specified.

security-password minimum-categories <1-4>

Parameter Description

<1-4> Number of categories the password must satisfy, in the range 1 to 4.

The default number of categories that the password must satisfy is 1.
Global Configuration

To configure the required minimum number of character categories to be 3, use
the command:

awplus# configure terminal

awplus (config)# security-password minimum-categories 3

show running-config security-password

show security-password configuration

security-password history
security-password forced-change
security-password lifetime
security-password minimum-length
security-password reject-expired-pwd
security-password warning

username
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USER ACCESS COMMANDS

SECURITY-PASSWORD MINIMUM-LENGTH

security-password minimum-length

Overview

Syntax

Default
Mode

Example

Validation
Commands

Related
Commands
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This command specifies the minimum allowable password length. This value is
checked against when there is a password change or a user account is created.

security-password minimum-length <I1-23>

Parameter Description

<1-23> Minimum password length in the range from 1 to 23.

The default minimum password length is 1.
Global Configuration

To configure the required minimum password length as 8, use the command:
awplus# configure terminal

awplus (config) # security-password minimum-length 8

show running-config security-password

show security-password configuration

security-password history
security-password forced-change
security-password lifetime
security-password minimum-categories
security-password reject-expired-pwd
security-password warning

username
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USER ACCESS COMMANDS

SECURITY-PASSWORD REJECT-EXPIRED-PWD

security-password reject-expired-pwd

Overview

Syntax

Default
Mode

Example

Validation
Commands

Related
Commands
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This command specifies whether or not a user is allowed to login with an expired
password. Users with expired passwords are rejected at login if this functionality is
enabled. Users then have to contact the Network Administrator to change their
password.

CAUTION: Once all users’ passwords are expired you are unable to login to the device
again if the security-password reject-expired-pwd command has been executed. You
will have to reboot the device with a default configuration file, or load an earlier
software version that does not have the security password feature.

We recommend you never have the command line “security-password
reject-expired-pwd” in a default config file.

Note that when the reject-expired-pwd functionality is disabled and a user logs on
with an expired password, if the forced-change feature is enabled with
security-password forced-change command, a user may have to change the
password during login depending on the password lifetime specified by the
security-password lifetime command.

The no security-password reject-expired-pwd command disables the
reject-expired-pwd feature.

security-password reject-expired-pwd

no security-password reject-expired-pwd
The reject-expired-pwd feature is disabled by default.
Global Configuration

To configure the system to reject users with an expired password, use the
command:

awplus# configure terminal

awplus (config)# security-password reject-expired-pwd

show running-config security-password

show security-password configuration

security-password history
security-password forced-change
security-password lifetime
security-password minimum-categories
security-password minimum-length
security-password warning

show security-password user
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USER ACCESS COMMANDS
SECURITY-PASSWORD WARNING

security-password warning

Overview This command specifies the number of days before the password expires that the
user will receive a warning message specifying the remaining lifetime of the
password.

Note that the warning period cannot be set unless the lifetime feature is enabled
with the security-password lifetime command.

The no security-password warning command disables this feature.

Syntax security-password warning <0-1000>

no security-password warning

Parameter Description

<0-1000> Warning period in the range from 0 to 7000 days. A value 0 disables
the warning functionality and no warning message is displayed for
expiring passwords. This is equivalent to the no security-password
warning command. The warning period must be less than, or equal
to, the password lifetime set with the security-password lifetime
command.

Default The default warning period is 0, which disables warning functionality.
Mode Global Configuration

Example To configure a warning period of three days, use the command:
awplus# configure terminal
awplus (config)# security-password warning 3

Validation show running-config security-password

Commands . . .
show security-password configuration

Related security-password history
Commands .
security-password forced-change
security-password lifetime
security-password minimum-categories
security-password minimum-length

security-password reject-expired-pwd
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USER ACCESS COMMANDS
SERVICE ADVANCED-VTY

service advanced-vty

Overview

Syntax

Default
Mode

Examples
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This command enables the advanced-vty help feature. This allows you to use TAB
completion for commands. Where multiple options are possible, the help feature
displays the possible options.

The no service advanced-vty command disables the advanced-vty help feature.

service advanced-vty

no service advanced-vty
The advanced-vty help feature is enabled by default.
Global Configuration

To disable the advanced-vty help feature, use the command:
awplus# configure terminal
awplus (config)# no service advanced-vty

To re-enable the advanced-vty help feature after it has been disabled, use the
following commands:

awplus# configure terminal

awplus (config)# service advanced-vty
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USER ACCESS COMMANDS

SERVICE PASSWORD-ENCRYPTION

service password-encryption

Overview

Syntax

Mode

Example

Validation
Commands

Related
Commands
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Use this command to enable password encryption. This is enabled by default.
When password encryption is enabled, the device displays passwords in the
running config in encrypted form instead of in plain text.

Use the no service password-encryption command to stop the device from
displaying newly-entered passwords in encrypted form. This does not change the
display of existing passwords.

service password-encryption

no service password-encryption
Global Configuration

awplus# configure terminal

awplus (config)# service password-encryption

show running-config

enable password
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USER ACCESS COMMANDS
SERVICE TELNET

service telnet

Overview

Syntax

Default

Mode

Examples

Related
Commands

C613-50080-01 REV A

Use this command to enable the telnet server. The server is enabled by default.

Enabling the telnet server starts the device listening for incoming telnet sessions

on the configured port.

The server listens on port 23, unless you have changed the port by using the
privilege level command.

Use the no variant of this command to disable the telnet server. Disabling the
telnet server will stop the device listening for new incoming telnet sessions.
However, existing telnet sessions will still be active.

service telnet [ip|ipv6]

no service telnet [ip|ipvo6]

The IPv4 and IPv6 telnet servers are enabled by default.
The configured telnet port is TCP port 23 by default.

Global Configuration

To enable both the IPv4 and IPv6 telnet servers, use the following commands:
awplus# configure terminal

awplus (config)# service telnet

To enable the IPv6 telnet server only, use the following commands:

awplus# configure terminal

awplus (config)# service telnet ipvé

To disable both the IPv4 and IPv6 telnet servers, use the following commands:
awplus# configure terminal

awplus (config)# no service telnet

To disable the IPv6 telnet server only, use the following commands:

awplus# configure terminal

awplus (config)# no service telnet ipv6

clear line vty
show telnet

telnet server
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USER ACCESS COMMANDS
SERVICE TERMINAL-LENGTH (DELETED)

service terminal-length (deleted)

Overview This command has been deleted in Software Version 5.4.5-0.1 and later.
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USER ACCESS COMMANDS
SHOW PRIVILEGE

show privilege

Overview

Syntax
Mode

Usage

Example

Output

Related
Commands
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This command displays the current user privilege level, which can be any privilege
level in the range <1-15>. Privilege levels <1-6> allow limited user access (all User
Exec commands), privilege levels <7-14> allow restricted user access (all User Exec
commands plus Privileged Exec show commands). Privilege level 15 gives full user
access to all Privileged Exec commands.

show privilege

User Exec and Privileged Exec

A user can have an intermediate CLI security level set with this command for
privilege levels <7-14> to access all show commands in Privileged Exec mode and
all commands in User Exec mode, but no configuration commands in Privileged

Exec mode.

To show the current privilege level of the user, use the command:

show privilege

Figure 3-1:  Example output from the show privilege command

awplus#show privilege

Current privilege level is 15
awplus#disable

awplus>show privilege

Current privilege level is 1

privilege level
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USER ACCESS COMMANDS

SHOW SECURITY-PASSWORD CONFIGURATION

show security-password configuration

Overview

Syntax
Mode

Example

Output

Related
Commands
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This command displays the configuration settings for the various security
password rules.

show security-password configuration

Privileged Exec

To display the current security-password rule configuration settings, use the

command:

awplus# show security-password configuration

Figure 3-2:  Example output from the show security-password configuration

command
Security Password Configuration
Minimum password length ............... i 8
Minimum password character categories to match ..... 3
Number of previously used passwords to restrict..... 4
Password 1ifetime .. vv it ittt it ettt ettt 30 day(s)
Warning period before password expires ........... 3 day (s)
Reject expired password at login ................... Disabled
Force changing expired password at login ......... Enabled

show running-config security-password

show security-password user
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USER ACCESS COMMANDS

SHOW SECURITY-PASSWORD USER

show security-password user

Overview
Syntax
Mode

Example

Output

Related
Commands
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This command displays user account and password information for all users.

show security-password user

Privileged Exec

To display the system users’ remaining lifetime or last password change, use the

command:

awplus# show security-password user

Figure 3-3:  Example output from the show security-password user command

User account and password information

Remaining-lifetime

Expiry
days
Expiry

UserName Privilege Last-PWD-Change

manager 15 4625 day(s) ago
bobl5 15 0 day(s) ago
ted? 7 0 day(s) ago
mikel 1 0 day(s) ago

Expiry

show running-config security-password

show security-password configuration
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USER ACCESS COMMANDS
SHOW TELNET

show telnet

Overview This command shows the Telnet server settings.
Syntax show telnet
Mode User Exec and Privileged Exec

Example To show the Telnet server settings, use the command:

awplus# show telnet

Output Figure 3-4:  Example output from the show telnet command

Telnet Server Configuration

Telnet server : Enabled
Protocol : IPv4,IPvo6
Port : 23

Related clear line vty

Commands .
service telnet
show users
telnet server
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USER ACCESS COMMANDS
SHOW USERS

show users

Overview This command shows information about the users who are currently logged into
the device.
Syntax show users
Mode User Exec and Privileged Exec
Example To show the users currently connected to the device, use the command:
awplus# show users
Output Figure 3-5:  Example output from the show users command
Line User Host (s) 1Idle Location Priv Idletime Timeout
con O manager idle 00:00:00 ttySO 15 10 N/A
vty 0  bob idle 00:00:03 172.16.11.3 1 0 5

C613-50080-01 REV A

Table 1: Parameters in the output of the show users command

Parameter Description

Line Console port user is connected to.
User Login name of user.
Host (s) Status of the host the user is connected to.
Idle How long the host has been idle.
Location URL location of user.
Priv The privilege level in the range 1 to 15, with 15 being the highest.
Idletime The time interval the device waits for user input from either a
console or VTY connection.
Timeout The time interval before a server is considered unreachable.
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USER ACCESS COMMANDS
TELNET

telnet

Overview

Syntax

Mode

Examples
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Use this command to open a telnet session to a remote device.

telnet {<hostname>|[ip] <ipv4-addr>|[ipv6] <ipvé6-addr>}
[<port>]

Parameter Description

<hostname> The host name of the remote system.
ip Keyword used to specify the IPv4 address or host name of a remote
system.

<ipv4-addr> An IPv4 address of the remote system.

ipv6 Keyword used to specify the IPv6 address of a remote system

<ipvé-addr> Placeholder for an IPv6 address in the format x : x : : x : %, for
example, 2001 :db8: : 8a2e:7334

<port> Specify a TCP port number (well known ports are in the range 1-
1023, registered ports are 1024-49151, and private ports are 49152-
65535).

User Exec and Privileged Exec

To connect to TCP port 2602 on the device at 10.2.2.2, use the command:
awplus# telnet 10.2.2.2 2602

To connect to the telnet server host . example, use the command:
awplus# telnet host.example

To connect to the telnet server host . example on TCP port 100, use the
command:

awplus# telnet host.example 100
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USER ACCESS COMMANDS
TELNET SERVER

telnet server

Overview

Syntax

Mode

Example

Related
Commands
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This command enables the telnet server on the specified TCP port. If the server is
already enabled then it will be restarted on the new port. Changing the port
number does not affect the port used by existing sessions.

telnet server {<1-65535>|default}

Parameter Description

<1-65535> The TCP port to listen on.

default Use the default TCP port number 23.

Global Configuration

To enable the telnet server on TCP port 2323, use the following commands:
awplus# configure terminal

awplus (config)# telnet server 2323

show telnet
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USER ACCESS COMMANDS
TERMINAL LENGTH

terminal length

Overview

Syntax

Mode

Examples

Related
Commands
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Use the terminal length command to specify the number of rows of output that
the device will display before pausing, for the currently-active terminal only.

Use the terminal no length command to remove the length specified by this
command. The default length will apply unless you have changed the length for
some or all lines by using the length (asyn) command.

terminal length <length>

terminal no length [<Iength>]

Parameter Description

<length> <0-512> Number of rows that the device will display on the
currently-active terminal before pausing.

User Exec and Privileged Exec

The following example sets the number of lines to 15:
awplus# terminal length 15
The following example removes terminal length set previously:

awplus# terminal no length

terminal resize

length (asyn)
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USER ACCESS COMMANDS
TERMINAL RESIZE

terminal resize

Overview

Syntax
Mode

Usage

Examples

Related
Commands
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Use this command to automatically adjust the number of rows of output on the
console, which the device will display before pausing, to the number of rows
configured on the user’s terminal.

terminal resize
User Exec and Privileged Exec

When the user’s terminal size is changed, then a remote session via SSH or TELNET
adjusts the terminal size automatically. However, this cannot normally be done
automatically for a serial or console port. This command automatically adjusts the
terminal size for a serial or console port.

The following example automatically adjusts the number of rows shown on the
console:

awplus# terminal resize

length (asyn)

terminal length
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USER ACCESS COMMANDS
USERNAME

username

Overview This command creates or modifies a user to assign a privilege level and a password.
NOTE: The default username privilege level of 1is not shown in running-config output.
Any username privilege level that has been modified from the default is shown.
Syntax username <name> privilege <0-15> [password [8] <password>]
username <name> password [8] <password>

no username <name>

Parameter Description

<name> The login name for the user. Do not use punctuation marks such as single quotes ('),
double quotes (“ “), or colons ( :) with the user login name.

privilege The user’s privilege level. Use the privilege levels to set the access rights for each user.

<0-15> A privilege level: either 0 (no access), 1-14 (limited access) or 15 (full
access). A user with privilege level 1-14 can only access higher
privilege levels if an enable password has been configured for the
level the user tries to access and the user enters that password.
A user at privilege level 1 can access the majority of show
commands. A user at privilege level 7 can access the majority of
show commands including platform show commands. Privilege
Level 15 (to access the Privileged Exec command mode) is required
to access configuration commands as well as show commands in
Privileged Exec.

password A password that the user must enter when logging in.

8 Specifies that you are entering a password as a string that has
already been encrypted, instead of entering a plain-text password.
The running-config displays the new password as an encrypted
string even if password encryption is turned off.
Note that the user enters the plain-text version of the password
when logging in.

<password> The user’s password. The password can be up to 23 characters in
length and include characters from up to four categories. The
password categories are:

+ uppercase letters: Ato Z
+ lowercase letters:ato z
+ digits:0to 9

« special symbols: all printable ASCII characters not included in the
previous three categories. The question mark ? cannot be used as
it is reserved for help functionality.

Mode Global Configuration

Default The privilege level is 1 by default. Note the default is not shown in running-config
output.
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USER ACCESS COMMANDS
USERNAME

Usage

Examples

Related
Commands
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An intermediate CLI security level (privilege level 7 to privilege level 14) allows a
CLI user access to the majority of show commands, including the platform show
commands that are available at privilege level 1 to privilege level 6). Note that
some show commands, such as show running-configuration and show
startup-configuration, are only available at privilege level 15.

A privilege level of 0 can be set for port authentication purposes from a RADIUS
server.

To create the user bob with a privilege level of 15, for all show commands
including show running-configuration and show startup-configuration and to
access configuration commands in Privileged Exec command mode, and the
password bobs_secret, use the commands:

awplus# configure terminal
awplus (config)f# username bob privilege 15 password bobs secret

To createauser junior admin with a privilege level of 7, for intermediate CLI
security level access for most show commands, and the password show only,
use the commands:

awplus# configure terminal

awplus (config) # username junior admin privilege 7 password
show only

enable password

security-password minimum-categories

security-password minimum-length
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Licensing
Commands

Introduction

Overview

Command List
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This chapter provides an alphabetical reference for each of the License commands.

The AR3050S and AR4050S devices only support subscription licensing in 5.4.5-0.1
release. For more information about subscription licensing, see the Subscription
Licensing Feature Overview and Configuration_Guide.

. “license” on page 215
. “license certificate” on page 216
. “license update” on page 217
. “show license” on page 218
. “show license brief” on page 219
. “show license external” on page 221
. “show system mac license” on page 222
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LICENSING COMMANDS
LICENSE

license

Overview

Syntax

Mode

Usage

Examples

Validation
Command
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This command activates the licensed software feature set on a device.

Use the no variant of this command to deactivate the licensed software feature set
on a device.

For feature licenses, contact your authorized distributor or reseller. If a license key
expires or is incorrect so the license key is invalid, then some software features will
be unavailable.

NOTE: Seethe AlliedWare Plus™ datasheet for alist of current feature licenses available
by product, and the AlliedWare Plus™ How To notes for information on obtaining
them. Purchase licenses from your authorized dealer or reseller.

Only install feature licenses during scheduled maintenance for any devicesin alive
environment.

license <label> <key>

no license <label>

Parameter Description

<label> A name for the feature license. To determine names already in
use, use the show license command. This can be the default
name supplied for the feature, or a renamed feature name.

<key> The encrypted license key to enable a set of software features.

Privileged Exec

You can change the license label using this command to make it specific to you
when you initially add a license. Once a license is added, any change to the license
label first requires removal of the license before adding a license again with a new
license label.

The default feature license labels are issued along with encrypted license keys by
e-mail for you to apply using this command to activate features. You can change
default feature license labels, but they must be 15 characters or less to be accepted
with the issued keys.

To activate the license name1 with the key
12345678ABCDE123456789ABCDE, use the command:

awplus# license namel 12345678ABCDE123456789ABCDE
To deactivate the license name1, use the command:

awplus# no license namel

show license
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LICENSING COMMANDS
LICENSE CERTIFICATE

license certificate

Overview

Syntax

Mode

Example

Validation
Command

Related
Commands
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This command enables you to apply software release licenses from a license
certificate file to a standalone device. Note that AR3050S and AR4050S devices do
not support release licenses in this release.

license certificate <certificate-url>

Parameter Description

<certificate-url> Specify the URL of the certificate file. This can be a file name
of a certificate file stored on the device, or it can be a TFTP
path specifying the address of the site plus the file name.

Privileged Exec

To apply release licenses from the certificate file certificate. txt stored at
the TFTP IP address 172.16.1.121, use the following command:

awplus# license certificate tftp://172.16.1.121/
certificate.txt

show license

license

show system mac license

Command Reference for AT-AR2050V 216
AlliedWare Plus™ Operating System - Version 5.4.5-2.x



LICENSING COMMANDS
LICENSE UPDATE

license update

Overview

Syntax

Mode

Usage

Examples

Related
Commands

C613-50080-01 REV A

Use this command to load a license permanently onto a device from a local file.

license update <local url>}

Parameter Description

<local url> URL of file location on the device.

Privileged Exec

A subset of licenses can be loaded onto the device from Allied Telesis Download
Center.

To load a license onto a device from a file called license_file.bin, use the following
command:

awplusflicense update license file.bin

Note that there must be a local version of the .bin file on the device.

show license external
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LICENSING COMMANDS
SHOW LICENSE

show license

Overview

Syntax

Mode

Examples

Output

This command displays information about a specific software feature or release
license, or all enabled software feature or release licenses on the device.

The AR3050S and AR4050S devices only support subscription licenses in this
release.

show license [feature|release] [<label>|index <index-number>]

Parameter Description

feature Only display license information for any applied feature licenses.
release Only display license information for any applied release licenses.
<label> The license name to show information about. This can be used

instead of the index number to identify a specific license.

index The index number of the license to show information about. This
<index-number> can be used instead of the license name to identify a specific
license.

User Exec and Privileged Exec

To display full information about all enabled licenses, use the command:
awplus# show license

To display full information about the licenses with index number 1, use the
command:

awplus# show license index 1

Figure 4-1:  Example output from show license

awplus#show license

Board region: Global

Feature licenses:

Release licenses on this unit:

Related
Commands
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license

show license brief
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LICENSING COMMANDS
SHOW LICENSE BRIEF

show license brief

Overview

Syntax

Mode

Examples
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This command displays information about a specific software feature or release
license, or all enabled software feature or release licenses on the device.

The AR3050S and AR4050S devices only support subscription licenses in this
release.

show license [feature|release] [<label>|index <index-number>]
brief

Parameter Description

feature Only display license information for any applied feature licenses.
release Only display license information for any applied release licenses.
<label> The license name to show information about. This can be used

instead of the index number to identify a specific license.

index The index number of the license to show information about. This

<index-number> can be used instead of the license name to identify a specific
license.

brief Displays a brief summary of license information.

User Exec and Privileged Exec

To display a brief summary of information about all feature licenses, use the
command:

awplus# show license feature brief
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LICENSING COMMANDS
SHOW LICENSE BRIEF

Output Figure 4-2:  Example output from show license brief

Related license
Commands

show license
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LICENSING COMMANDS
SHOW LICENSE EXTERNAL

show license external

Overview

Syntax

Mode

Examples

Output

Use this command to show information about external licenses. Note that this

command only shows the currently activated licenses. Expired licenses or licenses
that are not started will not be shown.

show license external

Privileged Exec

To show information about what features they are licensed for on an external
license server, use the following command:

show license external

Figure 4-3:  Example output from show license external

Start date
Expiry date

Start date
Expiry date

awplus#show license external
Licensed features:

Application Control (Procera)

24-Feb-2015
24-Feb-2016

Web Control (Digital Arts)

24-Feb-2015
24-Feb-2016

12:
11:

12:
11:

00AM
59PM

00AM
59PM

C613-50080-01 REV A
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LICENSING COMMANDS
SHOW SYSTEM MAC LICENSE

show system mac license

Overview

Syntax
Mode

Example

Output

Related
Commands
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This command displays the physical MAC address on a device. This information is

required when you buy a release license.
show system mac license
User Exec and Privileged Exec

To display the needed physical MAC address, enter the following command:

awplus# show system mac license

Figure 4-4:  Example output from show system mac license showing the MAC

address required for licensing

awplus#show system mac license

MAC address for licensing:
0200.0034.5684

show system mac
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Monitoring
Commands

Introduction

Overview

Command List
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This chapter provides an alphabetical reference of commands for configuring and
monitoring the system.

“banner exec” on page 225

. “banner login (system)” on page 227

. “banner motd” on page 229

. “clock set” on page 231

. “clock summer-time date” on page 232
. “clock summer-time recurring” on page 234
. “clock timezone” on page 236

. “hostname” on page 237

. “max-fib-routes” on page 239

. “max-static-routes” on page 240

. “no debug all” on page 241

. “reboot” on page 242

. “reload” on page 243

. “show clock” on page 244

. “show cpu” on page 246
. “show cpu history” on page 249
. “show debugging” on page 251

. “show interface memory” on page 253
. “show memory” on page 255
. “show memory allocations” on page 257
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. “show memory history” on page 259

. “show memory pools” on page 260

. “show memory shared” on page 261

. “show process” on page 262

. “show reboot history” on page 264

. “show router-id” on page 265

. “show system” on page 266

. “show system environment” on page 267
. “show system interrupts” on page 268

. “show system mac” on page 270

. “show system pci device” on page 271

. “show system pci tree” on page 272

. “show system serialnumber” on page 273
. “show tech-support” on page 274

. “speed (asyn)” on page 276

. “system territory (deprecated)” on page 278
. “terminal monitor” on page 279
. “undebug all” on page 280
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banner exec

Overview This command configures the User Exec mode banner that is displayed on the
console after you login. The banner exec default command restores the User Exec
banner to the default banner. Use the no banner exec command to disable the
User Exec banner and remove the default User Exec banner.

Syntax banner exec <banner-text>
banner exec default

no banner exec

Default By default, the AlliedWare Plus™ version and build date is displayed at console
login, such as:

|AlliedWare Plus (TM) 5.4.5 06/06/15 00:44:25

Mode Global Configuration

Examples To configure a User Exec mode banner after login, enter the following commands:

awplus#configure terminal

awplus (config) #banner exec enable to move to Priv Exec mode

awplus (config) #fexit

awplus#exit
awplus login: manager

Password:

enable to move to Priv Exec mode

awplus>

To restore the default User Exec mode banner after login, enter the following
commands:
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BANNER EXEC
To remove the User Exec mode banner after login, enter the following commands:
Related banner login (system)
Commands
banner motd
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BANNER LOGIN (SYSTEM)

banner login (system)

Overview

Syntax

Default
Mode

Examples

C613-50080-01 REV A

This command configures the login banner that is displayed on the console when
you login. The login banner is displayed on all connected terminals. The login
banner is displayed after the MOTD (Message-of-the-Day) banner and before the
login username and password prompts.

Use the no banner login command to disable the login banner.

banner login

no banner login
By default, no login banner is displayed at console login.
Global Configuration

To configure a login banner to be displayed when you login, enter the following
commands:

awplus#configure terminal
awplus (config) #banner login
Type CNTL/D to finish.
authorised users only
awplus (config) fexit
awplus#exit

authorised users only
awplus login: manager
Password:

AlliedWare Plus

(TM) 5.4.5 06/06/15 13:03:59
awplus>

To remove the login banner, enter the following commands:
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BANNER LOGIN (SYSTEM)

Related banner exec

Commands banner motd
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BANNER MOTD

banner motd

Overview

Syntax

Default

Mode

Examples
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Use this command to create or edit the text MotD (Message-of-the-Day) banner
displayed before login. The MotD banner is displayed on all connected terminals.
The MotD banner is useful for sending messages that affect all network users, for
example, any imminent system shutdowns.

Use the no variant of this command to delete the MotD banner.

banner motd <motd-text>

no banner motd

Parameter Description

<motd-text>  The textto appear in the Message of the Day banner.

By default, the device displays the AlliedWare Plus™ OS version and build date
when you login.

Global Configuration

To configure a MotD banner to be displayed when you log in, enter the following
commands:

awplus>enable

awplus#configure terminal

awplus (config) #banner motd system shutdown at 6pm

awplus (config) #exit

awplus#exit

system shutdown at 6pm

awplus login: manager

Password:

To delete the login banner, enter the following commands:
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BANNER MOTD

Related banner exec

Commands banner login (system)
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CLOCK SET

clock set

Overview

Syntax

Mode

Usage

Example

Related
Commands
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This command sets the time and date for the system clock.

clock set <hh:mm:ss> <day> <month> <year>

Parameter Description

<hh:mm:ss> Local time in 24-hour format

<day> Day of the current month <1-31>
<month> The first three letters of the current month.
<year> Current year <2000-2035>

Privileged Exec
Configure the timezone before setting the local time. Otherwise, when you change
the timezone, the device applies the new offset to the local time.

NoTE: If Network Time Protocol (NTP) is enabled, then you cannot change the time or
date using this command. NTP maintains the clock automatically using an external
time source. If you wish to manually alter the time or date, you must first disable NTP.

To set the time and date on your system to 2pm on the 2nd of April 2007, use the
command:

awplus# clock set 14:00:00 2 apr 2007

clock timezone
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CLOCK SUMMER-TIME DATE

clock summer-time date

Overview

Syntax

Mode

Examples
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This command defines the start and end of summertime for a specific year only,
and specifies summertime’s offset value to Standard Time for that year.

The no variant of this command removes the device’s summertime setting. This
clears both specific summertime dates and recurring dates (set with the clock
summer-time recurring command).

By default, the device has no summertime definitions set.

clock summer-time <timezone-name> date <start-day>
<start-month> <start-year> <start-time> <end-day>
<end-month> <end-year> <end-time> <I1-180>

no clock summer-time

Parameter Description

<timezone-name> A description of the summertime zone, up to 6 characters long.

date Specifies that this is a date-based summertime setting for just
the specified year.

<start-day> Day that the summertime starts, in the range 1-31.

<start-month> First three letters of the name of the month that the
summertime starts.

<start-year> Year that summertime starts, in the range 2000-2035.

<start-time> Time of the day that summertime starts, in the 24-hour time
format HH:MM.

<end-day> Day that summertime ends, in the range 1-31.

<end-month> First three letters of the name of the month that the
summertime ends.

<end-year> Year that summertime ends, in the range 2000-2035.

<end-time> Time of the day that summertime ends, in the 24-hour time
format HH:MM.

<1-180> The offset in minutes.

Global Configuration

To set a summertime definition for New Zealand using NZST (UTC+12:00) as the
standard time, and NZDT (UTC+13:00) as summertime, with the summertime set to
begin on the 1st October 2007 and end on the 18th of March 2008:

awplus (config)# clock summer-time NZDT date 1 oct 2:00 2007 18
mar 2:00 2008 60

To remove any summertime settings on the system, use the command:

awplus (config)# no clock summer-time
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Related clock summer-time recurring

Commands .
clock timezone
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CLOCK SUMMER-TIME RECURRING

clock summer-time recurring

Overview This command defines the start and end of summertime for every year, and
specifies summertime’s offset value to Standard Time.

The no variant of this command removes the device’s summertime setting. This
clears both specific summertime dates (set with the clock summer-time date
command) and recurring dates.

By default, the device has no summertime definitions set.

Syntax clock summer-time <timezone-name> recurring <start-week>
<start-day> <start-month> <start-time> <end-week> <end-day>
<end-month> <end-time> <I1-180>

no clock summer-time

Parameter Description

<timezone- A description of the summertime zone, up to 6 characters long.

name>

recurring Specifies that this summertime setting applies every year from
now on.

<start-week>  Week of the month when summertime starts, in the range 1-5. The
value 5 indicates the last week that has the specified day in it for
the specified month. For example, to start summertime on the last
Sunday of the month, enter 5 for <start-week> and sun for
<start-day>.

<start-day> Day of the week when summertime starts. Valid values are mon,
tue, wed, thu, fri, sat or sun.

<start-month> First three letters of the name of the month that summertime
starts.

<start-time>  Time of the day that summertime starts, in the 24-hour time
format HH:MM.

<end-week> Week of the month when summertime ends, in the range 1-5. The
value 5 indicates the last week that has the specified day in it for
the specified month. For example, to end summertime on the last
Sunday of the month, enter 5 for <end-week> and sun for <end-
day>.

<end-day> Day of the week when summertime ends. Valid values are mon,
tue, wed, thu, fri, sat or sun.

<end-month> First three letters of the name of the month that summertime
ends.
<end-time> Time of the day that summertime ends, in the 24-hour time format
HH:MM.
<1-180> The offset in minutes.
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CLOCK SUMMER-TIME RECURRING

Mode

Examples

Related
Commands
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Global Configuration

To set a summertime definition for New Zealand using NZST (UTC+12:00) as the
standard time, and NZDT (UTC+13:00) as summertime, with summertime set to
start on the 1st Sunday in October, and end on the 3rd Sunday in March, use the
command:

awplus (config)# clock summer-time NZDT recurring 1 sun oct 2:00
3 sun mar 2:00 60

To remove any summertime settings on the system, use the command:

awplus (config)+# no clock summer-time

clock summer-time date

clock timezone
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CLOCK TIMEZONE

clock timezone

Overview

Syntax

Mode

Usage

Examples

Related
Commands
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This command defines the device’s clock timezone. The timezone is set as a offset
to the UTC.

The no variant of this command resets the system time to UTC.

By default, the system time is set to UTC.

clock timezone <timezone-name> {minus|plus}
[<0-13>1<0-12>:<00-59>]

no clock timezone

Parameter Description

<timezone-name> A description of the timezone, up to 6 characters long.

minus orplus The direction of offset from UTC. The minus option
indicates that the timezone is behind UTC. The plus option
indicates that the timezone is ahead of UTC.

<0-13> The offset in hours or from UTC.

<0-12>:<00-59> The offset in hours or from UTC.

Global Configuration

Configure the timezone before setting the local time. Otherwise, when you change
the timezone, the device applies the new offset to the local time.

To set the timezone to New Zealand Standard Time with an offset from UTC of +12
hours, use the command:
awplus (config)# clock timezone NZST plus 12

To set the timezone to Indian Standard Time with an offset from UTC of +5:30
hours, use the command:
awplus (config)# clock timezone IST plus 5:30

To set the timezone back to UTC with no offsets, use the command:

awplus (config)# no clock timezone

clock set
clock summer-time date

clock summer-time recurring
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HOSTNAME

hostname

Overview

Syntax

Default
Mode

Usage

Example
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This command sets the name applied to the device as shown at the prompt. The
hostname is:

. displayed in the output of the show system command

. displayed in the CLI prompt so you know which device you are configuring
. stored in the MIB object sysName

Use the no variant of this command to revert the hostname setting to its default

(awplus).

hostname <hostname>

no hostname [<hostname>]

Parameter Description

<hostname> Specifies the name given to a specific device.

awplus
Global Configuration

The name must also follow the rules for ARPANET host names. The name must start
with a letter, end with a letter or digit, and use only letters, digits, and hyphens.
Refer to RFC 1035.

NoTtE: Within an AMF network, any device without a hostname applied will
automatically be assigned a name based on its MAC address.

To efficiently manage your network using AMF, we strongly advise that you devise a
naming convention for your network devices and accordingly apply an appropriate
hostname to each device.

To set the system name to HQ-Sales, use the command:

awplus# configure terminal

awplus (config)# hostname HQ-Sales

This changes the prompt to:

HQ-Sales (config) #

To revert to the default hostname awplus, use the command:

HO-Sales (config)# no hostname

=
|\ @)

This changes the prompt to:

awplus (config) #
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HOSTNAME
NoTE: When AMF is configured, running the no hostname command will apply a
hostname that is based on the MAC address of the device node, for example,
node_0000_5e00_5301.
Related show system
Commands
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MAX-FIB-ROUTES

max-fib-routes

Overview

Syntax

Default

Mode

Examples
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This command enables you to control the maximum number of FIB routes
configured. It operates by providing parameters that enable you to configure
preset maximums and warning message thresholds. The operation of these
parameters is explained in the Parameter / Description table shown below.

NOTE: To set static routes, use the max-static-routes command.
Use the no variant of this command to set the maximum number of FIB routes to
the default of 4294967294 FIB routes.

max-fib-routes <1-4294967294> [<1-100>|warning-only]

no max—-fib-routes

Parameter Description

max-fib-routes  Thisisathe maximum number of routes that can be stored in
the device’s Forwarding Information dataBase. In practice, other
practical system limits would prevent this maximum being
reached.

<1-4294967294> The allowable configurable range for setting the maximum
number of FIB-routes.

<1-100> This parameter enables you to optionally apply a percentage
value. This percentage will be based on the maximum number
of FIB routes you have specified. This will cause a warning
message to appear when your routes reach your specified
percentage value. Routes can continue to be added until your
configured maximum value is reached.

warning-only This parameter enables you to optionally apply a warning
message. If you set this option a warning message will appear if
your maximum configured value is reached. Routes can
continue to be added until your device reaches either the
maximum capacity value of 4294967294, or a practical system
limit.

The default number of fib routes is the maximum number of fib routes
(4294967294).

Global Configuration

To set the maximum number of dynamic routes to 2000 and warning threshold of
75%, use the following commands:

awplus# config terminal

awplus (config)# max-fib-routes 2000 75

Command Reference for AT-AR2050V 239
AlliedWare Plus™ Operating System - Version 5.4.5-2.x



SYSTEM CONFIGURATION AND MONITORING COMMANDS

MAX-STATIC-ROUTES

max-static-routes

Overview

Syntax

Default
Mode

Example

Related
Commands
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Use this command to set the maximum number of static routes, excluding FIB
(Forwarding Information Base) routes. Note that FIB routes are set and reset using
max-fib-routes.

Use the no variant of this command to set the maximum number of static routes
to the default of 1024 static routes.

NOTE: To set dynamic FIB routes, use the max-fib-routes command.

max-static-routes <1-1024>

no max-static-routes
The default number of static routes is the maximum number of static routes (1024).
Global Configuration

To reset the maximum number of static routes to the default maximum, use the
command:

awplus# configure terminal

awplus (config)# no max-static-routes

NOTE: Static routes are applied before adding routes to the RIB (Routing Information
Base). Therefore, rejected static routes will not appear in the running config.

max-fib-routes
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NO DEBUG ALL

no debug all

Overview

Syntax

Mode

Example

Related
Commands
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This command disables the debugging facility for all features on your device. This
stops the device from generating any diagnostic debugging messages.

The debugging facility is disabled by default.

no debug all [ipv6|nsm|ospf|vrrp]

Parameter Description

bgp Turns off all debugging for BGP (Border Gateway Protocol).

ipv6 Turns off all debugging for IPv6 (Internet Protocol version 6).

nsm Turns off all debugging for the NSM (Network Services Module).

ospf Turns off all debugging for OSPF (Open Path Shortest First).

vrrp Turns off all debugging for VRRP (Virtual Router Redundancy Protocol).

Global Configuration and Privileged Exec

To disable debugging for all features, use the command:
awplus# no debug all

To disable all bgp debugging, use the command:
awplus# no debug all bgp

To disable all IPv6 debugging, use the command:
awplus# no debug all ipvé

To disable all NSM debugging, use the command:
awplus# no debug all nsm

To disable all OSPF debugging, use the command:
awplus# no debug all ospf

To disable all VRRP debugging, use the command:

awplus# no debug all vrrp

undebug all
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REBOOT

reboot

Overview This command halts the device and performs a cold restart (also known as reload).
It displays a confirmation request before restarting.

Syntax reboot

reload
Mode Privileged Exec
Usage The reboot and reload commands perform the same action.

Examples To restart the device, use the command:
awplus# reboot

reboot system? (y/n): y
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RELOAD

reload

Overview This command performs the same function as the reboot command.
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SHOW CLOCK

show clock

Overview

Syntax
Mode

Example

Output
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This command displays the system'’s current configured local time and date. It also
displays other clock related information such as timezone and summertime
configuration.

show clock

User Exec and Privileged Exec

To display the system’s current local time, use the command:

awplus# show clock

Figure 5-1:  Example output from the show clock command for a device using
New Zealand time

Local Time: Mon, 6 Aug 2007 13:56:06 +1200

UTC Time: Mon, 6 Aug 2007 01:56:06 +0000

Timezone: NZST

Timezone Offset: +12:00

Summer time zone: NZDT

Summer time starts: Last Sunday in September at 02:00:00
Summer time ends: First Sunday in April at 02:00:00
Summer time offset: 60 mins

Summer time recurring: Yes

Table 1: Parameters in the output of the show clock command

Parameter Description

Local Time Current local time.

UTC Time Current UTC time.

Timezone The current configured timezone name.
Timezone Offset Number of hours offset to UTC.

Summer time zone The current configured summertime zone name.

Summer time starts | Date and time set as the start of summer time.

Summer time ends Date and time set as the end of summer time.

Summer time offset | Number of minutes that summer time is offset from the
system’s timezone.

Summer time Whether the device will apply the summer time settings
recurring every year or only once.
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SHOW CLOCK

Related clock set

Commands .
clock summer-time date
clock summer-time recurring
clock timezone
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show cpu

Overview This command displays a list of running processes with their CPU utilization.

For information on filtering and saving command output, see “Controlling “show”
Command Output” in the “Getting Started with AlliedWare Plus” Feature Overview
and Configuration Guide.

Syntax show cpu [sort {thrds|pri|sleep]|runtime}]

Parameter Description

sort Changes the sorting order using the following fields. If you do not
specify a field, then the list is sorted by percentage CPU
utilization.
thrds Sort by the number of threads.
pri Sort by the process priority.
sleep Sort by the average time sleeping.
runtime Sort by the runtime of the process.

Mode User Exec and Privileged Exec

Examples To show the CPU utilization of current processes, sorting them by the number of
threads the processes are using, use the command:

awplus# show cpu sort thrds
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SHOW CPU

Output Figure 5-2:  Example output from the show cpu command
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SHOW CPU
Table 2: Parameters in the output of the show cpu command
Parameter Description
CPU averages Average CPU utilization for the periods stated.
System load The average number of processes waiting for CPU time for the
averages periods stated.
Current CPU Current CPU utilization specified by load types.
load
pid Identifier number of the process.
name A shortened name for the process
thrds Number of threads in the process.
cpu% Percentage of CPU utilization that this process is consuming.
pri Process priority state.
state Process state; one of “run’, “sleep’, “zombie”, and “dead"”.
sleep% Percentage of time that the process is in the sleep state.
runtime The time that the process has been running for, measured in
jiffies. A jiffy is the duration of one tick of the system timer
interrupt.
Related show memory
Commands
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show memory allocations

show memory history
show memory pools

show process
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SHOW CPU HISTORY

show cpu history

Overview

Syntax
Mode

Usage

Examples

Output
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This command prints a graph showing the historical CPU utilization.

For information on filtering and saving command output, see “Controlling “show”
Command Output” in the “Getting Started with AlliedWare Plus” Feature Overview
and Configuration Guide.

show cpu history

User Exec and Privileged Exec

This command’s output displays three graphs of the percentage CPU utilization:

. per second for the last minute, then
. per minute for the last hour, then
. per 30 minutes for the last 30 hours.

To display a graph showing the historical CPU utilization of the device, use the
command:

show cpu history

Figure 5-3:  Example output from the show cpu history command
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SHOW CPU HISTORY

Related show memory

Commands .
show memory allocations
show memory pools
show process
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SHOW DEBUGGING

show debugging

Overview

Syntax
Default
Mode

Usage

Example
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This command displays information for all debugging options.

For information on filtering and saving command output, see “Controlling “show”
Command Output” in the “Getting Started with AlliedWare Plus” Feature Overview
and Configuration Guide.

show debugging

This command runs all the show debugging commands in alphabetical order.
User Exec and Privileged Exec

This command displays all debugging information, similar to the way the show
tech-support command displays all show output for use by Allied Telesis

authorized service personnel only.

To display all debugging information, use the command:

awplus# show debugging
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Output Figure 5-4:  Example output from the show debugging command
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SYSTEM CONFIGURATION AND MONITORING COMMANDS

SHOW INTERFACE MEMORY

show interface memory

Overview

Syntax

Mode

Example

Output
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This command displays the shared memory used by either all interfaces, or the
specified interface or interfaces. The output is useful for diagnostic purposes by
Allied Telesis authorized service personnel.

For information on filtering and saving command output, see “Controlling “show”
Command Output” in the “Getting Started with AlliedWare Plus” Feature Overview
and Configuration Guide.

show interface memory

show interface <port-list> memory

Parameter Description

<port-1ist> The portsto display information about. The port list can be:

+ aswitch port (e.g. portl.0.4)a static channel group (e.g. sa2)
or a dynamic (LACP) channel group (e.g. po2)

+ acontinuous range of ports separated by a hyphen, e.g.
portl.0.1-1.0.4,0rsal-2,0rpol-2

« acomma-separated list of ports and port ranges, e.g.
portl.0.1,portl1.0.4-1.0.6.Do notmixswitch ports,
static channel groups, and dynamic (LACP) channel groups in the
same list

User Exec and Privileged Exec

To display the shared memory used by all interfaces, use the command:
awplus# show interface memory

To display the shared memory used by port1.0.1 and port1.0.5 to port1.0.6, use the
command:

awplus# show interface portl.0.1,portl.0.5-1.0.6 memory

Figure 5-5:  Example output from the show interface <port-list> memory
command

awplus#show interface portl.0.1,portl1.0.5-1.0.6 memory
Vlan blocking state shared memory usage

Interface shmid Bytes Used nattch Status
portl.0.1 294921 512 1
portl.0.5 425997 512 1
portl.0.6 589842 512 1
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Figure 5-6:  Example output from the show interface memory command

Related show interface brief

Commands .
show interface status
show interface switchport
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SHOW MEMORY

show memory

Overview This command displays the memory used by each process that is currently running

Syntax

Mode

For information on filtering and saving command output, see “Controlling “show”
Command Output” in the “Getting Started with AlliedWare Plus” Feature Overview

and Configuration Guide.

show memory [sort {sizel|peak|stk}]

Parameter Description

utilization.

sort Changes the sorting order for the list of processes. If you do not
specify this, then the list is sorted by percentage memory

size

Sort by the amount of memory the process is
currently using.

peak

Sort by the amount of memory the process is
currently using.

stk

Sort by the stack size of the process.

User Exec and Privileged Exec

Example To display the memory used by the current running processes, use the command:

Output

show memory

Figure 5-7:  Example output from

the show memory command

RAM total:

user processes

pid
1443
1441
1440
1439
1438
1226
1228
2156
1221
1296
1293
1291
1283

name
squid
squid
squid
squid
squid
imi
hsl
imish
nsm
ospfd
bgpd
pimd
ripd

awplus#show memory

824680 kB; free: 635032 kB; buffers:

mem% size (kB) peak(kB)

1.9 16408 299768
1.9 16416 299776
1,9 16416 299776
1,9 16416 299776
1,9 16152 298928
1.3 10968 23104
1.2 10512 692944
1.0 8856 158456
1.0 9008 21696
0.8 6936 19144
0.8 7264 19184
0.8 6600 20992
0.8 6640 18328

20272 kB

data (kB) stk (kB) virt (kB)

23568 264 299768
23568 272 299776
23568 272 299776
23568 272 299776
23568 264 298864
2760 160 22912
608160 144 631856
75904 160 94696
1968 152 21632
1016 144 19080
1168 152 19120
2944 144 20928
944 152 18256

C613-50080-01 REV A
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Table 3: Parameters in the output of the show memory command

Parameter Description

RAM total Total amount of RAM memory free.

free Available memory size.

buffers Memory allocated kernel buffers.

pid Identifier number for the process.

name Short name used to describe the process.

mems$ Percentage of memory utilization the process is currently using.
size Amount of memory currently used by the process.

peak Greatest amount of memory ever used by the process.

data Amount of memory used for data.

stk The stack size.

Related show memory allocations

Commands .
show memory history
show memory pools
show memory shared
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SHOW MEMORY ALLOCATIONS

show memory allocations

Overview This command displays the memory allocations used by processes.

For information on filtering and saving command output, see “Controlling “show”
Command Output” in the “Getting Started with AlliedWare Plus” Feature Overview
and Configuration Guide.

Syntax show memory allocations [<process>]

Parameter Description

<process> Displays the memory allocation used by the specified process.

Mode User Exec and Privileged Exec

Example To display the memory allocations used by all processes on your device, use the
command:

show memory allocations

Output Figure 5-8:  Example output from the show memory allocations command

awplus#show memory allocations
Memory allocations for imi

Current 15093760 (peak 15093760)

Statically allocated memory:

- binary/exe 3 1675264
- libraries : 8916992
- bss/global data g 2985984
- stack : 139264

Dynamically allocated memory (heap):

- total allocated 3 1351680
- in use : 1282440
- non-mmapped 3 1351680
- maximum total allocated 3 1351680
- total free space : 69240
- releasable 3 68968
- space in freed fastbins : 16
Context
filename:line allocated freed
+ lib.c:749 484
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Related show memory

Commands .
show memory history
show memory pools
show memory shared
show tech-support
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SYSTEM CONFIGURATION AND MONITORING COMMANDS

SHOW MEMORY HISTORY

show memory history

Overview

Syntax
Mode

Usage

Examples

Output

Related
Commands
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This command prints a graph showing the historical memory usage.

For information on filtering and saving command output, see “Controlling “show”
Command Output” in the “Getting Started with AlliedWare Plus” Feature Overview

and Configuration Guide.
show memory history
User Exec and Privileged Exec

This command’s output displays three graphs of the percentage memory
utilization:

. per second for the last minute, then
. per minute for the last hour, then
. per 30 minutes for the last 30 hours.

awplus# show memory history

Figure 5-9:  Example output from the show memory history command

Per minute memory utilization history

100
90
80
70
60
50

40*************************************************************
30
20
10

loooollooscolocoolloccollosoollocooloccollocoolloocollocsoloooollonoc

Oldest Newest

Memory utilization% per minute (last 60 minutes)
* = average memory utilisation%.

show memory allocations
show memory pools
show memory shared

show tech-support
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SYSTEM CONFIGURATION AND MONITORING COMMANDS

SHOW MEMORY POOLS

show memory pools

Overview

Syntax

Mode

Example

Output

Related
Commands

C613-50080-01 REV A

This command shows the memory pools used by processes.

For information on filtering and saving command output, see “Controlling “show”
Command Output” in the “Getting Started with AlliedWare Plus” Feature Overview
and Configuration Guide.

show memory pools [<process>]

Parameter Description

<process> Displays the memory pools used by the specified process.

User Exec and Privileged Exec

To shows the memory pools used by processes, use the command:

awplus# show memory pools

Figure 5-10: Example output from the show memory pools command

awplus#show memory pools
Memory pools for imi

Current 15290368 (peak 15290368)

Statically allocated memory:

- binary/exe g 1675264
- libraries : 8916992
- bss/global data g 2985984
- stack : 139264

Dynamically allocated memory (heap):

- total allocated : 1548288
- in use : 1479816
- non-mmapped 3 1548288
- maximum total allocated : 1548288
- total free space : 68472
- releasable : 68200
- space in freed fastbins : 16

show memory allocations
show memory history

show tech-support
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SYSTEM CONFIGURATION AND MONITORING COMMANDS

SHOW MEMORY SHARED

show memory shared

Overview

Syntax
Mode

Example

Output

Related
Commands
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This command displays shared memory allocation information. The output is
useful for diagnostic purposes by Allied Telesis authorized service personnel.

For information on filtering and saving command output, see “Controlling “show”
Command Output” in the “Getting Started with AlliedWare Plus” Feature Overview
and Configuration Guide.

show memory shared

User Exec and Privileged Exec

To display information about the shared memory allocation used on the device,
use the command:

awplus# show memory shared

Figure 5-11: Example output from the show memory shared command

awplus#show memory shared
Shared Memory Status

Segment allocated = 39
Pages allocated = 39
Pages resident = 11

Shared Memory Limits

Maximum number of segments = 4096
Maximum segment size (kbytes) = 32768
Maximum total shared memory (pages) = 2097152
Minimum segment size (bytes) =1
show memory allocations
show memory history
show memory
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SHOW PROCESS

show process

Overview This command lists a summary of the current running processes.

For information on filtering and saving command output, see “Controlling “show”
Command Output” in the “Getting Started with AlliedWare Plus” Feature Overview
and Configuration Guide.

Syntax show process [sort {cpu|mem}]

Parameter Description
sort Changes the sorting order for the list of processes.
cpu Sorts the list by the percentage of CPU utilization.
mem Sorts the list by the percentage of memory
utilization.

Mode User Exec and Privileged Exec

Example To display a summary of the current running processes, use the command:

awplus# show process

Output Figure 5-12: Example output from the show process command

CPU load for 1 minute: 0%; 5 minutes: 3%; 15 minutes: 0%
RAM total: 514920 kB; free: 382600 kB; buffers: 16368 kB

user processes

pid name thrds cpu% mem% pri state sleep$
962 pss 12 0 6 25 sleep 5
1 init 1 0 0 25 sleep 0
797 syslog-ng 1 0 0 16 sleep 88

kernel threads

pid name cpu% pri state sleep%
71 aio/0 0 20 sleep O
3 events/0 0 10 sleep 098
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SHOW PROCESS

Related
Commands
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Table 4: Parameters in the output from the show process command

Parameter Description

CPU load Average CPU load for the given period.
RAM total Total memory size.
free Available memory.
buffers Memory allocated to kernel buffers.
pid Identifier for the process.
name Short name to describe the process.
thrds Number of threads in the process.
cpu% Percentage of CPU utilization that this process is consuming.
mems$ Percentage of memory utilization that this process is consuming.
pri Process priority.
state Process state; one of “run’, “sleep”, “stop”, “zombie", or “dead”.
sleep% Percentage of time the process is in the sleep state.
show cpu

show cpu history
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SYSTEM CONFIGURATION AND MONITORING COMMANDS
SHOW REBOOT HISTORY

show reboot history

Overview Use this command to display the device’s reboot history.
Syntax show reboot history
Mode User Exec and Privileged Exec
Example To show the reboot history, use the command:
awplus# show reboot history
Output Figure 5-13: Example output from the show reboot history command
awplus#show
reboot history
<date> <time> <type> <description>
2014-01-10 01:42:04 Expected User Request
2014-01-10 01:35:31 Expected User Request
2014-01-10 01:16:25 Unexpected Rebooting due to critical process (network/nsm)
failure!
2014-01-10 01:11:04 Unexpected Rebooting due to critical process (network/nsm)
failure!
2014-01-09 19:56:16 Expected User Request
2014-01-09 19:51:20 Expected User Request
Table 5: Parameters in the output from the show reboot history command
Parameter Description
Unexpected Reboot is counted by the continuous reboot prevention
feature if the reboot event occurs in the time period
specified for continuous reboot prevention.
Expected Reboot is not counted by continuous reboot prevention
feature.
User request User initiated reboot via the CLI.
Related show tech-support
Commands
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SYSTEM CONFIGURATION AND MONITORING COMMANDS

SHOW ROUTER-ID

show router-id

Overview
Syntax
Mode

Example

Output
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Use this command to show the Router ID of the current system.
show router-id
User Exec and Privileged Exec

To display the Router ID of the current system, use the command:

awplus# show router-id

Figure 5-14: Example output from the show router-id command

awplus>show router-id
Router ID: 10.55.0.2 (automatic)
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SYSTEM CONFIGURATION AND MONITORING COMMANDS
SHOW SYSTEM

show system

Overview This command displays general system information about the device, including
the hardware, installed, memory, and software versions loaded. It also displays
location and contact details when these have been set.

For information on filtering and saving command output, see “Controlling “show”
Command Output” in the “Getting Started with AlliedWare Plus” Feature Overview
and Configuration Guide.

Syntax show system

Mode User Exec and Privileged Exec

Example To display configuration information, use the command:

show system

Output Figure 5-15: Example output from show system

awplus#show system

System Status Mon Nov 16 08:42:16 2015
Board ID Bay Board Name Rev Serial number
Base 425 AR3050S X1-0 A05049G27NE2004

RAM: Total: 824680 kB Free: 634632 kB
Flash: 3.6GB Used: 109.1MB Available: 3.3GB
Environment Status : ***Fault***

Uptime : 0 days 23:11:05
Bootloader version : 5.0.6

Current software : AR3050S-5.4.5-2.1.rel
Software version : 5.4.5-2.1
Build date : Thu Nov 12 12:11:29 NZDT 2015

Current boot config: flash:/default.cfg (file exists)

System Name
awplus

System Contact

System Location

Related show system environment
Commands
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SHOW SYSTEM ENVIRONMENT

show system environment

This command displays the current environmental status of your device and any

attached PSU, XEM, or other expansion option. The environmental status covers
information about temperatures, fans, and voltage.

For information on filtering and saving command output, see “Controlling “show”
Command Output” in the “Getting Started with AlliedWare Plus” Feature Overview

show system environment

Overview
and Configuration Guide.
Syntax show system environment
Mode User Exec and Privileged Exec
Example
Output Figure 5-16:

To display the system’s environmental status, use the command:

Example output from the show system environment command

ID
1

W J o U W N

Resource ID: 1

awplus#show system environment
Environment Monitoring Status

Overall Status: ***Fault**x*

Name: AR4050S

Sensor (Units)

Fan: Fan (Rpm)

Voltage: 2.5V (Volts)
Voltage: Battery (Volts)
Voltage: 3.3V (Volts)
Voltage: 5.0V (Volts)

Voltage: 12V (Volts)
0.92V (Volts)
Temp: Internal

Voltage:
(Degrees C)

Reading
3516
.461
.181
.266
.974
.563
.844

32

O R b wWwkE DN

Low Limit High Limit

2411 -
2.344 2.865
2.700 3.586
2.973 3.627
4.505 5.495

10.813 13.188
0.872 0.970
58 (Hyst) 65

Status
Ok

Ok
FAULT
Ok

Ok

Ok
FAULT
Ok

Related
Commands

show system
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SYSTEM CONFIGURATION AND MONITORING COMMANDS
SHOW SYSTEM INTERRUPTS

show system interrupts

Overview Use this command to display the number of interrupts for each IRQ (Interrupt
Request) used to interruptinput lines on a PIC (Programmable Interrupt Controller)
on your device.

For information on filtering and saving command output, see “Controlling “show”
Command Output” in the “Getting Started with AlliedWare Plus” Feature Overview
and Configuration Guide.

Syntax show system interrupts
Mode User Exec and Privileged Exec

Example Todisplay information about the number of interrupts for each IRQ in your device,
use the command:

awplus# show system interrupts
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Output Figure 5-17: Example output from the show system interrupts command

Related show system environment
Commands
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SHOW SYSTEM MAC

show system mac

Overview This command displays the physical MAC address of the device.
Syntax show system mac
Mode User Exec and Privileged Exec

Example To display the physical MAC address enter the following command:

awplus# show system mac

Output Figure 5-18: Example output from the show system mac command

awplus#show system mac
0200.0034.5682
0200.0034.5683
0200.0034.5684

Related show system mac license
Commands
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SYSTEM CONFIGURATION AND MONITORING COMMANDS

SHOW SYSTEM PCI DEVICE

show system pci device

Overview
Syntax
Mode

Example

Related
Commands
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Use this command to display the PCI devices on your device.
show system pci device
User Exec and Privileged Exec

To display information about the PCl devices on your device, use the command:

awplus# show system pci device

show system environment

show system pci tree
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SYSTEM CONFIGURATION AND MONITORING COMMANDS

SHOW SYSTEM PCI TREE

show system pci tree

Overview
Syntax
Mode

Example

Related
Commands
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Use this command to display the PCl tree on your device.
show system pci tree
User Exec and Privileged Exec

To display information about the PCl tree on your device, use the command:

awplus# show system pci tree

show system environment

show system pci device
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SYSTEM CONFIGURATION AND MONITORING COMMANDS

SHOW SYSTEM SERIALNUMBER

show system serialnumber

Overview

Syntax
Mode

Example

Output
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This command shows the serial number information for the device.

For information on filtering and saving command output, see “Controlling “show”
Command Output” in the “Getting Started with AlliedWare Plus” Feature Overview
and Configuration Guide.

show system serialnumber

User Exec and Privileged Exec

To display the serial number information for the device, use the command:

awplus# show system serialnumber

Figure 5-19: Example output from the show system serial number command

awplus#show system serialnumber
45AX5300X
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SHOW TECH-SUPPORT

show tech-support

Overview This command generates system and debugging information for the device and
saves it to a file. You can optionally limit the command output to display only
information for a given protocol or feature.

The command generates a large amount of output, which is saved to a file in
compressed format. The output file name can be specified by outfile option. If the
output file already exists, a new file name is generated with the current time stamp.
If the output filename does not end with “.gz", then “.gz" is appended to the
filename. Since output files may be too large for Flash on the device we
recommend saving files to external memory or a TFTP server whenever possible to
avoid device lockup. This method is not likely to be appropriate when running the
working set option of AMF across a range of physically separated devices.

Syntax show tech-support
{all| [atmf |bgp|card|dhcpsn|epsr|firwall |igmp|ip|ipv6|mld]|ospf]
ospf6lpim|rip|lripng|stack]|stp|system|tacacs+|update|wireless] |
[outfile <filename>]}

Parameter Description

all Display full information
atmf Display ATMF- specific information
bgp Display BGP related information
card Display Chassis Card specific information
dhcpsn Display DHCP Snooping specific information
epsr Display EPSR specific information
firewall Display firewall specific information
igmp Display IGMP specific information
ip Display IP specific information
ipv6 Display IPv6 specific information
mld Display MLD specific information
ospf Display OSPF related information
ospf6 Display OSPF6 specific information
outfile Output file name
pim Display PIM related information
rip RIP related information
ripng Display RIPNG specific information
stack Display stacking device information
stp Display STP specific information
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SYSTEM CONFIGURATION AND MONITORING COMMANDS

SHOW TECH-SUPPORT

Default

Usage

Mode

Examples

C613-50080-01 REV A

Parameter Description

system Display general system information
tacacs+ Display TACACS+ information

update Display resource update specific information
wireless Display wireless specific information

| Output modifier

> Output redirection

>> Output redirection (append)

<filename> Specifies a name for the output file. If no name is specified, this file
will be saved as: tech-support.txt.gz.

Captures all information for the device.

By default the output is saved to the file ‘tech-support.txt.gz’ in the current
directory. If this file already exists in the current directory then a new file is
generated with the time stamp appended to the file name, for example
‘tech-support20080109.txt.gz’, so the last saved file is retained.

This command is useful for collecting a large amount of information about all
protocols or specific protocols on your device so that it can then be analyzed for
troubleshooting purposes. The output of this command can be provided to
technical support staff when reporting a problem.

Privileged Exec

show tech-support

awplus# show tech-support
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SYSTEM CONFIGURATION AND MONITORING COMMANDS

SPEED (ASYN)

speed (asyn)

Overview

Syntax

Default
Mode

Usage

Example
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This command changes the console speed from the device. Note that a change in
console speed is applied for subsequent console sessions. Exit the current session
to enable the console speed change using the clear line console command.

speed <console-speed-in-bps>

Parameter Description

<console-speed-in-bps>  Console speed Baud rate in bps (bits per second).
1200 1200 Baud

2400 2400 Baud

9600 9600 Baud

19200 19200 Baud

38400 38400 Baud

57600 57600 Baud

115200 115200 Baud

The default console speed baud rate is 9600 bps.
Line Configuration

This command is used to change the console (asyn) port speed. Set the console
speed to match the transmission rate of the device connected to the console (asyn)
port on your device.

To set the terminal console (asyn0) port speed from the device to 57600 bps, then
exit the session, use the commands:

awplus# configure terminal

awplus (config)# line console O

awplus (config-line)# speed 57600

awplus (config-line) # exit

awplus (config) # exit

awplus# exit
Then log in again to enable the change:
awplus login:

Password:

awplus>
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SPEED (ASYN)

Related clear line console

Commands .
line
show running-config
show startup-config
speed
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system territory (deprecated)

Overview This command has been deprecated in Software Version 5.4.4-0.1 and later. It now
has no effect.

It is no longer useful to specify a system territory, so there is no alternative
command.
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TERMINAL MONITOR

terminal monitor

Overview

Syntax

Default
Mode

Examples

Related
Commands
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Use this command to display debugging output on a terminal.
To display the cursor after a line of debugging output, press the Enter key.

Use the command terminal no monitor to stop displaying debugging output on
the terminal, or use the timeout option to stop displaying debugging output on
the terminal after a set time.

terminal monitor [<I1-60>]

terminal no monitor

Parameter Description
<1-60> Set a timeout between 1 and 60 seconds for terminal output.
Disabled

User Exec and Privileged Exec

To display debugging output on a terminal, enter the command:

awplus# terminal monitor

To specify timeout of debugging output after 60 seconds, enter the command:
awplus# terminal monitor 60

To stop displaying debugging output on the terminal, use the command:

awplus# terminal no monitor

All debug commands
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UNDEBUG ALL

undebug all

Overview This command applies the functionality of the no debug all command.
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Pluggables and
Cabling Commands

Introduction

Overview This chapter provides an alphabetical reference of commands used to configure
and monitor Pluggables and Cabling, including:

. Optical Digital Diagnostic Monitoring (DDM) to help find fiber issues when
links go down

. Active Fiber Monitoring for detecting changes in optical power received over
fiber cables.

For more information, see the Pluggables and Cabling Feature Overview and
Configuration_Guide.

Command List - “show system pluggable” on page 282
. “show system pluggable detail” on page 283
. “show system pluggable diagnostics” on page 287
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PLUGGABLES AND CABLING COMMANDS

SHOW SYSTEM PLUGGABLE

show system pluggable

Overview

Syntax

Mode

Example

Output

This command displays brief pluggable transceiver information showing the
pluggable type, the pluggable serial number, and the pluggable port on the
device. Different types of pluggable transceivers are supported in different models
of device. See your Allied Telesis dealer for more information about the models of
pluggables that your device supports.

For information on filtering and saving command output, see “Controlling “show”
Command Output” in the “Getting Started with AlliedWare Plus” Feature Overview
and Configuration Guide.

show system pluggable [<port-1ist>]

Parameter Description

<port-1ist> The ports to display information about. The port list can be:
« aswitch port (e.g. port1.0.6)

+ acontinuous range of ports separated by a hyphen, e.g.
portl.0.5-1.0.6

« acomma-separated list of ports and port ranges, e.g.
portl.0.5,portl.0.6.

User Exec and Privileged Exec

To display information about the pluggable transceiver installed in port1.0.1,
use the command:

awplus# show system pluggable portl.0.1

Figure 6-1:  Example output from the show system pluggable port1.0.1
command

System Pluggable Information
Port Manufacturer Device Serial Number Datecode Type

Related
Commands
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show system environment
show system pluggable detail

show system pluggable diagnostics
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SHOW SYSTEM PLUGGABLE DETAIL

show system pluggable detail

Overview

Syntax

Mode
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This command displays detailed pluggable transceiver information showing the
pluggable type, the pluggable serial number, and the pluggable port on the
device. Different types of pluggable transceivers are supported in different models
of device. See your Allied Telesis dealer for more information about the models of
pluggables that your device supports.

For information on filtering and saving command output, see “Controlling “show”
Command Output” in the “Getting Started with AlliedWare Plus” Feature Overview
and Configuration Guide.

show system pluggable [<port-1list>] detail

Parameter Description

<port-1ist> The ports to display information about. The port list can be:
« aswitch port (e.g. port1.0.6)

+ acontinuous range of ports separated by a hyphen, e.g.
portl.0.5-1.0.6

« acomma-separated list of ports and port ranges, e.g.
portl.0.5,portl.0.6.

User Exec and Privileged Exec

In addition to the information about pluggable transceivers displayed using the
show system pluggable command (port, manufacturer, serial number,
manufacturing datecode, and type information), the show system pluggable
detail command displays the following information:

. SFP Laser Wavelength: Specifies the laser wavelength of the installed
pluggable transceiver

. Single mode Fiber: Specifies the link length supported by the pluggable
transceiver using single mode fiber

. OM1 (62.5u m) Fiber: Specifies the link length, in meters (m) or kilometers
(km) supported by the pluggable transceiver using 62.5 micron multi-mode
fiber.

. OM2 (50 m) Fiber: Specifies the link length (in meters or kilometers)
supported by the pluggable transceiver using 50 micron multi-mode fiber.
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SHOW SYSTEM PLUGGABLE DETAIL

. Diagnostic Calibration: Specifies whether the pluggable transceiver
supports DDM or DOM Internal or External Calibration.

- Internal is displayed if the pluggable transceiver supports DDM or
DOM Internal Calibration.

- External is displayed if the pluggable transceiver supports DDM or
DOM External Calibration.

- - is displayed neither Internal Calibration or External Calibration is
supported.

. Power Monitoring: Displays the received power measurement type, which
can be either OMA(Optical Module Amplitude) or Avg(Average Power)
measured in pW.

NOTE: For parameters that are not supported or not specified, a hyphen is displayed
instead.
Example To display detailed information about the pluggable transceivers installed in a
particular port on the device, use a command like:
show system pluggable portl.0.4 detail

To display detailed information about all the pluggable transceivers installed on
the device, use the command:

show system pluggable detail
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Output Figure 6-2:

Example output from the show system pluggable detail

command on a device

Portl.0.5

Vendor Name:
Device Name:
Device Revision:
Device Type:
Serial Number:

SFP Laser Wavelength:
Link Length Supported
Single Mode Fiber
OM1l (62.5um) Fiber:

OM2 (50um) Fiber

Power Monitoring:
FEC BER support:

Vendor Name:
Device Name:
Device Revision:
Device Type:
Serial Number:

SFP Laser Wavelength:
Link Length Supported
Single Mode Fiber
OM1l (62.5um) Fiber:

OM2 (50um) Fiber

Power Monitoring:
FEC BER support:

Manufacturing Datecode:

Diagnostic Calibration:

Manufacturing Datecode:

Diagnostic Calibration:

awplus#show system pluggable detail
System Pluggable Information Detail

ATI

AT-SPTX

A

1000BASE-T
A123459071900003
07051101

ATIT

AT-SPBD10-13

A

BASE-BX10
A03243R111300129
11032801

1310nm

10Km

Table 1: Parameters in the output from the show system pluggables detail

command:

Parameter Description

Port Specifies the port the pluggable transceiver is installed in.

Vendor Name

Specifies the vendor’s name for the installed pluggable
transceiver.

Device Name

Specifies the device name for the installed pluggable
transceiver.
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SHOW SYSTEM PLUGGABLE DETAIL

Table 1: Parameters in the output from the show system pluggables detail
command: (cont.)

Parameter Description

Device Revision

Specifies the hardware revision code for the pluggable
transceiver. This may be useful for troubleshooting because
different devices may support different pluggable
transceiver revisions.

Device Type

Specifies the device type for the installed pluggable
transceiver..

Serial Number

Specifies the serial number for the installed pluggable
transceiver.

Manufacturing
Datecode

Specifies the manufacturing datecode for the installed
pluggable transceiver. Checking the manufacturing
datecode with the vendor may be useful when
determining Laser Diode aging issues. For more
information, see "How To Troubleshoot Fiber and
Pluggable Issues” in the “Getting Started with AlliedWare
Plus” Feature Overview and Configuration Guide.

SFP Laser Wavelength

Specifies the laser wavelength of the installed pluggable
transceiver.

Single Mode Fiber

Specifies the link length supported by the pluggable
transceiver using single mode fiber.

OM1 (62.5um) Fiber

Specifies the link length (in um - micron) supported by the
pluggable transceiver using 62.5 micron multi-mode fiber.

OM2 (50um) Fiber

Specifies the link length (in um - micron) supported by the
pluggable transceiver using 50 micron multi-mode fiber.

Diagnostic Calibration

Specifies whether the pluggable transceiver supports DDM
or DOM Internal or External Calibration:

Internal is displayed if the pluggable transceiver supports
DDM or DOM Internal Calibration.

External is displayed if the pluggable transceiver supports
DDM or DOM External Calibration.

- is displayed if neither Internal Calibration or External
Calibration is supported.

Power Monitoring

Displays the received power measurement type, which can
be either OMA (Optical Module Amplitude) or Avg
(Average Power) measured in pW.

Related
Commands

show system environment
show system pluggable

show system pluggable diagnostics
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SHOW SYSTEM PLUGGABLE DIAGNOSTICS

show system pluggable diagnostics

Overview This command displays diagnostic information about SFP pluggable transceivers
that support Digital Diagnostic Monitoring (DDM).

Different types of pluggable transceivers are supported in different models of
device. See your device’s Datasheet for more information about the models of
pluggables that your device supports.

For information on filtering and saving command output, see “Controlling “show”
Command Output” in the “Getting Started with AlliedWare Plus” Feature Overview
and Configuration Guide.

Syntax show system pluggable [<port-list>] diagnostics

Parameter Description

<port-1ist> The portsto display information about. The port list can be:
« aswitch port,e.g.portl1.0.6

+ acontinuous range of ports separated by a hyphen, e.g.
portl.0.5-1.0.6

« acomma-separated list of ports and port ranges, e.g.
portl.0.5,portl.0.6.

Mode User Exec and Privileged Exec

Usage Modern optical SFP transceivers support Digital Diagnostics Monitoring (DDM)
functions.

Diagnostic monitoring features allow you to monitor real-time parameters of the
pluggable transceiver, such as optical output power, optical input power,
temperature, laser bias current, and transceiver supply voltage. Additionally, RX
LOS (Loss of Signal) is shown when the received optical level is below a preset
threshold. Monitor these parameters to check on the health of all transceivers,
selected transceivers or a specific transceiver installed in a device.

Examples To display detailed information about all pluggable transceivers installed on a
standalone device, use the command:

awplus# show system pluggable diagnostics
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SHOW SYSTEM PLUGGABLE DIAGNOSTICS

Output Figure6-3:  Example output from the show system pluggable diagnostics
command on a device

awplus#show system pluggable diagnostics

System Pluggable Information Diagnostics

Portl.0.5 Status Alarms Warnings
Reading Alarm Max Min Warning Max Min

Temp: (Degrees C) 34.719 - 110.00 -45.00 - 95.000 -42.00

Vcc: (Volts) 3.282 = 3.600 3.000 = 3.500 3.050

Tx Bias: (mA) 23.024 - 80.000 2.000 - 70.000 3.000

Tx Power: (mW) 0.357 = 0.631 0.126 = 0.501 0.159

Rx Power: (mW) - Low 0.631 0.005 Low 0.501 0.006

Rx LOS: Rx Down

Table 2: Parameters in the output from the show system pluggables
diagnostics command

Parameter Description

Temp (Degrees C) | Shows the temperature inside the transceiver.

Vcc (Volts) Shows voltage supplied to the transceiver.

Tx Bias (mA) Shows current to the Laser Diode in the transceiver.

Tx Power (mW) Shows the amount of light transmitted from the transceiver.
Rx Power (mW) Shows the amount of light received in the transceiver.

Rx LOS Rx Loss of Signal. This indicates whether:

- light is being received (Rx Up) and therefore the link is up, or

« lightis not being received (Rx Down) and therefore the link is
down

Related show system environment

Commands
show system pluggable
show system pluggable detail
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Introduction

Overview

Command List
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This chapter provides an alphabetical reference of commands used to configure
logging.

. “clear exception log” on page 291

. “clear log” on page 292

. “clear log buffered” on page 293

. “clear log permanent” on page 294

. “default log buffered” on page 295

. “default log console” on page 296

. “default log email” on page 297

. “default log host” on page 298

. “default log monitor” on page 299
. “default log permanent” on page 300
. “log buffered” on page 301
. “log buffered (filter)” on page 302
. “log buffered size” on page 305
. “log console” on page 306
. “log console (filter)” on page 307
. “log email” on page 310
. “log email (filter)” on page 311
. “log email time” on page 314
. “log host” on page 316
. “log host (filter)” on page 317
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. “log host time” on page 320

. “log monitor (filter)” on page 322

. “log permanent” on page 325

. “log permanent (filter)” on page 326
. “log permanent size” on page 329

. “log-rate-limit nsm” on page 330

. “show counter log” on page 332

. “show exception log” on page 333

. “show log” on page 334

. “show log config” on page 337
. “show log permanent” on page 339
. “show running-config log” on page 340
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CLEAR EXCEPTION LOG

clear exception log

Overview This command resets the contents of the exception log, but does not remove the
associated core files.

Syntax clear exception log
Mode Privileged Exec

Example cwplus# clear exception log
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CLEAR LOG

clear log

Overview This command removes the contents of the buffered and permanent logs.
Syntax clear log
Mode Privileged Exec

Example To delete the contents of the buffered and permanent log use the command:
awplus# clear log

Validation show log
Commands

Related clear log buffered

Commands
clear log permanent
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CLEAR LOG BUFFERED

clear log buffered

Overview
Syntax
Mode

Example

Validation
Commands

Related
Commands
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This command removes the contents of the buffered log.
clear log buffered
Privileged Exec

To delete the contents of the buffered log use the following commands:

awplus# clear log buffered

show log

clear log

clear log permanent
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CLEAR LOG PERMANENT

clear log permanent

Overview
Syntax
Mode

Example

Validation
Commands

Related
Commands
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This command removes the contents of the permanent log.
clear log permanent
Privileged Exec

To delete the contents of the permanent log use the following commands:

awplus# clear log permanent

show log

clear log

clear log buffered
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DEFAULT LOG BUFFERED

default log buffered

Overview

Syntax
Default
Mode

Example

Validation
Commands

Related
Commands
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This command restores the default settings for the buffered log stored in RAM. By

default the size of the buffered log is 50 kB and it accepts messages with the
severity level of “warnings” and above.

default log buffered
The buffered log is enabled by default.

Global Configuration

To restore the buffered log to its default settings use the following commands:

awplus# configure terminal

awplus (config)# default log buffered

show log config

log buffered

log buffered size
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DEFAULT LOG CONSOLE

default log console

Overview This command restores the default settings for log messages sent to the terminal
when a log console command is issued. By default all messages are sent to the
console when a log console command is issued.

Syntax default log console
Mode Global Configuration

Example To restore the log console to its default settings use the following commands:
awplus# configure terminal
awplus (config)# default log console

Validation show log config
Commands

Related log console

Commands )
log console (filter)
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DEFAULT LOG EMAIL

default log email

Overview

Syntax

Mode

Example

Related
Commands
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This command restores the default settings for log messages sent to an email
address. By default no filters are defined for email addresses. Filters must be
defined before messages will be sent. This command also restores the remote
syslog server time offset value to local (no offset).

default log email <email-address>

Parameter Description

<email-address> The email address to send log messages to

Global Configuration

To restore the default settings for log messages sent to the email address
admin@alliedtelesis.com use the following commands:
awplus# configure terminal

awplus (config)# default log email admin@alliedtelesis.com

show log config
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DEFAULT LOG HOST

default log host

Overview

Syntax

Mode

Example

Validation
Commands

Related
Commands
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This command restores the default settings for log sent to a remote syslog server.
By default no filters are defined for remote syslog servers. Filters must be defined
before messages will be sent. This command also restores the remote syslog server
time offset value to local (no offset).

default log host <ip-addr>

Parameter Description

<ip-addr> The IP address of a remote syslog server

Global Configuration

To restore the default settings for messages sent to the remote syslog server with
IPaddress 10.32.16.21 use the following commands:

awplus# configure terminal

awplus (config)# default log host 10.32.16.21

show log config

log email
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LOGGING COMMANDS
DEFAULT LOG MONITOR

default log monitor

Overview

Syntax
Default
Mode

Example

Related
Commands
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This command restores the default settings for log messages sent to the terminal
when a terminal monitor command is used.

default log monitor
All messages are sent to the terminal when a terminal monitor command is used.
Global Configuration

To restore the log monitor to its default settings use the following commands:
awplus# configure terminal

awplus (config)# default log monitor

log monitor (filter)

show log config
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default log permanent

Overview This command restores the default settings for the permanent log stored in . By
default, the size of the permanent log is 50 kB and it accepts messages with the
severity level of warnings and above.

Syntax default log permanent
Default The permanent log is enabled by default.
Mode Global Configuration

Example To restore the permanent log to its default settings use the following commands:
awplus# configure terminal
awplus (config)# default log permanent
Related log permanent
Commands .
log permanent size

show log config
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LOG BUFFERED

log buffered

Overview

Syntax

Default
Mode

Examples

Validation
Commands

Related
Commands
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This command configures the device to store log messages in RAM. Messages

stored in RAM are not retained on the device over a restart. Once the buffered log
reaches its configured maximum allowable size old messages will be deleted to

make way for new ones.

log buffered

no log buffered
The buffered log is configured by default.
Global Configuration

To configured the device to store log messages in RAM use the following
commands:

awplus# configure terminal

awplus (config)# log buffered

To configure the device to not store log messages in a RAM buffer use the
following commands:

awplus# configure terminal

awplus (config)+# no log buffered

show log config

default log buffered
log buffered (filter)

log buffered size
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LOG BUFFERED (FILTER)

log buffered (filter)

Overview Use this command to create a filter to select messages to be sent to the buffered
log. Selection can be based on the priority/ severity of the message, the program
that generated the message, the logging facility used, a sub-string within the
message or a combination of some or all of these.

The no variant of this command removes the corresponding filter, so that the
specified messages are no longer sent to the buffered log.

Syntax log buffered [level <level>] [program <program-name>] [facility
<facility>] [msgtext <text-string>]

no log buffered [level <level>] [program <program-name>]
[facility <facility>] [msgtext <text-string>]

Parameter Description

level Filter messages to the buffered log by severity level.

<level> The minimum severity of message to send to the buffered log. The level can be specified as
one of the following numbers or level names, where 0 is the highest severity and 7 is the
lowest severity:

0 |emergencies System is unusable

llalerts Action must be taken immediately
2|critical Critical conditions

3|errors Error conditions

4 |warnings Warning conditions

5|notices Normal, but significant, conditions

6|informational Informational messages

7| debugging Debug-level messages

program Filter messages to the buffered log by program. Include messages from a specified program in
the buffered log.
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Parameter Description

<program- The name of a program to log messages from, either one of the following predefined program
name>facil names (not case-sensitive), or another program name (case-sensitive) that you find in the log
ity<facili output:
B rip Routing Information Protocol (RIP)

ripng Routing Information Protocol - next generation (RIPng)

ospf Open Shortest Path First (OSPF)

ospfv3 Open Shortest Path First (OSPF) version 3 (OSPFv3)

bgp Border Gateway Protocol (BGP)

rsvp Resource Reservation Protocol (RSVP)

pim-dm Protocol Independent Multicast - Dense Mode (PIM-DM)

pim-sm Protocol Independent Multicast - Sparse Mode (PIM-SM)

pim-smv6 PIM-SM version 6 (PIM-SMv6)

stp Spanning Tree Protocol (STP)

rstp Rapid Spanning Tree Protocol (RSTP)

mstp Multiple Spanning Tree Protocol (MSTP)

imi Integrated Management Interface (IMI)

imish Integrated Management Interface Shell (IMISH)

Filter messages to the buffered log by syslog facility.

Specify one of the following syslog facilities to include messages from in the buffered log:

kern Kernel messages

user Random user-level messages

mail Mail system

daemon System daemons

auth Security/authorization messages

syslog Messages generated internally by syslogd

lpr Line printer subsystem

news Network news subsystem

uucp UUCP subsystem

cron Clock daemon

authpriv Security/authorization messages (private)

ftp FTP daemon
msgtext Select messages containing a certain text string.
<text- A text string to match (maximum 128 characters). This is case sensitive, and must be the last
string> text on the command line.
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LOGGING COMMANDS
LOG BUFFERED (FILTER)

Default

Mode

Examples

Validation
Commands

Related
Commands
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By default the buffered log has a filter to select messages whose severity level is
“notices (5)” or higher. This filter may be removed using the no variant of this
command.

Global Configuration

To add afilter to send all messages containing the text Bridging initialization, to the
buffered log use the following commands:

awplus# configure terminal

awplus (config)# log buffered msgtext Bridging initialization

Toremove afilter that sends all messages containing the text Bridging initialization,
to the buffered log use the following commands:

awplus# configure terminal

awplus (config)# no log buffered msgtext Bridging initialization

show log config

default log buffered
log buffered

log buffered size
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LOG BUFFERED SIZE

log buffered size

Overview

Syntax

Mode

Example

Validation
Commands

Related
Commands
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This command configures the amount of memory that the buffered log is
permitted to use. Once this memory allocation has been filled old messages will be
deleted to make room for new messages.

log buffered size <50-250>

Parameter Description

<50-250> Size of the RAM log in kilobytes

Global Configuration

To allow the buffered log to use up to 100 kB of RAM use the following commands:
awplus# configure terminal

awplus (config)# log buffered size 100

show log config

default log buffered
log buffered
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This command configures the device to send log messages to consoles. The
console log is configured by default to send messages to the devices main console
port.

Use the no variant of this command to configure the device not to send log
messages to consoles.

log console

no log console
Global Configuration

To configure the device to send log messages use the following commands:
awplus# configure terminal
awplus (config)# log console

To configure the device not to send log messages in all consoles use the following
commands:

awplus# configure terminal

awplus (config)# no log console

show log config

log console (filter)
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log console (filter)

Overview

Syntax

This command creates a filter to select messages to be sent to all consoles when
the log console command is given. Selection can be based on the priority/severity
of the message, the program that generated the message, the logging facility
used, a sub-string within the message or a combination of some or all of these.

log console [level <level>] [program <program-name>] [facility
<facility>] [msgtext <text-string>]

no log console [level <level>] [program <program-name>]
[facility <facility>] [msgtext <text-string>]

Parameter Description

level Filter messages by severity level.

<level> The minimum severity of message to send. The level can be specified as one of the following
numbers or level names, where 0 is the highest severity and 7 is the lowest severity:

0 |emergencies System is unusable

llalerts Action must be taken immediately
2|critical Critical conditions

3|errors Error conditions

4|warnings Warning conditions

5|notices Normal, but significant, conditions

6|informational Informational messages

7| debugging Debug-level messages
program Filter messages by program. Include messages from a specified program.
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Parameter Description

<program- The name of a program to log messages from, either one of the following predefined program
name>facil names (not case-sensitive), or another program name (case-sensitive) that you find in the log
ity<facili output:
B rip Routing Information Protocol (RIP)

ripng Routing Information Protocol - next generation (RIPng)

ospf Open Shortest Path First (OSPF)

ospfv3 Open Shortest Path First (OSPF) version 3 (OSPFv3)

bgp Border Gateway Protocol (BGP)

rsvp Resource Reservation Protocol (RSVP)

pim-dm Protocol Independent Multicast - Dense Mode (PIM-DM)

pim-sm Protocol Independent Multicast - Sparse Mode (PIM-SM)

pim-smv6 PIM-SM version 6 (PIM-SMv6)

stp Spanning Tree Protocol (STP)

rstp Rapid Spanning Tree Protocol (RSTP)

mstp Multiple Spanning Tree Protocol (MSTP)

imi Integrated Management Interface (IMI)

imish Integrated Management Interface Shell (IMISH)

Filter messages by syslog facility.

Specify one of the following syslog facilities to include messages from:

kern Kernel messages

user Random user-level messages

mail Mail system

daemon System daemons

auth Security/authorization messages

syslog Messages generated internally by syslogd

lpr Line printer subsystem

news Network news subsystem

uucp UUCP subsystem

cron Clock daemon

authpriv Security/authorization messages (private)

ftp FTP daemon
msgtext Select messages containing a certain text string.
<text- A text string to match (maximum 128 characters). This is case sensitive, and must be the last
string> text on the command line.
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Default By default the buffered log has a filter to select messages whose severity level is
critical orhigher. This filter may be removed using the no variant of this
command. This filter may be removed and replaced by filters that are more
selective.

Mode Global Configuration

Examples To create a filter to send all messages containing the text “Bridging
initialization” to consoleinstances where the log console command has
been given use the following commands:

awplus# configure terminal

awplus (confiqg)

# log console msgtext "Bridging initialization"

To remove a default filter that includes sending critical,alert and
emergency level messages to the console use the following commands:

awplus# configure terminal
awplus (config)# no log console level critical

Validation show log config
Commands

Related log console
Commands
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log email

Overview

Syntax

Default
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Commands

Related
Commands
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This command configures the device to send log messages to an email address.
The email address is specified in this command.

log email <email-address>

Parameter Description

<email-address> The email address to send log messages to

By default nofilters are defined for email log targets. Filters must be defined before
messages will be sent.

Global Configuration

To have log messages emailed to the email address
admin@alliedtelesis.com use the following commands:
awplus# configure terminal

awplus (config)# log email admin@alliedtelesis.com

show log config

default log email

log email
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log email (filter)

Overview This command creates a filter to select messages to be sent to an email address.
Selection can be based on the priority/ severity of the message, the program that
generated the message, the logging facility used, a sub-string within the message
or a combination of some or all of these.

The no variant of this command configures the device to no longer send log
messages to a specified email address. All configuration relating to this log target
will be removed.

Syntax log email <email-address> [level <level>] [program
<program-name>] [facility <facility>] [msgtext <text-string>]

no log email <email-address> [level <level>] [program
<program-name>] [facility <facility>] [msgtext <text-string>]

Parameter Description

<email- The email address to send logging messages to

address>

level Filter messages by severity level.

<level> The minimum severity of message to send. The level can be specified as one of the following

numbers or level names, where 0 is the highest severity and 7 is the lowest severity:

0 |emergencies System is unusable

llalerts Action must be taken immediately
2|critical Critical conditions

3|errors Error conditions

4 |warnings Warning conditions

5|notices Normal, but significant, conditions

6|informational Informational messages

7| debugging Debug-level messages
program Filter messages by program. Include messages from a specified program.
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Parameter Description

<program- The name of a program to log messages from, either one of the following predefined program
name>facil names (not case-sensitive), or another program name (case-sensitive) that you find in the log
ity<facili output:
B rip Routing Information Protocol (RIP)

ripng Routing Information Protocol - next generation (RIPng)

ospf Open Shortest Path First (OSPF)

ospfv3 Open Shortest Path First (OSPF) version 3 (OSPFv3)

bgp Border Gateway Protocol (BGP)

rsvp Resource Reservation Protocol (RSVP)

pim-dm Protocol Independent Multicast - Dense Mode (PIM-DM)

pim-sm Protocol Independent Multicast - Sparse Mode (PIM-SM)

pim-smv6 PIM-SM version 6 (PIM-SMv6)

stp Spanning Tree Protocol (STP)

rstp Rapid Spanning Tree Protocol (RSTP)

mstp Multiple Spanning Tree Protocol (MSTP)

imi Integrated Management Interface (IMI)

imish Integrated Management Interface Shell (IMISH)

Filter messages by syslog facility.

Specify one of the following syslog facilities to include messages from:

kern Kernel messages

user Random user-level messages

mail Mail system

daemon System daemons

auth Security/authorization messages

syslog Messages generated internally by syslogd

lpr Line printer subsystem

news Network news subsystem

uucp UUCP subsystem

cron Clock daemon

authpriv Security/authorization messages (private)

ftp FTP daemon
msgtext Select messages containing a certain text string.
<text- A text string to match (maximum 128 characters). This is case sensitive, and must be the last
string> text on the command line.
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Global Configuration

To create afilter to send all messages containing the text “Bridging
initialization”,tothe email address admin@homebase.com use the
following commands:

awplus# configure terminal
awplus (config)# log email admin@homebase.com msgtext "Bridging
initialization"

To create a filter to send messages with a severity level of informational and
above to the email address admin@alliedtelesis.com use the following
commands:

awplus# configure terminal

awplus (config)# log email admin@alliedtelesis.com level
informational

To stop the device emailing log messages emailed to the email address
admin@alliedtelesis.com use the following commands:

awplus# configure terminal
awplus (config)# no log email admin@homebase.com

To remove a filter that sends messages with a severity level of informational
and above to the email address admin@alliedtelesis.comuse the
following commands:

awplus# configure terminal

awplus (config)# no log email admin@alliedtelesis.com level
informational

default log email

log email

show log config
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log email time

Overview This command configures the time used in messages sent to an email address. If
the syslog server is in a different time zone to your device then the time offset can
be configured using either the utc-offset parameter option keyword or the
local-offset parameter option keyword, where utc-offset is the time difference
from UTC (Universal Time, Coordinated) and local-offset is the difference from
local time.

Syntax log email <email-address> time {locall|local-offset|utc-offset
{plus|minus}<0-24>}

Parameter Description

<email-address> The email addressto send log messages to

time Specify the time difference between the email recipient and the
device you are configuring.

local The device is in the same time zone as the email recipient

local-offset The device is in a different time zone to the email recipient. Use
the plus or minus keywords and specify the difference (offset)
from local time of the device to the email recipient in hours.

utc-offset The device is in a different time zone to the email recipient. Use
the plus or minus keywords and specify the difference (offset)
from UTC time of the device to the email recipient in hours.

plus Negative offset (difference) from the device to the email
recipient.

minus Positive offset (difference) from the device to the email
recipient.

<0-24> World Time zone offset in hours

Default The default is local time.
Mode Global Configuration

Usage Use the local option if the email recipient is in the same time zone as this device.
Messages will display the time as on the local device when the message was
generated.

Use the offset option if the email recipient is in a different time zone to this device.
Specify the time offset of the email recipient in hours. Messages will display the
time they were generated on this device but converted to the time zone of the
email recipient.
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To send messages to the email address test@home . com in the same time zone
as the device’s local time zone, use the following commands:

awplus# configure terminal
awplus (config)# log email admin@base.com time local 0

To send messages to the email address admin@base . com with the time
information converted to the time zone of the email recipient, which is 3 hours
ahead of the device’s local time zone, use the following commands:

awplus# configure terminal

awplus (config)# log email admin@base.com time local-offset plus
3

To send messages to the email address user@remote . com with the time
information converted to the time zone of the email recipient, which is 3 hours
behind the device’s UTC time zone, use the following commands:

awplus# configure terminal

awplus (config)# log email user@remote.com time utc-offset minus
3

show log config

default log buffered
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This command configures the device to send log messages to a remote syslog
server via UDP port 514. The IP address of the remote server must be specified. By
default no filters are defined for remote syslog servers. Filters must be defined
before messages will be sent.

log host <ip-addr>

no log host <ip-addr>

Parameter Description
<ip-addr> The IP address of a remote syslog server in dotted decimal format
A.B.C.D

Global Configuration

To configure the device to send log messages to a remote syslog server with IP
address 10.32.16. 99 use the following commands:

awplus# configure terminal

awplus (config)# log host 10.32.16.99

To stop the device from sending log messages to the remote syslog server with IP
address 10.32.16.99 use the following commands:

awplus# configure terminal

awplus (config)# no log host 10.32.16.99

show log config

default log host
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log host (filter)

Overview This command creates a filter to select messages to be sent to a remote syslog
server. Selection can be based on the priority/severity of the message, the program
that generated the message, the logging facility used, a substring within the
message or a combination of some or all of these.

The no variant of this command configures the device to no longer send log
messages to a remote syslog server. The IP address of the syslog server must be
specified. All configuration relating to this log target will be removed.

Syntax log host <ip-addr> [level <level>] [program <program-name>]
[facility <facility>] [msgtext <text-string>]

no log host <ip-addr> [level <level>] [program <program-name>]
[facility <facility>] [msgtext <text-string>]

Parameter Description

<ip-addr>  TheIP address of a remote syslog server.

level Filter messages by severity level.

<level> The minimum severity of message to send. The level can be specified as one of the following
numbers or level names, where 0 is the highest severity and 7 is the lowest severity:

0 |emergencies System is unusable

llalerts Action must be taken immediately
2|critical Critical conditions

3|errors Error conditions

4 |warnings Warning conditions

5|notices Normal, but significant, conditions

6|informational Informational messages

7| debugging Debug-level messages
program Filter messages by program. Include messages from a specified program.
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Parameter Description

<program- The name of a program to log messages from, either one of the following predefined program
name>facil names (not case-sensitive), or another program name (case-sensitive) that you find in the log
ity<facili output:
B rip Routing Information Protocol (RIP)

ripng Routing Information Protocol - next generation (RIPng)

ospf Open Shortest Path First (OSPF)

ospfv3 Open Shortest Path First (OSPF) version 3 (OSPFv3)

bgp Border Gateway Protocol (BGP)

rsvp Resource Reservation Protocol (RSVP)

pim-dm Protocol Independent Multicast - Dense Mode (PIM-DM)

pim-sm Protocol Independent Multicast - Sparse Mode (PIM-SM)

pim-smv6 PIM-SM version 6 (PIM-SMv6)

stp Spanning Tree Protocol (STP)

rstp Rapid Spanning Tree Protocol (RSTP)

mstp Multiple Spanning Tree Protocol (MSTP)

imi Integrated Management Interface (IMI)

imish Integrated Management Interface Shell (IMISH)

Filter messages by syslog facility.

Specify one of the following syslog facilities to include messages from:

kern Kernel messages

user Random user-level messages

mail Mail system

daemon System daemons

auth Security/authorization messages

syslog Messages generated internally by syslogd

lpr Line printer subsystem

news Network news subsystem

uucp UUCP subsystem

cron Clock daemon

authpriv Security/authorization messages (private)

ftp FTP daemon
msgtext Select messages containing a certain text string.
<text- A text string to match (maximum 128 characters). This is case sensitive, and must be the last
string> text on the command line.
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Global Configuration

To create afilter to send all messages containing the text “Bridging
initialization”, toaremote syslog server with IP address 10.32.16.21
use the following commands:

awplus# configure terminal
awplus (config)# log host 10.32.16.21 msgtext "Bridging
initialization"

To create a filter to send messages with a severity level of informational and
above to the syslog server with IP address 10.32.16.21 use the following
commands:

awplus# configure terminal

awplus (config)# log host 10.32.16.21 level informational

To remove a filter that sends all messages containing the text “Bridging
initialization”,toaremote syslog server with IP address 10.32.16.21
use the following commands:

awplus# configure terminal
awplus (config)# no log host 10.32.16.21 msgtext "Bridging
initialization"

To remove a filter that sends messages with a severity level of informational
and above to the syslog server with IP address 10.32.16. 21use the following
commands:

awplusawpluls# configure terminal

awplus (config)# no log host 10.32.16.21 level informational

default log host

show log config
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This command configures the time used in messages sent to a remote syslog
server. If the syslog server is in a different time zone to your device then the time
offset can be configured using either the utc-offset parameter option keyword or
the local-offset parameter option keyword, where utc-offset is the time
difference from UTC (Universal Time, Coordinated) and local-offset is the
difference from local time.

log host <email-address> time {locall|local-offset|utc-offset
{plus|minus} <0-24>}

Parameter Description

<email-address> The email address to send log messages to

time Specify the time difference between the email recipient and the
device you are configuring.

local The device is in the same time zone as the email recipient

local-offset The device is in a different time zone to the email recipient. Use
the plus or minus keywords and specify the difference (offset)
from local time of the device to the email recipient in hours.

utc-offset The device is in a different time zone to the email recipient. Use
the plus or minus keywords and specify the difference (offset)
from UTC time of the device to the email recipient in hours.

plus Negative offset (difference) from the device to the syslog server.
minus Positive offset (difference) from the device to the syslog server.
<0-24> World Time zone offset in hours

The default is local time.
Global Configuration

Use the local option if the remote syslog server is in the same time zone as the
device. Messages will display the time as on the local device when the message
was generated.

Use the offset option if the email recipient is in a different time zone to this device.
Specify the time offset of the remote syslog server in hours. Messages will display
the time they were generated on this device but converted to the time zone of the
remote syslog server.

To send messages to the remote syslog server with the IP address 10.32.16.21
in the same time zone as the device’s local time zone, use the following
commands:

awplus# configure terminal

awplus (config)# log host 10.32.16.21 time local O
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To send messages to the remote syslog server with the IP address 10.32.16.12
with the time information converted to the time zone of the remote syslog server,
which is 3 hours ahead of the device’s local time zone, use the following
commands:

awplus# configure terminal

awplus (config)# log host 10.32.16.12 time local-offset plus 3

To send messages to the remote syslog server with the IP address 10.32.16.02
with the time information converted to the time zone of the email recipient, which
is 3 hours behind the device’s UTC time zone, use the following commands:

awplus# configure terminal

awplus (config)+# log host 10.32.16.02 time utc-offset minus 3

show log config

default log buffered
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log monitor (filter)

Overview This command creates a filter to select messages to be sent to the terminal when
the terminal monitor command is given. Selection can be based on the
priority/severity of the message, the program that generated the message, the
logging facility used, a sub-string within the message or a combination of some or
all of these.

Syntax 1log monitor [level <level>] [program <program-name>] [facility
<facility>] [msgtext <text-string>]

no log monitor [level <level>] [program <program-name>]
[facility <facility>] [msgtext <text-string>]

Parameter Description

level Filter messages by severity level.

<level> The minimum severity of message to send. The level can be specified as one of the following
numbers or level names, where 0 is the highest severity and 7 is the lowest severity:

0| emergencies System is unusable

llalerts Action must be taken immediately
2|critical Critical conditions

3|errors Error conditions

4 |warnings Warning conditions

5|notices Normal, but significant, conditions

6|informational Informational messages

7| debugging Debug-level messages
program Filter messages by program. Include messages from a specified program.
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Parameter Description

<program- The name of a program to log messages from, either one of the following predefined program
name>facil names (not case-sensitive), or another program name (case-sensitive) that you find in the log
ity<facili output:
B rip Routing Information Protocol (RIP)

ripng Routing Information Protocol - next generation (RIPng)

ospf Open Shortest Path First (OSPF)

ospfv3 Open Shortest Path First (OSPF) version 3 (OSPFv3)

bgp Border Gateway Protocol (BGP)

rsvp Resource Reservation Protocol (RSVP)

pim-dm Protocol Independent Multicast - Dense Mode (PIM-DM)

pim-sm Protocol Independent Multicast - Sparse Mode (PIM-SM)

pim-smv6 PIM-SM version 6 (PIM-SMv6)

stp Spanning Tree Protocol (STP)

rstp Rapid Spanning Tree Protocol (RSTP)

mstp Multiple Spanning Tree Protocol (MSTP)

imi Integrated Management Interface (IMI)

imish Integrated Management Interface Shell (IMISH)

Filter messages by syslog facility.

Specify one of the following syslog facilities to include messages from:

kern Kernel messages

user Random user-level messages

mail Mail system

daemon System daemons

auth Security/authorization messages

syslog Messages generated internally by syslogd

lpr Line printer subsystem

news Network news subsystem

uucp UUCP subsystem

cron Clock daemon

authpriv Security/authorization messages (private)

ftp FTP daemon
msgtext Select messages containing a certain text string.
<text- A text string to match (maximum 128 characters). This is case sensitive, and must be the last
string> text on the command line.
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By default there is a filter to select all messages. This filter may be removed and
replaced by filters that are more selective.

Global Configuration

To create afilter to send all messages generated by MSTP that have a severity of
info or higher to terminal instances where the terminal monitor command has
been given use the following commands:

awplus# configure terminal
awplus (config)+# log monitor level info program mstp

To remove a default filter that includes sending everything to the terminal use the
following commands:

awplus# configure terminal

awplus (config)# no log monitor level debugging

show log config

terminal monitor
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log permanent

Overview This command configures the device to send permanent log messages to

Syntax

Mode

Examples

Validation
Commands

Related
Commands
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non-volatile storage (NVS) on the device. The content of the permanent log is
retained over a reboot. Once the permanent log reaches its configured maximum
allowable size old messages will be deleted to make way for new messages.

The no variant of this command configures the device not to send any messages
to the permanent log. Log messages will not be retained over a restart.

log permanent

no log permanent
Global Configuration

To enable permanent logging use the following commands:
awplus# configure terminal

awplus (config)# log permanent

To disable permanent logging use the following commands:
awplus# configure terminal

awplus (config)# no log permanent

show log config

default log permanent
log permanent (filter)
log permanent size

show log permanent
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log permanent (filter)

Overview This command creates a filter to select messages to be sent to the permanent log.
Selection can be based on the priority/ severity of the message, the program that
generated the message, the logging facility used, a sub-string within the message
or a combination of some or all of these.

The no variant of this command removes the corresponding filter, so that the
specified messages are no longer sent to the permanent log.

Syntax log permanent [level <level>] [program <program-name>]
[facility <facility>] [msgtext <text-string>]

no log permanent [level <level>] [program <program—-name>]
[facility <facility>] [msgtext <text-string>]

Parameter Description

level Filter messages sent to the permanent log by severity level.

<level> The minimum severity of message to send. The level can be specified as one of the following
numbers or level names, where 0 is the highest severity and 7 is the lowest severity:

0 |emergencies System is unusable

llalerts Action must be taken immediately
2|critical Critical conditions

3|errors Error conditions

4 |warnings Warning conditions

5|notices Normal, but significant, conditions

6|informational Informational messages

7| debugging Debug-level messages
program Filter messages by program. Include messages from a specified program.
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Parameter Description

<program- The name of a program to log messages from, either one of the following predefined program
name>facil names (not case-sensitive), or another program name (case-sensitive) that you find in the log

ity<facili output:

ty> .
rip

Routing Information Protocol (RIP)

ripng

Routing Information Protocol - next generation (RIPng)

ospf

Open Shortest Path First (OSPF)

ospfv3

Open Shortest Path First (OSPF) version 3 (OSPFv3)

bgp

Border Gateway Protocol (BGP)

rsvp

Resource Reservation Protocol (RSVP)

pim-dm

Protocol Independent Multicast - Dense Mode (PIM-DM)

pim-sm

Protocol Independent Multicast - Sparse Mode (PIM-SM)

pim-smv6

PIM-SM version 6 (PIM-SMv6)

stp

Spanning Tree Protocol (STP)

rstp

Rapid Spanning Tree Protocol (RSTP)

mstp

Multiple Spanning Tree Protocol (MSTP)

imi

Integrated Management Interface (IMI)

imish

Integrated Management Interface Shell (IMISH)

Filter messages by syslog facility.

Specify one of the following syslog facilities to include messages from:

kern Kernel messages
user Random user-level messages
mail Mail system
daemon System daemons
auth Security/authorization messages
syslog Messages generated internally by syslogd
lpr Line printer subsystem
news Network news subsystem
uucp UUCP subsystem
cron Clock daemon
authpriv Security/authorization messages (private)
ftp FTP daemon
msgtext Select messages containing a certain text string.
<text- A text string to match (maximum 128 characters). This is case sensitive, and must be the last
string> text on the command line.
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LOGGING COMMANDS
LOG PERMANENT (FILTER)

Default

Mode

Examples

Validation
Commands

Related
Commands
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By default the buffered log has a filter to select messages whose severity level is
notices (5) orhigher. This filter may be removed using the no variant of this
command.

Global Configuration

To create afilter to send all messages containing the text “Bridging
initialization”,to the permanentlog use the following commands:
awplus# configure terminal

awplus (config)# log permanent msgtext Bridging initialization

show log config

default log permanent
log permanent
log permanent size

show log permanent
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LOG PERMANENT SIZE

log permanent size

Overview

Syntax

Mode

Example

Validation
Commands

Related
Commands

C613-50080-01 REV A

This command configures the amount of memory that the permanent log is
permitted to use. Once this memory allocation has been filled old messages will be
deleted to make room for new messages.

log permanent size <50-250>

Parameter Description

<50-250> Size of the permanent log in kilobytes

Global Configuration

To allow the permanent log to use up to 100 kB of NVS use the following
commands:

awplus# configure terminal

awplus (config)# log permanent size 100

show log config

default log permanent

log permanent
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LOG-RATE-LIMIT NSM

log-rate-limit nsm

Overview

Syntax

Default
Mode

Usage

Examples
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This command limits the number of log messages generated by the device for a
given interval.

Use the no variant of this command to revert to the default number of log
messages generated by the device of up to 200 log messages per second.
log-rate-limit nsm messages <message-limit> interval
<time-interval>

no log-rate-limit nsm

Parameter Description

<message-limit> <1-65535>
The number of log messages generated by the device.

<time-interval> <0-65535>
The time period for log message generation in 1/100 seconds.
If an interval of 0 is specified then no log message rate limiting
is applied.

By default, the device will allow 200 log messages to be generated per second.
Global Configuration

Previously, if the device received a continuous stream of IGMP packets with errors,
such as when a packet storm occurs because of a network loop, then the device
generates a lot of log messages using more and more memory, which may
ultimately cause the device to shutdown. This log rate limiting feature constrains
the rate that log messages are generated by the device.

Note that if within the given time interval, the number of log messages exceeds the
limit, then any excess log messages are discarded. At the end of the time interval,
a single log message is generated indicating that log messages were discarded
due to the log rate limit being exceeded.

Thus if the expectation is that there will be a lot of discarded log messages due to
log rate limiting, then it is advisable to set the time interval to no less than 100,
which means that there would only be one log message, indicating log excessive
log messages have been discarded.

To limit the device to generate up to 300 log messages per second, use the
following commands:
awplus# configure terminal

awplus (config)# log-rate-limit nsm messages 300 interval 100
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LOG-RATE-LIMIT NSM

To return the device the default setting, to generate up to 200 log messages per
second, use the following commands:

awplus# configure terminal

awplus (config)+# no log-rate-limit nsm
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SHOW COUNTER LOG

show counter log

Overview
Syntax
Mode

Example

Output

Related
Commands

C613-50080-01 REV A

This command displays log counter information.
show counter log
User Exec and Privileged Exec

To display the log counter information, use the command:

awplus# show counter log

Figure 7-1:  Example output from the show counter log command

Log counters

Total Received  ......... 2328
Total Received PO ......... 0
Total Received P1  ......... 0
Total Received P2  ......... 1
Total Received P3 ......... 9
Total Received P4 ......... 32
Total Received P5 ......... 312
Total Received P6  ......... 1602
Total Received P7 ......... 372

Table 1: Parameters in output of the show counter log command

Parameter Description

Total Received Total number of messages received by the log

Total Received PO Total number of Priority 0 (Emergency) messages
received

Total Received Pl Total number of Priority 1 (Alert) messages received

Total Received P2 Total number of Priority 2 (Critical) messages received

Total Received P3 Total number of Priority 3 (Error) messages received

Total Received P4 Total number of Priority 4 (Warning) messages received

Total Received P5 Total number of Priority 5 (Notice) messages received

Total Received P6 Total number of Priority 6 (Info) messages received

Total Received P7 Total number of Priority 7 (Debug) messages received

show log config
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SHOW EXCEPTION LOG

show exception log

Overview This command displays the contents of the exception log.
Syntax show exception log
Mode User Exec and Privileged Exec

Example To display the exception log, use the command:

awplus# show exception log

Output Figure7-2:  Example output from the show exception log command on a
device

awplus#show exception log

<date> <time> <facility>.<severity> <program[<pid>]>: <message>

2014 Jan 08 08:05:59 local7.debug awplus corehandler : Process hsl (PID:741l) sig
nal 11, core dumped to /flash/hsl-IE200-projl747 i1e200-20131225-1-1-1262937958-7
41.tgz

2014 Jan 08 08:17:43 local7.debug awplus corehandler : Process hsl (PID:745) sig
nal 11, core dumped to /flash/hsl-IE200-projl747 IE200-20131225-1-1-1262938662-7
45.tgz
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LOGGING COMMANDS
SHOW LOG

show log

Overview

Syntax

Default

Mode

Usage

Examples
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This command displays the contents of the buffered log.

For information on filtering and saving command output, see “Controlling “show”
Command Output” in the “Getting Started with AlliedWare Plus” Feature Overview
and Configuration Guide.

show log [tail [<10-250>]]

Parameter Description

tail Display only the latest log entries.

<10-250> Specify the number of log entries to display.

By default the entire contents of the buffered log is displayed.
User Exec, Privileged Exec and Global Configuration

If the optional tail parameter is specified only the latest 10 messages in the
buffered log are displayed. A numerical value can be specified after the tail
parameter to select how many of the latest messages should be displayed.
To display the contents of the buffered log use the command:

awplus# show log

To display the 10 latest entries in the buffered log use the command:

awplus# show log tail 10
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SHOW LOG

Output Figure 7-3:

Example output from the show log command
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SHOW LOG

Figure 7-4:  Example output from the show log tail command

Related show log config
Commands

show log permanent
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SHOW LOG CONFIG

show log

config

Overview This command displays information about the logging system. This includes the
configuration of the various log destinations, buffered, permanent, syslog servers
(hosts) and email addresses. This also displays the latest status information for
each of these destinations.
Syntax show log config
Mode User Exec, Privileged Exec and Global Configuration
Example To display the logging configuration use the command:
show log config
Output Figure 7-5:  Example output from the show log config command
Buffered log:
Status ......... enabled
Maximum size 100kb
Filters:
*1 Level ........ notices
Program ...... any
Facility ..... any
Message text any
2 Level ........ informational
Program ...... mstp
Facility ..... daemon
Message text any
Statistics ..... 1327 messages received, 821 accepted by filter (2015 Nov 11
10:36:16)
Permanent log:
Status ......... enabled
Maximum size 60kb
Filters:
1 Level ........ error
Program ...... any
Facility ..... any
Message text any
*2 Level ........ warnings
Program ...... dhcp
Facility ..... any
Message text "pool exhausted"
Statistics ..... 1327 messages received, 12 accepted by filter (2015 Nov 11
10:36:16)
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SHOW LOG CONFIG

In the above example the "’ next to filter 1 in the buffered log configuration
indicates that this is the default filter. The permanent log has had its default filter
removed, so none of the filters are marked with “*'.

NOTE: Terminal log and console log cannot be set at the same time. If console logging
is enabled then the terminal logging is turned off.

Related show counterlog

Commands
show log

show log permanent
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SHOW LOG PERMANENT

show log permanent

Overview This command displays the contents of the permanent log.

Syntax show log permanent [tail [<10-250>]]

Parameter Description

tail Display only the latest log entries.

<10-250> Specify the number of log entries to display.

Default If the optional tail parameter is specified only the latest 10 messages in the
permanent log are displayed. A numerical value can be specified after the tail
parameter to select how many of the latest messages should be displayed.

Mode User Exec, Privileged Exec and Global Configuration

Example Todisplay the permanent log, use the command:

show log permanent

Output Figure 7-6:  Example output from the show log permanent command

awplus#show log permanent

<date> <time> <facility>.<severity> <program[<pid>]>: <message>

2014 Jun 10 09:30:09 syslog.notice syslog-ng[67]: syslog-ng starting up;
version=\"2.0rc3\’

2014 Jun 10 09:30:09 auth.warning portmap[l106]: user rpc not found, reverting to
user bin

2014 Jun 10 09:30:09 cron.notice crond[116]: crond 2.3.2 dillon, started, log
level 8

2014 Jun 10 09:30:14 daemon.err snmpd[181]: /flash/.configs/snmpd.conf: line 20:
Error: bad SUBTREE object
2014 Jun 10 09:30:14 user.info HSL[192]: HSL: INFO: Registering port portl.0.1

Related show log
Commands
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SHOW RUNNING-CONFIG LOG

show running-config log

Overview This command displays the current running configuration of the Log utility.

Syntax show running-config log
Mode Privileged Exec and Global Configuration

Example To display the current configuration of the log utility, use the command:
awplus# show running-config log

Related show log

Commands ,
show log config
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Scripting
Commands

Introduction

Overview This chapter provides commands used for command scripts.

Command List - “activate” on page 342
. “echo” on page 343
. “wait” on page 344
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SCRIPTING COMMANDS
ACTIVATE

activate

Overview

Syntax

Mode

Usage

Examples

Related
Commands
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This command activates a script file.

activate [background] <script>

Parameter Description

background Activate a script to run in the background. A process that is running in
the background will operate as a separate task, and will not interrupt
foreground processing. Generally, we recommend running short,
interactive scripts in the foreground and longer scripts in the
background. The default is to run the script in the foreground.

<script> The file name of the script to activate. The script is a command script
consisting of commands documented in this software reference.
Note that you must use either a. scp or a . sh filename extension for a
valid script text file, as described below in the usage section for this
command.

Privileged Exec

When a script is activated, the privilege level is set to 1 enabling User Exec
commands to run in the script. If you need to run Privileged Exec commands in
your script you need to add an enable (Privileged Exec mode) command to the
start of your script. If you need to run Global Configuration commands in your
script you need to add a configure terminal command after the enable command
at the start of your script.

The activate command executes the script in a new shell. A terminal length shell
command, such as terminal length 0 may also be required to disable a delay that
would pause the display.

A script must be a text file with a filename extension of either . sh or . scp only for
the AlliedWare Plus™ CLI to activate the script file. The . sh filename extension
indicates thefile is an ASH script, and the . scp filename extension indicates the file
is an AlliedWare Plus™ script.

To activate a command script to run as a background process, use the command:

awplus# activate background test.scp

configure terminal
echo
enable (Privileged Exec mode)

wait
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ECHO

echo

Overview

Syntax

Mode

Usage

Example

Output

Related
Commands
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This command echoes a string to the terminal, followed by a blank line.

echo <line>

Parameter Description

<line> The string to echo

User Exec and Privileged Exec

This command may be useful in CLI scripts, to make the script print user-visible
comments.

To echo the string He11o World to the console, use the command:

awplus# echo Hello World

Hello World

activate

wait
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WAIT

walit
Overview

Syntax

Default
Mode

Usage

Example

Related
Commands
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This command pauses execution of the active script for the specified period of
time.

wait <delay>

Parameter Description

<delay> <1-65335> Specify the time delay in seconds

No wait delay is specified by default to pause script execution.
Privileged Exec (when executed from a script not directly from the command line)

Use this command to pause script execution in an . scp (AlliedWare Plus™ script) or
an . sh (ASH script) file executed by the activate command. The script must contain
an enable (Privileged Exec mode) command since the wait command is only
executed in the Privileged Exec mode.When a script is activated, the privilege level
is set to 1 enabling User Exec commands to run in the script. If you need to run
Privileged Exec commands in your script you need to add an enable (Privileged
Exec mode) command to the start of your script.

See an example . scp script file extract below that will show port counters for
interface port1.0.1 overa 10 second interval:

enable

show interface portl.0.1

wait 10

show interface portl.0.1

activate
echo

enable (Privileged Exec mode)
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Interface
Commands

Introduction

Overview This chapter provides an alphabetical reference of commands used to configure
and display interfaces.

Command List - “description (interface)” on page 346
. “interface (to configure)” on page 347
. “ip tcp adjust-mss” on page 349
. “ipv6 tcp adjust-mss” on page 351
. “mru jumbo” on page 353

. “mtu” on page 354

. “show interface” on page 356
. “show interface brief” on page 360
. “show interface status” on page 361
. “shutdown” on page 364
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INTERFACE COMMANDS
DESCRIPTION (INTERFACE)

description (interface)

Overview Use this command to add a description to a specific port or interface.

Syntax description <description>

Parameter Description

<description> Textdescribing the specific interface.

Mode Interface Configuration

Example The following example uses this command to describe the device that a switch
port is connected to.

awplus# configure terminal
awplus (config)# interface portl.0.2

awplus (config-if)# description Boardroom PC

C613-50080-01 REV A Command Reference for AT-AR2050V 346
AlliedWare Plus™ Operating System - Version 5.4.5-2.x



INTERFACE COMMANDS
INTERFACE (TO CONFIGURE)

interface (to configure)

Overview Use this command to select one or more interfaces to configure.

Syntax interface <interface-list>

interface 1lo

Parameter Description

<interface-1list> Theinterfaces or ports to configure.
An interface-list can be:

« aninterface such asaVLAN (e.g. vlan1),aswitch port (e.g.
portl.0.1),astatic channel group (e.g. sa3), a dynamic
(LACP) channel group (e.g. po4), a PPP interface (e.g.
ppep0), an Ethernet interface, (e.g. eth1), a tunnel interface
(e.g. tunnel0) or a bridge interface (e.g. br2).

« acontinuous range of interfaces, ports, static channel
groups or dynamic (LACP) channel groups separated by a
hyphen; e.g. v1an2-8,orportl1.0.1-1.0.6,0r
sal-2,0rpol-2

« acomma-separated list of the above; e.g.
portl.0.1,portl1.0.4-1.0.6.Donotmixinterface
typesin a list

The specified interfaces must exist.

lo The local loopback interface.

Usage Alocal loopbackinterface is one that is always available for higher layer protocols
to use and advertise to the network. Although a local loopback interface is
assigned an IP address, it does not have the usual requirement of connecting to a
lower layer physical entity. This lack of physical attachment creates the perception
of a local loopback interface always being accessible via the network.

Local loopback interfaces can be utilized by a number of protocols for various
purposes. They can be used to improve access to the device and also increase its
reliability, security, scalability and protection. In addition, local loopback interfaces
can add flexibility and simplify management, information gathering and filtering.

One example of this increased reliability is for OSPF to advertise a local loopback
interface as an interface-route into the network irrespective of the physical links
that may be “up” or “down” at the time. This provides a higher probability that the
routing traffic will be received and subsequently forwarded.

Mode Global Configuration
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INTERFACE (TO CONFIGURE)

Example The following example shows how to enter Interface mode to configure vianl.
Note how the prompt changes.

awplus# configure terminal
awplus (config)# interface vlanl
awplus (config-if) #

The following example shows how to enter Interface mode to configure PPP
interface, PPPO.

awplus# configure terminal
awplus (config)# interface ppp0
awplus (config-if) #

The following example shows how to enter Interface mode to configure the local
loopback interface.

awplus# configure terminal
awplus (config)# interface 1lo
awplus (config-if) #

The following example shows how to enter interface mode to configure bridge
br2.

awplus# configure terminal
awplus (config)# interface br2
awplus (config-if) #
Related ip address (IP Addressing and Protocol)
Commands

show interface

show interface brief
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IP TCP ADJUST-MSS

ip tcp adjust-mss

Overview

Syntax

Default
Mode

Usage

Examples
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Use this command to set the Maximum Segment Size (MSS) size for an interface,
where MSS is the maximum TCP data packet size that the interface can transmit
before fragmentation.

Use the no variant of this command to remove a previously specified MSS size for
a PPP interface, and restore the default MSS size.

ip tcp adjust-mss {<mss-size>|pmtu}

no ip tcp adjust-mss

Parameter Description

<mss-size>  <64-1460> Specifies the MSS size in bytes.

pmtu Adjust TCP MSS automatically with respect to the MTU on the
interface.

The default setting allows a TCP server or a TCP client to set the MSS value for itself.
Interface Configuration

When a host initiates a TCP session with a server it negotiates the IP segment size
by using the MSS option field in the TCP packet. The value of the MSS option field
is determined by the Maximum Transmission Unit (MTU) configuration on the host.

You can set a feasible MSS value on the following interfaces:

. PPPoE

. Ethernet

. VTl Tunnels (IPSeC, GRE, IPv6, L2TP, OpenVPN)
. VLAN

To configure an MSS size of 1452 bytes on PPP interface ppp0, use the commands:
awplus# configure terminal

awplus (config)# interface pppO

awplus (config-if)# ip tcp adjust-mss 1452

To configure an MSS size of 1452 bytes on Ethernet interface eth1, use the
commands:

awplus# configure terminal
awplus (config)# interface ethl

awplus (config-if)# ip tcp adjust-mss 1452
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To restore the MSS size to the default size on PPP interface ppp0, use the
commands:

awplus# configure terminal
awplus (config)# interface ppp0

awplus (config-if)# no ip tcp adjust-mss

Related mtu (PPP)

Commands .
show interface
show interface (PPP)
show interface tunnel (GRE)
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IPV6 TCP ADJUST-MSS

ipv6 tcp adjust-mss

Overview Use this command to set the IPv6 Maximum Segment Size (MSS) size for an
interface, where MSS is the maximum TCP data packet size that the interface can
transmit before fragmentation.

Use the no variant of this command to remove a previously specified MSS size for
a PPP interface, and restore the default MSS size.

Syntax ip tcp adjust-mss {<mss-size>|pmtu}

no ip tcp adjust-mss

Parameter Description

<mss-size>  <64-1460> Specifies the MSS size in bytes.

pmtu Adjust TCP MSS automatically with respect to the MTU on the
interface.

Default The default setting allows a TCP server or a TCP client to set the MSS value for itself.
Mode Interface Configuration

Usage When a hostinitiates a TCP session with a server it negotiates the IP segment size
by using the MSS option field in the TCP packet. The value of the MSS option field
is determined by the Maximum Transmission Unit (MTU) configuration on the host.

You can set a feasible MSS value on the following interfaces:

. PPPoE

. Ethernet

. VTl Tunnels (IPSec, GRE, IPv6, L2TP, OpenVPN)
. VLAN

Examples To configure an IPv6 MSS size of 1452 bytes on PPP interface ppp0, use the
commands:

awplus# configure terminal
awplus (config)# interface pppO
awplus (config-1if)# ipv6 tcp adjust-mss 1452

To configure an IPv6 MSS size of 1452 bytes on Ethernet interface eth1, use the
commands:

awplus# configure terminal
awplus (config)# interface ethl

awplus (config-if)# ip tcp adjust-mss 1452

C613-50080-01 REV A Command Reference for AT-AR2050V 351
AlliedWare Plus™ Operating System - Version 5.4.5-2.x



INTERFACE COMMANDS
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Related
Commands
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To restore the MSS size to the default size on PPP interface ppp0, use the
commands:

awplus# configure terminal
awplus (config)# interface ppp0

awplus (config-if)# no ip tcp adjust-mss
mtu (PPP)
show interface

show interface (PPP)

show interface tunnel (GRE)
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MRU JUMBO

mru jumbo

Overview

Syntax

Default
Mode

Usage

Examples

Related
Commands
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Use this command to enable the device to forward jumbo frames. For more
information, see the Switching Feature Overview and Configuration Guide.

When jumbo frame support is enabled, the maximum size of packets that the
device can forward is 9710 bytes of payload.

Use the no variant of this command to remove jumbo frame support, and restore
the default MRU size (1500 bytes) for switch ports.

NOTE:

The figure of 1500 or 9710 bytes specifies the payload only. For an IEEE 802.1q frame,
provision is made (internally) for the following additional components:

. Source and Destination addresses

. EtherType field

. Priority and VLAN tag fields

. FCS

These additional components increase the frame size internally (to 1522 bytes in

the default case).

mru jumbo

no mru
By default, jumbo frame support is not enabled.
Interface Configuration for switch ports.

Note that show interface output will only show MRU size for switch ports.

We recommend limiting the number of ports with jumbo frames support enabled
to two.

To enable the device to forward jumbo frames on port1.0. 2, use the
commands:

awplus# configure terminal
awplus (config)# interface portl.0.2
awplus (config-if)+# mru jumbo

To remove the jumbo frame support, and therefore restore the MRU size of 1500
bytesonportl.0.2, use the commands:

awplus# configure terminal

awplus (config)# interface portl.0.2

awplus (config-if)# no mru

show interface
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INTERFACE COMMANDS
MTU

mtu

Overview Use this command to set the Maximum Transmission Unit (MTU) size for VLANS,
where MTU is the maximum packet size that VLANs can transmit. The MTU size
setting is applied to both IPv4 and IPv6 packet transmission.

Use the no variant of this command to remove a previously specified Maximum
Transmission Unit (MTU) size for VLANSs, and restore the default MTU size (1500
bytes) for VLANS.

Syntax mtu <68-1582>

no mtu
Default The default MTU size is 1500 bytes for VLAN interfaces.
Mode Interface Configuration for VLAN interfaces.

Usage If a device receives an IPv4 packet for Layer 3 switching to another VLAN with an
MTU size smaller than the packet size, and if the packet has the ‘don’t fragment’
bit set, then the device will send an ICMP ‘destination unreachable’ (3) packet
type and a ‘fragmentation needed and DF set’ (4) code back to the source. For
IPv6 packets bigger than the MTU size of the transmitting VLAN interface, an ICMP
‘packet too big’ (ICMP type 2 code 0) message is sent to the source.

Note that you cannot configure MTU on bridge interfaces. The MTU of the bridge
interface is determined by the member interface of the bridge which has the
lowest MTU. For example, if you attach eth1 with MTU 1200, ppp1 with MTU 1400,
and vlan1 with MTU 1500 to a bridge interface, the MTU for that interface will be
1200.

Note that show interface output will only show MTU size for VLAN interfaces.

Examples To configure an MTU size of 1500 bytes on interface v1an2, use the commands:
configure terminal
interface vlan?2
mtu 1500

To configure an MTU size of 1500 bytes on interfaces vlian2 to vlan4, use the
commands:

configure terminal

interface vlan2-vlani4

mtu 1500

To restore the MTU size to the default MTU size of 1500 bytes on v1an2, use the
commands

configure terminal
interface vlan2

no mtu
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Commands
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To restore the MTU size to the default MTU size of 1500 bytes on v1an2 and
vlan4, use the commands

awplus# configure terminal
awplus (config)+# interface vlanz-vlané

awplus (config-if)# no mtu

show interface

Command Reference for AT-AR2050V
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show interface

Overview

Syntax

Mode

Usage

Example
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Use this command to display interface configuration and status.

For information on filtering and saving command output, see “Controlling “show”
Command Output” in the “Getting Started with AlliedWare Plus” Feature Overview
and Configuration Guide.

show interface [<interface-1list>]

show interface 1lo

Parameter Description

<interrface-1ist> Theinterfaces or ports to configure. An interface-list can be:

« aninterface such asaVLAN (e.g. vlanl), a switch port (e.g.
portl.0.1),astatic channel group (e.g. sa3), a dynamic
(LACP) channel group (e.g.po4), a PPP interface (e.g. ppp0),
an Ethernet interface (e.g. eth1), a tunnel interface (e.g.
tunnel0), or a bridge interface (e.g. br2).

- acontinuous range of interfaces, ports, static channel
groups or dynamic (LACP) channel groups separated by a
hyphen;e.g.vlan2-8,orportl1.0.1-1.0.6,0rsal-2,
orpol-2

« acomma-separated list of the above; e.g.
portl.0.1,portl.0.4-1.0.6.Do not mixinterface
types in a list

The specified interfaces must exist.

lo The local loopback interface.

User Exec and Privileged Exec

Note that the output displayed with this command will show MTU (Maximum
Transmission Unit) size for VLAN interfaces, and MRU (Maximum Received Unit)
size for switch ports.

To display configuration and status information for all interfaces, use the
command:

awplus# show interface
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Figure 9-1:  Example output from the show interface command

To display configuration and status information for interface 10, use the
command:

awplus# show interface lo
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Figure 9-2:  Example output from the show interface lo command

To display configuration and status information for interfaces vianl and vlian2,
use the command:

awplus# show interface vlanl,vlan2

Figure 9-3:  Example output from the show interface vlan1,vlan2 command

To display configuration and status information for br1, use the command:

awplus# show interface brl
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Figure 9-4:  Example output from the show interface br1 command:

To display configuration and status information for eth1, use the command:

awplus# show interface ethl

Figure 9-5:  Example output from the show interface eth1 command:

Related mrujumbo
Commands

mtu

show interface brief
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show interface brief

Overview

Syntax
Mode

Output

Related
Commands
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Use this command to display brief interface, configuration, and status information,
including provisioning information.

For information on filtering and saving command output, see “Controlling “show”
Command Output” in the “Getting Started with AlliedWare Plus” Feature Overview
and Configuration Guide.

show interface brief

User Exec and Privileged Exec

Figure 9-6:  Example output from the show interface brief command

awplus#show interface brief

Interface Status Protocol
portl.0.1 admin up down
portl.0.2 admin up down
portl.0.3 admin up down
portl.0.4 admin up down
portl.0.5 admin up down
portl.0.6 admin up down
portl.0.7 admin up down
portl.0.8 admin up down
eth2 admin up down
ethl admin up down

lo admin up running
vlanl admin up down
vlan2 admin up down
pppl admin up down

Table 1: Parameters in the output of the show interface brief command

Parameter Description

Interface The name or type of interface.

Status The administrative state. This can be either admin up or admin
down.

Protocol The link state. This can be either down, running, or provisioned.

show interface

show interface memory
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show interface status

Overview Use this command to display the status of the specified interface or interfaces.
Note that when no interface or interfaces are specified then the status of all
interfaces on the device are shown.

Syntax show interface [<port-list>] status

Parameter Description

<port-1ist> The portsto display information about. The port list can be:

« aswitch port(e.g.portl.0. 6)astaticchannel group (e.g.sa2)or
a dynamic (LACP) channel group (e.g. po2)

+ acontinuous range of ports separated by a hyphen, e.g.
portl.0.1-1.0.6,0rsal-2,0rpol-2

« acomma-separated list of ports and port ranges, e.g.
portl.0.1,portl.0.4-1.0.6.Do notmix switch ports,
static channel groups, and dynamic (LACP) channel groups in the
same list

Examples To display the status of ports 1.0.1 to 1.0.5, use the commands:

awplus# show interface portl.0.1-1.0.4 status

Table 2: Example output from the show interface <port-list> status command

awplus#show interface portl.0.1 -1.0.5 status

Port Name Status Vlan Duplex Speed Type
portl.0.1 notconnect 1 auto auto 1000BASE-T
portl.0.2 notconnect 1 auto auto 1000BASE-T
portl.0.3 notconnect 1 auto auto 1000BASE-T
portl.0.4 notconnect 1 auto auto 1000BASE-T

To display the status of all ports, use the commands:

awplus# show interface status
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Table 3: Example output from the show interface status command

awplus#sho int status
Port Name Status Vlan Duplex Speed Type
portl.0.1 Trunk Net connected trunk a-full a-1000 1000BaseTX
portl.0.2 Access Netl connected 5 full 100 1000BaseTX
portl.0.3 Access Netl disabled 5 auto auto 1000BaseTX
portl.0.4 Access Net2 connected 6 a-half a-100 1000BaseTX
portl.0.5 Private Prom connected 10 a-full a-100 1000BaseTX
portl.0.6 Private Netl connected 10,11 a-full a-100 1000BaseTX
portl.0.7 Private Net2 connected 10,12 a-full a-100 1000BaseTX
portl.0.8 notconnect 1 auto auto 1000BaseTX
eth2

notconnect none auto auto 1000BASE-T
ethl

notconnect none auto auto 1000BASE-T

Table 4: Parameters in the output from the show interface status command

Parameter Description

Port Name/Type of the interface.
Name Description of the interface.
Status The administrative and operational status of the interface; one of:

. disabled: the interface is administratively down.
« connect: the interface is operationally up.

« notconnect: the interface is operationally down.

Vlan VLAN type or VLAN IDs associated with the port:

«  When the VLAN mode is trunk, it displays trunk (it does not
display the VLAN IDs).

+  When the VLAN mode is access, it displays the VLAN ID.

+  When the VLAN mode is private promiscuous, it displays the

primary VLAN ID if it has one, and promiscuous if it does not
have a VLAN ID.

«  When the VLAN mode is private host, it displays the primary
and secondary VLAN IDs.

«  When the portis an Eth port, it displays none: there is no VLAN
associated with it.

«  When the VLAN is dynamically assigned, it displays the current
dynamically assigned VLAN ID (not the access VLAN ID), or
dynamic if it has multiple VLANs dynamically assigned.

Duplex The actual duplex mode of the interface, preceded by a- if it has
autonegotiated this duplex mode. If the port is disabled or not
connected, it displays the configured duplex setting.
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Table 4: Parameters in the output from the show interface status command

Parameter Description

Speed The actual link speed of the interface, preceded by a- if it has
autonegotiated this speed. If the port is disabled or not
connected, it displays the configured speed setting.

Type The type of interface, e.g. 1000BaseTX. For SFP bays, it displays
Unknown if it does not recognize the type of SFP installed, or Not
present if an SFP is not installed or is faulty.

Related show interface

Commands .
show interface memory
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shutdown

Overview

Syntax

Mode

Example
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This command shuts down the selected interface. This administratively disables
the link and takes the link down at the physical (electrical) layer.

Use the no variant of this command to disable this function and therefore to bring
the link back up again.

shutdown

no shutdown
Interface Configuration

The following example shows the use of the shutdown command to shut down
portl.0.2.

awplus# configure terminal
awplus (config)# interface portl.0.2
(

awplus (config-1if)# shutdown

The following example shows the use of the no shutdown command to bring up
portl.0.2.

awplus# configure terminal

awplus (config)# interface portl.0.2

awplus (config-if)+# no shutdown

The following example shows the use of the shutdown command to shut down
vlanZ2.

awplus# configure terminal
awplus (config)# interface vlan2
awplus (config-1f)# shutdown

The following example shows the use of the no shutdown command to bring up
vlanZ2.

awplus# configure terminal
awplus (config)# interface vlan2

awplus (config-1if)4# no shutdown
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Commands

Introduction

Overview This chapter provides an alphabetical reference of commands used for testing

interfaces.
Command List - “clear test interface” on page 366
. “service test” on page 367
. “test interface” on page 368
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CLEAR TEST INTERFACE

clear test interface

Overview

Syntax

Mode

Examples

Related
Commands
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This command clears test results and counters after issuing a test interface
command. Test results and counters must be cleared to issue subsequent test
interface commands later on.

clear test interface {<port-list>|all}

Parameter Description

<port-1list> The ports to test. A port-list can be:
« aswitch port (e.g. port1.0.6)

« acontinuous range of ports separated by a hyphen, e.g.
portl.0.1-portl.0.6

« acomma-separated list of the above, e.g.
portl.0.1,portl1.0.5-1.0.6

The specified ports must exist.

all All interfaces

Privileged Exec

To clear the counters for port1.0. 1 use the command:
awplus# clear test interface portl.0.1
To clear the counters for all interfaces use the command:

awplus# clear test interface all

test interface
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service test

Overview This command puts the device into the interface testing state, ready to begin
testing. After entering this command, enter Interface Configuration mode for the
desired interfaces and enter the command test interface.

Do not test interfaces on a device that is part of a live network—disconnect the
device first.

Use the no variant of this command to stop the test service.

Syntax service test

no service test
Mode Global Configuration

Example To put the device into a test state, use the command:

awplus (config)# service test

Related testinterface
Commands
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test interface

Overview

Syntax

Mode
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This command starts a test on a port or all ports or a selected range or list of ports.

Use the no variant of this command to disable this function. The test duration can
be configured by specifying the time in minutes after specifying a port or ports to
test.

For an example of all the commands required to test switch ports, see the
Examples section in this command. To test the Eth port, set its speed to 100 by
using the command speed 100.

NOTE: Do not run test interface on live networks because this will degrade network
performance.

test interface {<port-list>|all} [time{<1-60>]|cont}]

no test interface {<port-list>|all}

Parameter Description

<port-list> The ports to test. A port-list can be:
« aswitch port(e.g. port1.0.56)

+ acontinuous range of ports separated by a hyphen, e.g.
portl.0.1l-portl.0.6

« acomma-separated list of the above, e.g.
portl.0.1,portl.0.5-1.0.6

The specified ports must exist.

all All ports

time Keyword entered prior to the value for the time duration of the
interface test.

<1-60> Specifies duration of time to test the interface or interfaces in
minutes (from a minimum of 1 minute to a maximum of 60 minutes).
The default is 4 minutes.

cont Specifies continuous interface testing until canceled with command
negation.

Privileged Exec
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Example

Related
Commands
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To test the switch ports in VLAN 1, install loopbacks in the ports, and enter the
following commands:

awplus (config)# service test

awplus (config)# no spanning-tree rstp enable bridge-forward
awplus (config)+# interface vlanl

awplus (config-1f)# shutdown

awplus (config-1if)# end

awplus# test interface all

To see the output, use the commands:

awplus# show test

awplus# show test count

To start the test on all interfaces for 1 minute use the command:

awplus# test interface all time 1

clear test interface
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Commands

Introduction

Overview

Command List
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This chapter provides an alphabetical reference of commands used to configure
switching.

For more information, see the Switching Feature Overview and Configuration
Guide.

. “backpressure” on page 373

. “clear mac address-table dynamic” on page 375
. “clear mac address-table static” on page 377

. “clear port counter” on page 379

. “debug platform packet” on page 380
. “duplex” on page 382

. “flowcontrol (switch port)” on page 384

. “linkflap action” on page 386

. “mac address-table acquire” on page 387

. “mac address-table ageing-time” on page 388
. “mac address-table static” on page 389

. “mirror interface” on page 390

. “platform load-balancing” on page 392

. “polarity” on page 393
. “show debugging platform packet” on page 394

. “show flowcontrol interface” on page 395
. “show interface err-disabled” on page 396
. “show interface switchport” on page 397
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. “show mac address-table” on page 398
. “show mirror” on page 400

. “show mirror interface” on page 401

. “show platform” on page 402

. “backpressure” on page 403

. “show platform port” on page 405

. “show storm-control” on page 410

. “speed” on page 411

Ill

. “storm-control level” on page 413

. “undebug platform packet” on page 414
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backpressure

Overview

Syntax

Default

Mode

Usage

Examples
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This command provides a method of applying flow control to ports running in half
duplex mode. The setting will only apply when the link is in the half-duplex state.

You can disable backpressure on an interface using the off parameter or the no
variant of this command.

backpressure {on|off}

no backpressure

Parameters Description

on Enables half-duplex flow control.

off Disables half-duplex flow control.

Backpressure is turned off by default. You can determine whether an interface has
backpressure enabled by viewing the running-config output; backpressure on is
shown for interfaces if this feature is enabled.

Interface Configuration

The backpressure feature enables half duplex Ethernet ports to control traffic flow
during congestion by preventing further packets arriving. Back pressure utilizes a
pre-802.3x mechanism in order to apply Ethernet flow control to switch ports that
are configured in the half duplex mode.

The flow control applied by the flowcontrol (switch port) command operates only
on full-duplex links, whereas back pressure operates only on half-duplex links.

If a port has insufficient capacity to receive further frames, the device will simulate
a collision by transmitting a CSMACD jamming signal from this port until the buffer
empties. The jamming signal causes the sending device to stop transmitting and
wait a random period of time, before retransmitting its data, thus providing time
for the buffer to clear. Although this command is only valid for switch ports
operating in half-duplex mode the remote device (the one sending the data) can
be operating in the full duplex mode.

To see the currently-negotiated duplex mode for ports whose links are up, use the
command show interface. To see the configured duplex mode (when different
from the default), use the command show running-config.

To enable back pressure flow control on interfaces port1.0.1-portl1.0.2
enter the following commands:

awplus# configure terminal

awplus (config)# interface portl.0.l-portl.0.2
awplus (config-if)# backpressure on
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Todisable back pressure flow control oninterfaceport1. 0. 2 enter the following
commands:

awplus# configure terminal
awplus (config)# interface portl.0.2
awplus (config-if)# backpressure off

Validation show running-config

Commands .
show interface

Related duplex
Commands
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CLEAR MAC ADDRESS-TABLE DYNAMIC

clear mac address-table dynamic

Overview

Syntax

Mode

Usage

Examples
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Use this command to clear the filtering database of all entries learned for a selected
MAC address, an MSTP instance, a switch port interface or a VLAN interface.

clear mac address-table dynamic [address
<mac-address>|interface <port> [instance <inst>]|vlan <vid>]

Parameter Description

address Specify a MAC (Media Access Control) address to be cleared from
the filtering database.

<mac-address> Entera MAC address to be cleared from the database in the format
HHHH.HHHH.HHHH.

interface Specify a switch port to be cleared from the filtering database.

instance Specify an MSTP (Multiple Spanning Tree) instance to be cleared
from the filtering database.

<inst> Enter an MSTP instance in the range 1 to 63 to be cleared from the
filtering database.

vlan Specify a VLAN to be cleared from the filtering database.

<vid> Enter a VID (VLAN ID) in the range 1 to 4094 to be cleared from the
filtering database.

Privileged Exec

Use this command with options to clear the filtering database of all entries learned
for a given MAC address, interface or VLAN. Use this command without options to
clear any learned entries.

Use the optional instance parameter to clear the filtering database entries
associated with a specified MSTP instance Note that you must first specify a switch
port interface before you can specify an MSTP instance.

Compare this usage and operation with the clear mac address-table static
command. Note that an MSTP instance cannot be specified with the command
clear mac address-table static.

This example shows how to clear all dynamically learned filtering database entries
for all interfaces, addresses, VLANS.
awplus# clear mac address-table dynamic

This example shows how to clear all dynamically learned filtering database entries
when learned through device operation for the MAC address 0000.5E00.5302.

awplus# clear mac address-table dynamic address 0000.5E00.5302
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This example shows how to clear all dynamically learned filtering database entries
when learned through device operation for a given MSTP instance 1 on switch port
interface port1.0.2.

awplus# clear mac address-table dynamic interface portl.0.2
instance 1

Related clear mac address-table static

Commands
show mac address-table
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CLEAR MAC ADDRESS-TABLE STATIC

clear mac address-table static

Overview

Syntax

Mode

Usage

Examples
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Use this command to clear the filtering database of all statically configured entries
for a selected MAC address, interface, or VLAN.

clear mac address-table static [address <mac-address>|interface
<port>|vlan <vid>]

Parameter Description

address The MAC address whose entries are to be cleared from the filtering
database.

<mac-address> Specifies the MAC (Media Access Control) address to be cleared
from. Enter this address n the format HHHH.HHHH.HHHH.

interface Specify the interface from which statically configured entries are
to be cleared.

<port> Specify the switch port from which address entries will be cleared.
This can be a single switch port, (e.g. port1. 0. 4), a static
channel group (e.g. sa2), or a dynamic (LACP) channel group (e.g.

po2).
vlan A VLAN whose statically configured entries are to be cleared.
<vid> Specifies the VLAN ID whose statically configured entries are to be
cleared.

Privileged Exec

Use this command with options to clear the filtering database of all entries made
from the CLI for a given MAC address, interface or VLAN. Use this command
without options to clear any entries made from the CLI.

Compare this usage with clear mac address-table dynamic command.
This example shows how to clear all filtering database entries configured through
the CLI.

awplus# clear mac address-table static

This example shows how to clear all filtering database entries for a specific
interface configured through the CLI.

awplus# clear mac address-table static interface portl.0.3

This example shows how to clear filtering database entries configured through the
CLI for the mac address 0000.5E00.5302.

awplus# clear mac address-table static address 0000.5E00.5302
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Related clear mac address-table dynamic

Commands .
mac address-table static
show mac address-table
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clear port counter

Overview

Syntax

Mode

Example

Related
Commands
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Use this command to clear the packet counters of the port.

clear port counter [<port>]

Parameter Description

<port> The port number or range

Privileged Exec

To clear the packet counter for port1.0. 1, use the command:

awplus# clear port counter portl.0.1

show platform port
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debug platform packet

Overview

Syntax

Default

Mode

Usage

Examples
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This command enables platform to CPU level packet debug functionality on the
device.

Use the no variant of this command to disable platform to CPU level packet debug.
If the result means both send and receive packet debug are disabled, then any
active timeout will be canceled.

debug platform packet [recv] [send] [timeout <timeout>] [vlan
<vlan-id>|all]

no debug platform packet [recv] [send]
recv Debug packets received.
send Debug packets sent.
timeout Stop debug after a specified time.
<timeout> <0-3600>The timeout period, specified in seconds.
vlan Limit debug to a single VLAN ID specified.
<vlan-id> <1-4094> The VLAN ID to limit the debug output on.
all Debug all VLANSs (default setting).

A 5 minute timeout is configured by default if no other timeout duration is
specified.

Privileged Exec and Global Configuration
This command can be used to trace packets sent and received by the CPU. If a

timeout is not specified, then a default 5 minute timeout will be applied.

If a timeout of 0 is specified, packet debug will be generated until the no variant of
this command is used or another timeout value is specified. The timeout value
applies to both send and receive debug and is updated whenever the debug
platform packet command is used.

To enable both receive and send packet debug for the default timeout of 5
minutes, enter:

awplus# debug platform packet

To enable receive packet debug for 10 seconds, enter:

awplus# debug platform packet recv timeout 10

To enable send packet debug with no timeout, enter:

awplus# debug platform packet send timeout 0
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To enable VLAN packet debug for VLAN 2 with a timeout duration of 3 minutes,
enter:

awplus# debug platform packet vlan 2 timeout 150
To disable receive packet debug, enter:

awplus# no debug platform packet recv

Related show debugging platform packet

C d
ommands undebug platform packet
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duplex

Overview

Syntax

Default
Mode

Usage

Examples

C613-50080-01 REV A

This command changes the duplex mode for the specified port.

To see the currently-negotiated duplex mode for ports whose links are up, use the
command show interface. To see the configured duplex mode (when different
from the default), use the command show running-config.

duplex {autol|full|half}

Parameter Description

auto Auto-negotiate duplex mode.
full Operate in full duplex mode only.
half Operate in half duplex mode only.

By default, ports auto-negotiate duplex mode (except for 100Base-FX ports which
do not support auto-negotiation, so default to full duplex mode).

Interface Configuration

Switch ports in a static or dynamic (LACP) channel group must have the same port
speed and be in full duplex mode. Once switch ports have been aggregated into a
channel group, you can set the duplex mode of all the switch ports in the channel
group by applying this command to the channel group.

To specify full duplex for port1. 0. 4, enter the following commands:

awplus# configure terminal

awplus (config)# interface portl.0.4

awplus (config-1if)# duplex full

To specify half duplex for port1.0. 4, enter the following commands:

awplus# configure terminal

awplus (config)# interface portl.0.4

awplus (config-if)# duplex half

To auto-negotiate duplex mode for port1.0. 4, enter the following commands:

awplus# configure terminal

awplus (config)# interface portl.0.4
awplus (config-1if)# duplex auto
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DUPLEX
Related backpressure
Commands .
polarity
speed
show interface
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flowcontrol (switch port)

Overview

Syntax

Default
Mode

Usage
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Use this command to enable flow control, and configure the flow control mode for
the switch port.

Use the no variant of this command to disable flow control for the specified switch
port.

flowcontrol both
flowcontrol {send|receive} {off|on}

no flowcontrol

Parameter Description

both Use this parameter to specify send and receive flow control for the
port.
receive When the port receives pause frames, it temporarily stops (pauses)

sending traffic.

on Enable the specified flow control.
off Disable the specified flow control.
send When the port is congested (receiving too much traffic), it sends

pause frames to request the other end to temporarily stop (pause)
sending traffic.

By default, flow control is disabled.
Interface Configuration

The flow control mechanism specified by 802.3x is only for full duplex links. It
operates by sending PAUSE frames to the link partner to temporarily suspend
transmission on the link

Flow control enables connected Ethernet ports to control traffic rates during
congestion by allowing congested nodes to pause link operation at the other end.
If one port experiences congestion, and cannot receive any more traffic, it notifies
the other port to stop sending until the condition clears. When the local device
detects congestion at its end, it notifies the remote device by sending a pause
frame. On receiving a pause frame, the remote device stops sending data packets,
which prevents loss of data packets during the congestion period.

Flow control is not recommended when running QoS or ACLs, because the
complex queuing, scheduling, and filtering configured by QoS or ACLs may be
slowed by applying flow control.

For half-duplex links, an older form of flow control known as backpressure is
supported. See the related backpressure command.

For flow control on async serial (console) ports, see the flowcontrol hardware
(asyn/console) command.
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Examples zwplus# configure terminal
awplus (config)# interface portl.0.2
awplus (config-1f)# flowcontrol receive on
awplus# configure terminal
awplus (config)# interface portl.0.2
awplus (config-if)# flowcontrol send on
awplus# configure terminal
awplus (config)# interface portl.0.2
awplus (config-if)# flowcontrol receive off
awplus# configure terminal
awplus (config)# interface portl.0.2

awplus (config-if)# flowcontrol send off

Validation show running-config
Commands

Related backpressure
Commands
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linkflap action

Overview

Syntax

Default
Mode

Example
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Use this command to detect flapping on all ports. If more than 15 flaps occurin less
than 15 seconds the flapping port will shut down.

Use the no variant of this command to disable flapping detection at this rate.

linkflap action [shutdown]

no linkflap action

Parameter Description

linkflap Global setting for link flapping.
action Specify the action for port.
shutdown Shutdown the port.

Linkflap action is disabled by default.
Global Configuration

To enable the linkflap action command on the device, use the following
commands:

awplus# configure terminal

awplus (config)# linkflap action shutdown
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mac address-table acquire

Overview Use this command to enable MAC address learning on the device.

Use the no variant of this command to disable learning.

Syntax mac address-table acquire

no mac address-table acquire
Default Learning is enabled by default for all instances.

Mode Global Configuration

Example zwplus# configure terminal
awplus (config)# mac address-table acquire
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mac address-table ageing-time

Overview

Syntax

Default
Mode

Examples
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Use this command to specify an ageing-out time for a learned MAC address. The
learned MAC address will persist for at least the specified time.

The no variant of this command will reset the ageing-out time back to the default
of 300 seconds (5 minutes).

mac address-table ageing-time <ageing-timer> none

no mac address-table ageing-time

Parameter Description

<ageing-timer> <10-1000000> The number of seconds of persistence.

none Disable learned MAC address timeout.

The default ageing time is 300 seconds.
Global Configuration

The following commands specify various ageing timeouts on the device:
awplus# configure terminal

awplus (config)# mac address-table ageing-time 1000
awplus# configure terminal

awplus (config)# mac address-table ageing-time none
awplus# configure terminal

awplus (config)# no mac address-table ageing-time
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mac address-table static

Overview

Syntax

Mode

Usage

Example

Related
Commands
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Use this command to statically configure the MAC address-table to forward or
discard frames with a matching destination MAC address.

mac address-table static <mac-addr> {forward|discard} interface
<port> [vlan <vid>]

no mac address-table static <mac-addr> {forward|discard}
interface <port> [vlan <vid>]

Parameter Description

<mac-addr> The destination MAC address in HHHH . HHHH . HHHH format.

<port> The port to display information about. The port may be a switch port
(e.g.portl.0.4),astatic channel group (e.g. sa2), or a dynamic
(LACP) channel group (e.g. po2).

<vid> The VLAN ID. If you do not specify a VLAN, its value defaults to vlan 1.

Global Configuration

The mac address-table static command is only applicable to Layer 2 switched
traffic within a single VLAN. Do not apply the mac address-table static command
to Layer 3 switched traffic passing from one VLAN to another VLAN. Frames will not
be discarded across VLANs because packets are routed across VLANs. This
command only works on Layer 2 traffic.

awplus# configure terminal

awplus (config) # mac address-table static 2222.2222.2222 forward
interface portl.0.4 vlan 3

clear mac address-table static

show mac address-table

Command Reference for AT-AR2050V 389
AlliedWare Plus™ Operating System - Version 5.4.5-2.x



SWITCHING COMMANDS
MIRROR INTERFACE

mirror interface

Overview

Syntax

Mode

Usage
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Use this command to define a mirror port and mirrored (monitored) ports and
direction of traffic to be mirrored. The port for which you enter interface mode will
be the mirror port.

The destination port is removed from all VLANSs, and no longer participates in other
switching.

Use the no variant of this command to disable port mirroring by the destination
port on the specified source port.

mirror interface <source-port-list> direction
{both|receive|transmit}

no mirror interface <source-port-list>

Parameter Description

<source-port-1ist> The source switch ports to mirror. A port-list can be:
« aport(e.g.portl.0.2)

+ acontinuous range of ports separated by a hyphen, e.g.
portl.0.1-1.0.2

« acomma-separated list of ports and port ranges, e.g.
portl.0.1,portl1.0.4-1.0.6

The source port list cannot include dynamic or static
channel groups (link aggregators).

direction Specifies whether to mirror traffic that the source port
receives, transmits, or both.

both Mirroring traffic both received and transmitted by the
source port.

receive Mirroring traffic received by the source port.

transmit Mirroring traffic transmitted by the source port.

Interface Configuration

Use this command to send traffic to another device connected to the mirror port
for monitoring.

See the “Port Mirroring” section in the Switching Feature Overview and
Configuration Guide for more information.

A mirror port cannot be associated with a VLAN. If a switch port is configured to be
a mirror port, it is automatically removed from any VLAN it was associated with.

This command can only be applied to a single mirror (destination) port, not to a
range of ports, nor to a static or dynamic channel group. Do not apply multiple
interfaces with an interface command before issuing the mirror interface
command. One interface may have multiple mirror interfaces.
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Example To mirror traffic received and transmitted on port1.0.4 andportl1.0.5to
destination port1.0. 3, use the commands:

awplus# configure terminal
awplus (config)# interface portl.0.3

awplus (config-if)# mirror interface portl.0.4,portl.0.5
direction both

C613-50080-01 REV A Command Reference for AT-AR2050V 391

AlliedWare Plus™ Operating System - Version 5.4.5-2.x



SWITCHING COMMANDS
PLATFORM LOAD-BALANCING

platform loa